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1. TIpodeciiina ninroroBka ManoyTHIxX QaxiBLiB o peasnisauii indopmauiiiHoi 6e3neku y chepi eneKTpoHIKY,
METPOJIOTi Ta pafioTeIeKOMYHIKAaLIiN.

2. Professional training of future specialists for the implementation of information security in the field of

electronics, metrology, and radiotelecommunications.

Pedepar:

1. Y xopi nucepTaniiHOro JOCiIKeHHSs JOCSTHYTO METY, sIKa I0JIsIraja y po3poolli, TeOpeTUYHOMY OOTpYHTYBaHHi
Ta €KCIIEPUMMEHTaJIBHIN NlepeBiplLi Moeli oprasisanii popmMyBaHHs IpodeciiHOi KOMIIETEHTHOCTI 10 peaisaliii
iH(popmMaLiitHoi 6e3nexkn y MaOyTHIX (axiBLiB A cepy eJIeKTPOHIKM, METPOJIOTII Ta PafioTeIeKOMYHIKaLil.
BupimeHo 3aBIaHHS JOCIIIKEHHS, a came: 3IilCHEHO aKCiOJIOTiYHMI Ta MOPIBHSJIBHUY aHajli3 Te3aypycCy, CTaHy i
IIepCIIeKTUB I1eJaroridyHoi NpodyeMu NOCiIPKeHb y aKaJleMiYHUX HaJ0aHHSIX; IPOBEEHO KOHTEHT-, POpPMabHO-
JIOriYHMH Ta KOMIAPAaTMBHUN aHaJi3u MiXKHAPOJHOrO Ta HalliOHAJIbHOTO HOPMAaTHBHOIIPABOBOTO 3a0€3MeYeHHs
0co6siMBOCTEN NpodeciitHOI MiArOTOBKY MaitbyTHIX (axiBLiB no peanisauii iHpopmaliiiHoi 6e3nexu njs chepu

€JIEKTPOHIKM, METPOJIOTii Ta pafiioTesIeKOMYyHiKalill 3a QyHKIiOHaTIbHUM [IPHU3HAYEHHSIM; pO3PO0JIEHO,



OOGrpYHTOBAHO ITPOEKTYBaHHS MOZeJi opraHizauii popmyBaHHS IpodeciiiHOi KOMIIETEHTHOCTI MalOyTHIX (axiBLiiB
Io peasnizanii indpopmariiiHoi 6e3nexu y chepi e1eKTpOoHIKY, METPOJIOTII Ta pafioTeIeKOMYyHiKallii;
€KCIIEPMMEHTAJILHO NIepeBipeHo ii epeKTUBHICTb Y BUOKPEMJIEHUX N1€AroTriYHUX YMOBaxX Ha OCHOBi po3p06JIeHOro
KPUTEPIiaJIbHOTO arapary OLiHIOBaHHS PiBHSI C(POPMOBAHOCTI NPOQeCifHOI KOMIIETEHTHOCTI MalOyTHIX (axiBLiB 1o
peasnizauii indpopmaniiiHoi 6e3nexu y cepi e1eKTpOHIKM, METPOJIOTii Ta pasioTeseKkoMyHikanii. BusHaueHo,
OOrpYHTOBAHO Ta PO3KPUTO HAYKOBUI anapaT IOCJI/I)KEeHHs], a caMe: 00'eKT JOCIiI>)KeHHs! sIK ITpoliec npodeciiiHoi
niAroTOBKU MaibyTHIX ¢axiBLiB 3i 3a0e3nedyeHHs HabyTTs IpodeCciiiHoi KOMIIETEHTHOCTI 0 peasisarii
iHopmauiitHoi 6e3nekn y cepi eJIeKTPOHIKY, METPOJIOTii Ta pafioTeeKOMYHIKaLil; IpeIMeT NOCIiIKEeHHS SIK
Mogesib oprasizauii (3mict, popmu Ta meTonn) GopMyBaHHS IPodeCciiiHOi KOMIIETEHTHOCTI 10 peaisaliii
iHdopmauiitHoi 6e3nexkyu MaitbyTHix ¢axiBLiB A5 cdepyu eNeKTPOHIKM, METPOJIOTII Ta paiioTeIeKOMYHIKaLil.
BrokpemieHO HayKOBY HOBU3HY 3aXMCHUX IIOJIOKEHD NIE€JAaroriYHoro JOCIiIpKeHHS — yIeplie: O6rpyHTOBaHO
TEOPETUYHi Ta METOAMYHI 3acaiy nejaroriyHoi npo6aemu npodeciiiHoi NigroToBKM ManbyTHIX (axiBLiB 10
peanizauii iHpopmaliiiHoi 6e3nexku y chepi eeKTPOoHIKM, METPOJIOTIi Ta pasiioTeleKoMYHiKalliil; po3po6eHo,
O0OrpyHTOBAHO Ta Bepu(ikoBaHO MOJieJb OpraHizallii popmyBaHHS NIpodeciliHOi KOMIIETEHTHOCTI 0 peanizariii
iH(opMaLiitHoi 6e3nexkn y MaOyTHIX (axiBLiB A1 cepy eJIeKTPOHIKM, METPOJIOTII Ta pafioTeIeKOMYHiKaLil;
«KBAPTET» oCBiTHiX MOZYJIIB 3a LIMKJIaMU 3arajibHoi, podeciiiHoi Ta crienianbHOoI HiTOTOBKY B OCBITHIX
KOMITIOHEHTax Npo@eciiiHoi MigroToBku ManOyTHixX (axiBliiB 115 ranysi 3HaHb A OcBiTa, crieliajJbHOCTi A
ITpogeciitHa ocBita, cneujanisanii «Lludposi TexHosorii» Ta «EJ€KTPOHIKA, METPOJIOris Ta palioTeI€KOMYHIKallii»
(couianpHa Ta iHdopMaLifiHa OTITHKA, METPOJIOTis, iHpOpMalliliHi MEHe)KMEeHT Ta 6e3I1eKa, TeXHOJIOTI);
PO3p0o6JIeHO, OOIPYHTOBAHO Ta Bepu@iKoBaHO IeJaroriyii yMoBuy peasisatii npodeciiiHoi migroToBku ManOyTHIX
¢daxiBLiB 1o peanizauii inpopmaniiiHoi 6e3nexku y chepi e1eKTPOHIKM, METPOJIOTI] Ta palioTeI€eKOMYHIKalliil
(popmyBaHHS CIIPUSTINBOTO CEPENOBUIIA IIJIEKaHHS iH(POPMaLIiIMHOI KyJIbTypU - HABYAJIbHUAY TPOEKT
«IndopmarifiHa po3BiaKa: Bif JIAaHLIOTIB IIOIYKY JAaHUX [0 BU3HAUYEHHS iX IOCTOBIPHOCTI»; yKOMILJIEKTYBaHHS
iHcTpyMeHTapito iHpopMalLliffHO-TEXHOJIOTIYHOr 0 3a6€e3I1eYeHHsI /CEPBICYy — OKpeCJIeHO abpucy CTPYKTypHU
Cy4acHOro iH(pOpMaLifTHOTEXHOJIOTIYHOTO 3abe3MeyeHHs Ta cepaicy y 3BO, 3alIponoOHOBaHO aJIrOPUTM
3aCTOCYBAaHHSI HAYyKOMETPUYHUX CEPBIiCiB B OCBITHbOMY Iponeci «HaykoBomeTpruyHMii [udpoBuil npodisb
MOJIOJIOTO OCiIHMKay Ta MepexkeBa iHdpopMalliliHa 6e3rexka CUCTEMHU - pO3p00JIeHO iHTEHCHUB-CIIeKYPC
«Kibepbesmeka B cdepi 0CBiTH, HAyKu 1 iIHHOBAaTUKU: Bifl HABYaHHSI O KOMIIETEHTHOCTI» Ta IaM'sITKy 3 KibepririeHu
17151 3000yBayviB OCBiTH); KPUTEPiaJbHM anapar AiarHOCTUKM PiBHIB (LOCTaTHIMN, CEPeIHIl Ta BUCOKUN)
copmoBaHocTi npodeciiiHoi KOMIETEHTHOCTI 10 peasnizauii inpopmauiiiHoi 6e3nekn y MainbyTHix (axiBiis njs
cepu eneKTpOoHiKM, METPOJIOTIi Ta paslioTeJIeKOMYHIKalliil y KpUTEepisiX (CUCTEeMHO-YIIPaB/liHCbKUI, HOPMaTHUBHUM
Ta MOTUBALiIHUIT); KOHKPETU30BAaHO METOMOJIOTIUHI Ta PO3KPUTO iHHOPMaLiTHOTEXHOJIOTIUHI ACIIEKTH
3a6esneyeHHs1 GOPMyBaHHS IPOQeECiiiHOI KOMIIETEHTHOCTI MalbyTHiX (axiBLiB 10 peanizauii indpopmanintHoi
6e3mnexu y cdepi eseKTpoHikM, MeTpOoJIorii Ta pasiioTeslekoMyHiKaliil; cGOpMYJIbOBAHO Y aBTOPCbKOMY TJIyMadyeHHi
nediniuii — «podeciiiHa nigroroska ManbyTHixX ¢axiBLiB 4o peasnizauii iHpopmarliiiHoi 6e3nexku y cepi
€JIEKTPOHIKU, METPOJIOTII Ta paiioTeIEKOMYHiKaLili», «fpouec npodeciiHoi miAroToBKA MabyTHIX ¢axiBLiB 3i
3abe3nedeHHs HaObyTTs npodeciiiHol KOMIIETEHTHOCTI o peasnizanii indopmaniiinoi 6e3nexu y chepi e1eKTpoHiKHy,
METPOJIOTii Ta paslioTeIeKOMYHiKalliil»; BepuQikoBaHO 3a 6a7bHUM OLIiHIOBAaHHIM €(pEeKTUBHOCTI MOJeJli opraHisarlii
(dopmyBaHHs TpodeCiiiHOi KOMIIETEHTHOCTI 10 pearisalii iHpopmaliiiHoi 6e3neku y MainbyTHiX ¢axiBLiB 11
cdepu e1eKTPOHIKM, METPOJIOTii Ta pafioTeseKoMyHiKallii

2. The dissertation research achieves its goal, which consists in the development, theoretical substantiation, and
experimental verification of a model for organizing the formation of professional competence for the
implementation of information security in future specialists for the field of electronics, metrology, and
radiotelecommunications. The research tasks have been solved, namely: an axiological and comparative analysis of
the thesaurus, state, and prospects of the pedagogical problem in academic achievements was performed; content,
formal-logical, and comparative analyses of international and national regulatory and legal support for the
professional training of future specialists were conducted; the design of a model for organizing the formation of
professional competence of future specialists for the implementation of information security in the field of



electronics, metrology, and radiotelecommunications was developed and substantiated; the effectiveness of the
model was experimentally verified under specific pedagogical conditions based on a developed criteria apparatus
for assessing the level of professional competence. The scientific apparatus of the study is defined, substantiated,
and disclosed: the object of the study is the process of professional training of future specialists to ensure the
acquisition of professional competence for information security implementation; the subject of the study is the
organizational model (content, forms, and methods) of forming professional competence for information security
implementation for future specialists in the field of electronics, metrology, and radiotelecommunications. The
scientific novelty of the findings of the pedagogical research is highlighted - for the first time: the theoretical and
methodological foundations of the pedagogical problem of professional training of future specialists for the
implementation of information security in the field of electronics, metrology, and radiotelecommunications were
substantiated; an organizational model for forming professional competence for the implementation of
information security in future specialists for the field of electronics, metrology, and radiotelecommunications was
developed, substantiated, and verified; a "QUARTET" of educational modules was introduced according to the
cycles of general, professional, and special training in the educational components of professional training of
future specialists for Knowledge area A Education, specialty Al5 Professional Education, specializations "Digital
Technologies" and "Electronics, Metrology, and Radiotelecommunications” (social and information policy,
metrology, information management and security, technologies); pedagogical conditions for the implementation of
professional training of future specialists for the implementation of information security in the field of electronics,
metrology, and radiotelecommunications were developed, substantiated, and verified (formation of a favorable
environment for fostering information culture - educational project "Information Reconnaissance: from data
search chains to determining their reliability"; equipping the toolkit of information-technological support/service
- the outlines of the structure of modern information-technological support and service in HEIs were defined, an
algorithm for applying scientometric services in the educational process "Scientometric digital profile of a young
researcher” was proposed, and network information security of the system - an intensive special course
"Cybersecurity in the field of education, science, and innovation: from training to competence" and a guide on
cyber-hygiene for students were developed); a criteria apparatus for diagnosing levels (sufficient, average, and
high) of the formation of professional competence for the implementation of information security in future
specialists for the field of electronics, metrology, and radiotelecommunications in criteria (systemic-managerial,
normative, and motivational); methodological aspects were specified and information-technological aspects of
ensuring the formation of professional competence of future specialists for the implementation of information
security in the field of electronics, metrology, and radiotelecommunications were disclosed; definitions were
formulated in the author's interpretation - "professional training of future specialists for the implementation of
information security in the field of electronics, metrology, and radiotelecommunications", "the process of
professional training of future specialists to ensure the acquisition of professional competence for the

implementation of information security in the field of electronics, metrology, and radiotelecommunications”
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