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2. Methods and technologies for using artificial intelligence algorithms in software-defined networks under

resource constraints

Pedepar:

1. Inceprauiiina po60Ta IpUCBsIYeHa PO3POOJIEHHIO Ta eKCIIepUMEHTAIbHOMY OOI'PYHTYBaHHIO METOB i
TEXHOJIOTI 3aCTOCYBaHHS aJITOPUTMIB HITYYHOTO iHTEJIEKTY B IPOrpaMHO-KOHQIrypoBaHUX MepeXXax [jis
MOKpaleHHs aJalTUBHOTO KePyBaHHS TOCTYIIOM 10 00MeXXeHUX pecypciB. OCHOBHA yBara 30cepeykeHa Ha
3abe3nedyeHHi piBHOMIPHOTO pO3IOLiNy TOCTYIy Ao AedinuTHOro pecypcy Ta 36epekeHHi cTabinbpHoi poboTu
MepexxeBoi iHPpacTpyKTypu B yMOBax OOMEXKEHUX PECYPCiB TeJI€KOMYHIKalliiiHOi MepesKi. 3alIpOIIOHOBAHO METO
aJaNTUBHOIO KEPYBAaHHS NOCTYIIOM [0 OOMEXXEHOTr0 pecypcCy NPUKIAIHOIO PiBHS B IPOrPaMHO-KOH)IrypoBaHii
Mepexi, IKUH, Ha BigMiHy BiJ minxofis, mo 6a3y0ThCs HAa 3MiHi 3araJibHUX XapakTepUCTUK Mepexi, mependadae
JIOKasiizallilo Kepyo4yoro BILIMBY O6e3locepeiHbo B TOULi pakTH4HOro Aediuuty pecypcy. YI0CKOHaJIeHO MeXaHi3M



iHTeJIeKTyalIbHOTO KepyBaHHS JOCTYIIOM JI0 0OMEKEHOTO PecypcCy LUISIXOM BBEJJ€HHS CIellianizoBaHoro Al-areHra,
kUil GopMye Kepyloui pillleHHs 3 ypaxyBaHHIM TeJIleMeTPUYHUX O3HaK, icCTOpii HaBaHTaKeHHS, 4aCOBUX
XapaKTEPUCTUK 3BEPHEHB, YACTKY KJIiEHTa B 3araJlbHOMY HaBaHTa>XE€HHi, PaKTy IonepesHboro 6J10KyBaHHS Ta
KiJIbKOCTi aKTUBHUX KJIieHTiB. HabyB OJabIIOro po3BUTKY METOM, BUOOPY MOJEeJli MAIIMHHOTO HaBYaHHS 117151
iHTesIeKTyanbHOro KepyBaHHs B SDN B ymMOBax 06MeXEHUX PECYPCiB, 110 Nependadae KOMILJIEKCHE OLiHIOBAaHHS
MOJIeJIEN 32 TIOKa3HUKAMM TOYHOCTI, CTI¥KOCTI pillleHb, YaCy NPUNHATTS PIilIeHHS, 3 ypaXyBaHHAM HaKJIAIHUX
BUTPAT, @ TAKOX €HEProCIOXUBAaHHA. YIOCKOHAJIEHO apXiTEKTYpy iHTeseKTyanbHoi SDN-Mepexi 1151 po60oTH B
YMOBax OOMEXXEHUX PeCypcCiB LJIIXOM iHTerpallii MepeKeBuX, MPUKIaAHAX Ta [0T-KOMIIOHEHTIB B €JUHUI KOHTYP
KepyBaHHS 3 BKJIIOYEHHSIM Al-TIificucTeMy B UK IPUMHSTTS pilneHb. Po3pobaeHo ta peasnizoBaHo Cloud-AI-SDN
(peNMBOPK, [IPUKJIaIHNI Be6-cepBic KepyBaHHS Ta MOHITOPUHTY, a TAKOX 3[[ilCHEHO anapaTHy anpobaliiio, 1110
3a0€e31e4mnI0 BiITBOPIOBAHICTh CLIEHAPIiB i IPaKTUYHY N1€PEBIPKY 3alIpONIOHOBAHMX pilleHb. OTpUMaHi pe3yabTaTu
niaTeepanay e(peKTUBHICTb 3aIIPOIIOHOBAHMX METOIIB [1JIs TOKPAIIEeHHs aJallTUBHOTO KEPYBAaHHS JOCTYIIOM IO
00ME>XEeHUX pecypciB, 3a6e3nedeHHs] piIBHOMIPHOTrO PO3NOAiNy AOCTYIIY MiX KJlieHTaMU Ta 36epekeHHsI CTabibHOI

pob0TH MepeXeBOi iHPPaCTPyKTypH.

2. The dissertation is dedicated to the development and experimental substantiation of methods and technologies
for applying artificial intelligence algorithms in software-defined networks (SDN) to enhance adaptive access
control to limited resources. The primary focus is placed on ensuring the equitable distribution of access to scarce
resources and maintaining the stable operation of the network infrastructure under constrained
telecommunication network resource conditions. A method for adaptive application-layer limited-resource access
control in a software-defined network is proposed, which, unlike approaches that alter general network
characteristics, localizes the control action directly at the point of the actual resource deficit. The mechanism of
intelligent access control to limited resources has been improved by introducing a specialized Al agent that
generates control decisions considering telemetric features, load history, temporal characteristics of requests, the
client's share in the total load, prior blocking events, and the number of active clients. The method for selecting a
machine learning model for intelligent management in resource-constrained SDNs has been further developed,
incorporating a comprehensive evaluation of models based on metrics of accuracy, decision stability, decision-
making time, overhead costs, and energy consumption. The architecture of an intelligent SDN for operation under
limited-resource conditions has been improved by integrating network, application, and IoT components into a
single control loop and embedding the Al subsystem directly into the decision-making cycle. A Cloud-AI-SDN
framework and an application web-service for management and monitoring have been developed and
implemented, followed by hardware validation, which ensured the reproducibility of scenarios and the practical
verification of the proposed solutions. The obtained results confirmed the efficiency of the proposed methods in
enhancing adaptive access control to limited resources, ensuring an equitable distribution of access among clients,
and maintaining the stable operation of the network infrastructure.
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