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3AT'AJIBHA XAPAKTEPUCTHUKA POBOTH

AKTyaJbHICTH po00oTH. Y JucepTallii po3B’s3y€ThCsl BaXKJIUBE HAyKOBO-TEXHIUHE
3aBJJaHHSI CTBOPEHHsI PEKOH(ITYpOBaHUX BY3JIB KpUNTOrpadidyHOro 3axucty iHdopmarrli
(K3I), sixi onepyroth y kibepdizuunux cucremax (KOC) enemeHTamMu po3MIMPEHUX MOJIB
I'anya GF (p™), Ta y OpIBHAHHI 3 PO3LMIUPEHUMH ABIHKOBUMH moyisiMu GF (2™) maroTh Oi-
Jbiry Kpuntorpadivny criiikicts. [Ipu npomy p™* = 2™, ne p > 2 — npocrte 4ncio, KOH-
¢birypoBaHa xapakTepUCTUKa TOJIsA, N, M — MOPSAOK yTBOPIOIOYOTrO IMOJIe MojiHOMa, M <
1024. OcHOBHUM BY3JI0M Uil aHaANi3y 0OpaHO MOMHOKYBay €JEMEHTIB TaKUX PO3IINpe-
Hux moiiB ['amya GF (p™), sxuii moOyq0BaHO Ha OCHOBI peKOH(ITYPOBAHOIO By3Jja - MO-
mudikoBaHoi komipku ['imma (MKI'). 3anpononoBano 3 Bapiantu crpykrypu MKI' ta mo-
Ka3aHo iX 0COOJMBOCTI B OPiBHSAHHI 13 KiacuaHOt0 koMmipkotro ['inga (KIT'). HaBeneno mo-
PIBHSIHHA anapaTHUX BUTpaT pi3HuX BapianTiB MKI" Ta moMHOXyBayiB.

Anroputmu K3I, Hampukiaa, ajlropuTMHU OIpAalLIOBAHHS €JIEKTPOHHUX IU(PPOBHUX
miamuciB (ELII) 3 BukopucranHsm enintuuHux kpuBux (EK), marorh OGaraTopiBHEBY
CTPYKTYpY, B SIKiil Pi3HI piBHI BUKOHYIOTh crienu(}i14uHI MaTEMaTHU4HI onepauii Haja O6arato-
po3psaHuMH Kogamu. Lle Bkitouae B cebe omepallii Haj eJIEeMEHTaMH PO3IIUPEHUX OB
I'amya GF(p™), ne p = 2, onepamii Hag Toukamu EK Ta omeparii Hag pe3yiapTaramMu 00-
poOku Touok EK. V¥V mpoMy koHTEKCTI s pizHuX 3aco0iB K31 HeoOXimHO 3a0e3meunTH
MOXJIMBICTh KOH(ITYypallil onepanifHuX TpUCTPOiB, K1 peai3yloTh BKa3aHl aJrOPUTMH.
BaxxnuBuM 3aBiaHHsIM € 3a0e3M€UEHHS 3MIHU MMapaMeTpiB IINTUYHOI KPUBOi, XapaKTepH-
CTHKH P Ta MOPSAIKY YTBOPIOIOYOTO TOJIE MoiHOMA N [1st oist [amya Ta CTpyKTypu camo-
T'0 TIPHUCTPOIO.

[IpucTpoi, siKi onpanboBYIOTh €IEMEHTH NOJiB ["alya Takox € BaXJIMBUMU OyiBe-
JpHUMHU O5oKamu Oaratbox iHmuX 3aco0iB K31, TpaauiiitHo, po3poOHHKHN amapaTHUX 3a-
co0iB K31 mamaranmcsi ckopucTaTtucs MpOCTOTOIO peajizailii MpUcTpoiB, I ABINKOBUX
po3mmpeHux nojiB I'amya GF(2™), mo0 3MEHIIUTH amapaTHI BUTPATH Ta IiIBUIIATH
MPOIYKTUBHICTh. B OcTaHHI poku AJis 30UIblIeHHsS KpunrTorpadiyHoi cTiiKocTi OyB Bij-
HOBJICHUH 1HTepec o BrpoBamkeHHs K31 Ha ocHOBI po3mmpenux moiiB [anya GF (p™) 3
XapaKTEPUCTUKOIO [, BIIMIHHOIO B1J] 2, SIKI BUKOPHUCTOBYIOTHCSI B TAKUX 3aCTOCYHKax SIK
€JICKTPOHHI MIAMKUCH 3 BUKOpUCTaHHAM 130reHiil EK Tta mmdpyBanns/po3mmdpyBanHs Ko-
POTKUX TOBIOMJICHb. TOMY HayKOBO-TEXHIYHE 3aBJIaHHSI CTBOPEHHSI PEKOH(ITYpOBAHUX
By3niB K31, sxi onepytors y KOC enementamu posmmpenux noiiB [amya GF(p™) i 3a-
0e3MeuyroTh 301IbIIEHHS] KpUNITOTpadivyHOl CTIMKOCTI € HaJI3BUYATHO BaXJIMBOIO Ta aKTy-
QJIBHOIO 3371a4€IO.

3B'#130K AucepTaliiiHOI PO0OTH 3 HAYKOBMMH INPOrpaMaM, IVIAHAMHM | TeMa-
mu. JlucepraniitHa poOoTa BiJIMOBIAa€ HAYKOBUM HampsiMkaM Kadepu eJeKTPOHHUX 00-
yucnoBaabHuX MaimuH HamionansHoro yniBepcutety "JIbBiBcbka mositexHika" — “IIu-
TaHHS Teopli, MPOEKTYBAaHHA Ta peaii3allli KOMI'IOTEPHUX CHUCTEM Ta MEPEX, a TaKOXK
KOMITFOTEPHHUX 3ac001B, BY3JIiB, MPUIAAIB 1 IPUCTPOIB BUMIPIOBAIILHUX, 1H(HOPMAITITHUX,
KEepyIounX, TeIEKOMYyHIKaiHNX Ta Kibepdizuuaux cucrem”. Pobora Oyna BUKOHAaHA B
paMKax JepKOropkeTHOI HaykoBo-AociiaHoi poootn JIB/KIBEP mix ma3zporo "IHTerpariis
METO/IB 1 3ac001B BUMIPIOBaHHS, aBTOMATH3allii, OMPAIFOBaHHS Ta 3aXUCTy 1H(pOpMaIlii B
0aswuci kibepdizuunux cucrem" (Homep aeprkaBHOiI peectparrii 0115U000446).



Meta i 3aBaaHHs jocjizkeHHsi. MeTow aucepraiiitHoi poOOTH € TiIBUIICHHS
kpunrorpadivnoi criikocTi 3aco0iB K31, sxi BukopucToByt0ThCs B ckiani KOC, mmsxom
PO3BUTKY METOJIIB Ta 3aCO0IB CTBOPECHHS PEKOH(pITypOBaHHMX ONEpaliMHUX MPHUCTPOIB (a
came, amapaTHUX MapajieTbHUX MOMHOXXYBadiB Ha ocHOBI MKI') miis poboTH 3 enemMeHTa-
MU posmpeHux moiiB [amya GF (p™) 3 xapakTepucTUKaMu P Ta 3 MOPsAIKaMHU N yTBOPIO-
I0YOTO TI0JIE TI0JTIHOMA TakuMH, 1o P"=2™, ne p > 2, m < 1024.

JIyst MOCATHEHHS TTOCTABJICHOI METH CJIiJ] BUPIIIMTH HACTYITHI 3a/1a4i:

1. BrockoHaIUTH METOX OLIHIOBaHHS YacOBOI CKJIAJTHOCTI amapaTHOTO MHOKEHHS
eJIeMeHTIB po3mupenux nomiis [amya GF (p™).

2. BOCKOHAIUTH METOJM OLIHIOBAHHA arapaTHOi CKJIAJHOCTI amapaTHOro MHO-
’KCHHS eJIEMEHTIB posiiupenux mome [anya GF (p™), ne p > 2.

3. Po3pobutn merox crBopenns mist [IJIIC renepaTopiB moneneit (saep) pexoHdi-
T'YPOBAHHUX TapajieIbHUX MMOMHOXYBadiB €JIEMEHTIB po3immpeHux momie ['anya GF(p™)
st By3iB K31 y KOC 3a tppoma Bapiantamu ctpyktypu MKI': “gopna ckpunbka” (HC),
Ha OCHOBI ¢yHKIIOHATKHUX BY3J1B (DB), Ha ocHOBI Joriunux By3:1iB (JIB), mo Bukopuc-
TOBYIOThCA B By3nax K31

4. Po3pobut METOJ TeCTYBaHHS I'€HEPATOPIB SJEp MOMHOXKYBaUiB €JIEMEHTIB PO3-
mpenux nomis [anya GF (p™).

5. Po3pobutu reneparopu siaep (reHepatopu Mojeei) MOMHOXKYBadiB €JIEMEHTIB
posumpennx noiis lanya GF (p™) Takumu, mo nopsagox nojs p' < 21924, Teneparopu mo-
BUHHI CTBOPIOBATH MOjieJl MOMHOXYBauiB Ha ocHOBI MKI' 3 TppboMa BapiaHTamMH CTPYK-
typu MKI: UC, ®B, JIB. 3a 10noMoror reHepaTopiB siiep 3reHepyBaTH psJl TOMHOXKY-
BayiB eleMeHTIB po3mupeHux momiB ['anya GF (p™) 3 tproma cTpyktypamu MKI Ta mpo-
BectH ix imruiemenTauio Ha [UJIIC, mopiBHATH pe3ynbratu peamizauii. [lokasatu 301k-
HICTh TEOPETUYHHUX Ta MPAKTHUYHUX PE3yJbTaTiB OLIHIOBAHHS anapaTHOi Ta 4acOBOI CKJIa-
JTHOCTEN MOMHOXKYyBayiB. [lokazaTu 1OCATHEHHS TOCTABJIEHOI y pOOOTI METH.

6. Ha ocHOBI po3po0ieHNX 1 BAOCKOHAJICHUX METOIB MPOBECTH aHaJi3 amapaTHUX
CKJIATHOCTEH CTBOPEHHMX IMOMHOXYBaYiB €JIEMEHTIB po3mmpenux mnomis ['anya GF (p™), p
> 2, Ta BUSHAYMTH TOJIA, K1 HAWKpallle MIXoAaTh I peaii3allii TOMHOXYyBadiB. Takox
IIPOBECTH aHaJIi3 YaCOBUX CKJIAJHOCTEN MOMHOKYBauiB €JIEMEHTIB pO3IIMpeHux mnoiiB ['a-
aya GF(p™), p > 2, 3a BiIHOIICHHSAM YacOBUX BUTPAT IIPH MPOTPAMHIN Ta amapaTHiil pea-
Ji3alisx.

O0’eKT H0C/iKeHHs1 — MPOIIECH Ta 3aCO0M CTBOPEHHSI PEKOH(ITYpOBAaHUX BY3IIIB
K3l y KOC.

IIpeaMer aocaixKeHHsT — METOJIM Ta 3aCO0M CTBOPECHHS amapaTHUX MOMHOKYBadiB
IUIsL €IIEMEHTIB po3mupenux noiiB 'anya GF (p™).

Metoau nociaimkenHsi. [Ipy mpoexTyBaHHI anmapaTHUX MOMHOXYBadiB JJIsl €JIEMEH-
TiB po3mmpenux nojiB [anya GF(p™) BpaxoByBaJMCS BUCHOBKH TEOPil KOMI FOTEPHHUX
CUCTEM, T€OPil OOUHUCITIOBAIBHUX CUCTEM, TEOPii OOUUCITIOBATBHUX MAIINH, TEOPii TPOeK-
TyBaHHS CIEIlaTi30BaHUX KOMIT IOTEPHHUX CHCTEM, TEOpIi CKIAAHOCTI aITOPUTMIB Ta TPO-
rpaMHO-anapaTHOl CKJIAJHOCTI KOMIT FOTepHUX cucTeM. Jljist peamizaiii e1eMeHTIB BY3JIiB
armapaTHUX MMOMHOXKYBadiB €JIeMEHTIB po3mmpenux noiuis ['axya GF (p™) na IIJIIC Buko-
puctoByBasiachk Teopis npoektyBanHs HBIC. [{ns po3poOku MeToiB 00pOOKH €JIeMEHTIB



posmmpeHux noiB [anya GF (p™) BpaxoByBaJUCs MOJOXKCHHS 1 BUCHOBKH Teopii iHdop-
Mariii, Teopii ducelr, Teopii 3aJUIIKIB, TEOpii 00UYUCICHb, TEOPil TPYI, IS MPOSKTYBaHHS
CHEIPOIIECOPIB, a TAKOXK I BUPILICHHS 3a7ad MPOEKTYBaHHS amapaTHUX MOMHOXKYBa-
9iB €JIEMEHTIB po3mmpeHux moiiB ['anya GF (p™) 3acTocoByBalIHCS pe3yIbTaTH TEOPIi KO-
IyBaHHS, JIJIsi CTBOPEHHSI MOJIEJIEH BY3JIIB anapaTHUX MOMHOKYBayiB €JIEMEHTIB pO3LIU-
penux moiiB [Naya GF (p™) Ta mig aHamizy iX poOOTH Oyjia BUKOPHUCTaHA TEOPist mporpa-
MyBaHHS, TE€Opis Mojeliel, 00YMCITIoBaIbHA MaTeMaTHKa, MOJIEITIOBAHHS aJITOPUTMIB Ta
amapaTHHX 3acO0iB.

OTtpuMaHi pe3yibTaTd Oyl MEpeBipeHi NUIIXOM MOEIIOBAHHS 3TITHO 3 TEOPIEI0
BUMPOOYBaHb.

HocnimkeHns, mo Oy ImpoBejeHl, 0a3yloThCsl Ha pe3yibTaTax Teopli udpoBux
aBTOMATIB, Ha TEOPETUYHIN MOJIEJ1 B3a€MO/IIi BIIKPUTUX CUCTEM Ta OaraToOpiBHEBIN IuIaT-
dopmi KOC. Takox Oyid BUKOPUCTAaHI METOIM BUKOHAHHS MATEMAaTHUYHUX OIepaiii y
posmupenux noyisix [anmya GF(p™) y moniHoMiadbHOMY Oasuci. Y NpOBEIEHHX JOCIi-
JDKEHHSX BHKOPUCTOBYIOTBCS MaTeMaTU4HI HaIlpaIfOBaHHS TEOpii YHcen, Teopii alropuT-
MiB Ta 3aC001B MOJEIIOBAHHS IIU(PPOBUX CXEM.

HaykoBa HOBU3HA oJep:kaHMX pe3y/bTaTiB. Ha 0CHOBI mpoBeneHUX AOCTIIKEHb
pPO3B’S3aHO BAXJIMBY HAYKOBO-TIPUKJIAJHY 3a7ady CTBOPEHHS pEeKOH(IrypoBaHux (Ha
[IJIIC) mapanensHHX MOMHOXXYBadiB €JIEMEHTIB po3mupeHux moiniB [amya GF(p™) B
ckiazi 3aco0iB K31 KDC, siki 3a6e3neuyroTs 3acobam K31 Ounbiry kpunrorpadiuny criii-
KicTb. [Ipy bOMY OTpUMaHO TaKi HOBI HAYKOBI PE3yJIbTATH:

1. OtpuMaB mojajbIIUK PO3BUTOK METOJ OIIIHIOBAHHS YacOBOI CKJIAJHOCTI MHO-
KCHHS €JIEMEHTIB po3mupenux noiiB ['amya GF (p™) amapatHuM crocoOoM, 3a SKUM TI0-
MHOXYBad ckjiagaerses 3 MKI, 110 nano MokiuBicTh BU3HAUMTH 1ojie GF(3™), y skomy
BIJIHOIIICHHSI YaciB MHOXKEHHS MPOTPaMHUM Ta armapaTHUM CIoco0aMu TIEPEBUIIYE TakKe
BIIHOIIEHHS B IHIIUX MOJISIX IIOHaiMeHe B 1,27 pa3a, unM 3a0e3neuye HalOUIbILy KpH-
nrorpadgiuny cTidkicTh 3aco0iB K31 mpu 1HIINX OJTHAKOBUX YMOBAX.

2. OTpumMaB NOAQIBIINN PO3ZBUTOK METO/ OI[IHIOBAHHS arapaTHOI CKJIAJHOCTI MOM-
HOJXKYBauiB €JIEMEHTIB PO3IINPEHUX HeABikoBuX mouiB [anmya GF (p™), ne p > 2, skwuii Ha
BIIMIHY BiJl BIJOMHUX PO3TJIsAJIa€ IIOMHOXKYBayl JIJIs TTOJIiB 3 MIPUOIM3HO OJHAKOBUM ITOPSI-
KoM p™ 1 sKki ckmagaroTees 3 MKI, mo mano MoxiuBicTh Bu3HauuTu nose GF(3™), nme
MMOMHO’KYBaul MaroTh LIOHaiMeHIIe Ha 6 % MeHIIy anapaTHy CKJIaJHICTh, Y OPIBHSIHHI 3
MMOMHOXYBayaMH JIJIs1 1HIIUX HEJABIMKOBUX TOJIB.

3. Bnepmie 3anporonoBano Metoj crBopeHHst mius [IJIIC renepaTtopiB mopeneit
(ssmep) pekoH(]IrypoBaHMX HapajiebHUX MOMHOXKYBauiB €JEMEHTIB PO3IIMPEHUX MOIIB
lanya GF(p™) nna By3niB K31 y KOC, 3a skuMm Ha BiMiHY BiJ BiIOMHX T€HEPYETHCS 3
BapiaHTH NMOMHOXYBauiB 3 3 crpykrypamu MKI', 110 1ano MOXJIMBICT CTBOPUTH OMUCH
MoJieJiell TOMHOXKYBa4iB Ta BU3HAYUTH peajbHy amnapaTHY CKJIAaJHICTh KOXHOTO 13 MOM-
HOXKYBauiB Ta 00paTy HaWKpaIlly peasizaiiio A1 KO)KHOTO KOHKPETHOTO TOJIA.

4. Brepiie 3anporoHOBAHO METOJ TECTYBaHHS T€HEPaTOpiB siiep MOMHOKYBayiB
eJIeMeHTIB po3mupenux mnomis ['anya GF (p™), skuii Ha BIAMIHY BiJl BIZIOMHX BHKOPHCTO-
By€ 2 pi3HI eTanoHu (2 pi3HI MaTeMaTUYHI MAKETH) TSl TIEPEBIPKHA 3T€HEPOBAHUX TTOMHO-



’KyBadiB Ha ocHOBI MKI', 1110 1aJ10 MOXKJIMBICTh MIATBEPAUTH TIPAaBUIIbHY POOOTY reHepa-
TOPIB TOMHOXKYBAaYiB Ta CaMUX IIOMHOXYBadiB ISl BCIX BapiaHTIB 1X peaizaiii.

IIpakTUYHe 3HAYEHHS OJIePKAHUX Pe3yabTaTiB. ATlapaTHi peasizarlii anropuTMminB
K3I, 3ae6inpmoro Ha ocHoBi I1JIIC, xapakTepu3ytoThCsi HU3BKUM E€JIEKTPOCIIOKUBAHHSM,
MaJMMH Ta0apuTH, BUCOKOIO TMPOAYKTHBHICTIO, BHCOKOIO 3aXHUIIEHICTIO, IO € He-
B emunMu atpudoytamu KOC.

OTpumaHni y aucepTariiiiHiii poOOTI HayKOBI Ta MPAaKTHYHI PE3yJIbTaTH CTBOPIOIOTH
MeTOAoJoTIuHy 0a3y mis po3pooku By3miB K3I, a came, amapaTHUX MOMHOXKYBadiB JjIst
eleMeHTiB po3mupeHux noiiB [amya GF(p™), ski JO3BOJSIOTH MiABUINMUTH HAiHHICTS,
KpunrorpadiuyHy CTIHKICTh Ta 3aXUIICHICTh CydyacHUX anapaTHux 3aco0iB K31, y Tomy um-
cii, 3aco0iB onpamroBanas ELIT va ocHoBi EK.

[IpakTH4Ha I[IHHICTH JAaHOI POOOTH MOJIATa€ y TOMY, IO 3a 3alPOINIOHOBAHUMU Me-
TOJAAMH Ta PE3yibTaTaMH TCOPETUYHHMX Ta MPAKTUYHHUX JOCTIHKEHB I PEKOH(ITYpOBa-
HuX By37iB 3aco0iB K31 Ha ocHoBi EK Bu3HaueHo mose GF(3™), ne moMHOXKYyBadi MarOTh
IoHaiiMeHIe Ha 6 % MeHIy anmapaTHy CKJIaJHICTh, a TAKOX J€ BITHOIICHHS YaciB MHO-
YKEHHSI ITPOrPaMHUM Ta arapaTHUM CIIOCOOaMH MEePEBHIIY€E TaKe BIIHOMICHHS B 1HIIHUX I10-
Jsx 1moHamenme B 1,27 pa3u, uuM 3a0esnedye HaHOIbIy KpunTorpadiuHy CTIMKICTB
3aco6iB K31, siki mpamorots y ot GF (3™) npu iHIINX OJHAKOBUX YMOBAX, a caMe:

1. CtBOpeHo 1 anpoOOBaHO TEXHOJOTIUHI 3aco0u (TeHepaTopH sAaep) A TeHeparlil
s7Iep TIOMHOXKYBaUiB €JIEMEHTIB po3mupeHux noiiB [amya GF (p™) Takumu, 10 MOPSIOK
oy p" < 21924 nng 3 crpykryp MKT, 110 NiATBEPIKEHO aKTaMH BIPOBAIKEHHS.

2. CTBOpEHO 1 MepeBipeHo HU3KY Mojienel moMHoxkyBauiB y Burisal VHDL-omnucis
MMOMHOXYBaUiB €JIEMEHTIB pO3ImMpeHnux moiiB ['anya GF (p™) Takumu, mo MopsioK MO
p™ < 21924 110 migTBEPIKEHO AKTOM BIIPOBAIKEHHS.

3. 3a po3po0JIEeHUM METOJOM TPOBEJICHO OIIHKY arapaTHOi CKIATHOCTI TTOMHOXY-
BayiB eJeMEHTIB po3mupeHux noimiB ['amya GF(p™) takumu, mo mopsaok moist p't <
21024 13 3 npUGIM3HO OJHAKOBUM MOPAAKOM P, 10 MiATBEPYKEHO AKTOM BIIPOBAKEH-
HSI.

4. 3a po3po0JIEHUM METOJIOM MPOBEACHO OLIHKY YaCcOBOI CKJIQJHOCTI MTOMHOXYBa-
4iB eJeMeHTIB po3mupeHux noiis anya GF (p™) Takumu, 1m0 HOpaaok mons p™ < 21024
Ta 3 TPUOJIM3HO OJTHAKOBHM IMOPSIKOM p™, IO MiATBEPKEHO aKTAMH BIIPOBAKESHHSI.

5. BukoHaHo nepeBipKy po3po0JeHUX TOMHOXXYBAaYiB Ta TeHEPaTOPIB TOMHOXKYBa-
4iB €JIEMEHTIB po3mmpeHux noiiB [amya GF(p™), mo migTBepKEHO aKTaMU BIPOBA-
JOKCHHS.

6. Po3pobierno mMeToauvHi BKa3iBKU I BUKOPHUCTAHHS B HABYAJILHOMY IPOIIECi
kapeapu EOM (Metoauyni BKa3iBku 110 gabopaTopHux poOiT “IIpoekTyBaHHs 1 MOIEIIO-
BaHHSI €JIEMEHTIB KOMIT FOTEPHUX CUCTEM Ta Mepex’’ 3 mucuuruiing "JlocmipKeHHs 1 mpoe-
KTYBaHHSI KOMIT IOTEPHUX CHUCTEM Ta Mepex'" A CTYAEHTIB OCBITHbO-KBaJi(iKaliiHOTO
piBHs «Marictp», cnemanbHIcTh 123 «Komm’'ioTepHa iHXEHepis», croerjantizamii
«Komm’rorepHi cucremu ta Mepexi», «Kidepdizuuni cuctemn» ta « CHCTEMHE TTPOrpamy-
Ba"Hs» / yki.: ['myxoB B.C., XKony6ak .M., Koctuk A.T, Paxma M.K.P. - JIbBiB: BuIaB-
HuuTBo HarionaneHoro yHiBepcurtery “JIbBiBchbka momitexnika”, 2019. - 25 c.), uo miar-
BEP/HKCHO aKTOM BIIPOBA[KCHHS.



Oco0uctuii BHecOK 3100yBaya. Yci HayKOB1 pe3yibTaTH, BUKJIQJCHI y AuMcCepTa-
iHIA PoOOTi, OTPUMAHO aBTOPOM OCOOMCTO 1 MOBHICTIO PO3KPHUTO Yy MyOikamisax. Y my-
OJTiKaIlisx, MO HAMKCAHO B CIIIBABTOPCTBI, aBTOPY AMCEpTAIlii HajeXaTh METOIU OIlIHIO-
BaHHSI 9aCOBOI Ta amapaTHOi CKJIAJHOCTEH MOMHOXKYBadiB €JIEMEHTIB PO3IIMPEHUX IIOJIIB
['amya GF(p™), MeToIM CTBOPEHHS TaKMX IMOMHOXKyBadiB Ha ocHoBI MKI' Ta meromm ix
TECTyBaHHS.

Anpobauia matepiajiB auceprauii. OCHOBHI MOJIOKEHHA aucepTallii 0yyo mpea-
CTaBJICHO Ta 0OTOBOPEHO Ha:

1. 5th, 6th, 7th International youth science forum “litteris et artibus” — JIbBiB: -
2015, 2016, 2017.

2. MixxHapoaHiil HayKOBO-TIpakTUYHIN KoH(pepeHmii “lHdopmariitHi TexHOIOTI Ta
KOMIT I0TepHEe MojemoBaHHs — IBaHO-DpanHkiBchk — Apemue: - 2016.

3. 17-it MbKHApOAHIM HayKOBO-TIpakTU4HIN KoH(epeHmii “CoBpeMeHHbIE MHOOP-
MaIlMOHHBIC M 3JICKTPOHHBIC TexHonorn” — Onecca: - 2016.

4. Kibepdiznuni cucteMu TOCSITHEHHSI Ta BUKIUKA — JIbBiB: - 2016.

5. 3axuct indopmartii i 6e3meka iHbopmariiitaux cucrem — JIpBiB: - 2017.

6. 12-th IEEE International Conference on Intelligent Data Acquisition and
Advanced Computing Systems: Technology and Applications (IDAACS) — Dortmund,
Germany: 7-9 september 2023.

7. 13-th International Conference on Dependable Systems, Services and
Technologies (DESSERT’2023) - Greece, Athens: 13-15 october 2023.

8. IEEE 18-th International Conference on Computer Science and Information
Technologies (CSIT), held in frames of IEEE Lviv Polytechnic Week - Lviv, UKRAINE:
19-21 October 2023.

Iy6aikanii. 3a Temoro quceprariitHoi podoTH omy0ikoBaHO 28 HAYKOBHX IMpallb, 3
Hux 1 moHorpadis, 14 crarrei y ¢paxoBux HAyKOBHX KypHajiax Ta BicHUKax, 13 —y mpa-
X Ta Te3axX KOH(EpeHIil Ta ceMiHapiB, 3 HUX y SCOPUS — 1 ctarta Q1, 2 crarti Q4 ta 4
T€3U KOH(pEpEHI1}.

Crtpykrypa Ta o0car aucepramii. J(ucepraiiiina po6oTa CKIaga€eThCs 13 BCTYILY,
YOTUPHOX PO3JILIIB, BUCHOBKIB, CIIMCKY BUKOPUCTAHUX JKepen 1 noaarkiB. Yotupu posi-
JIU TIPUCBSYEHO PO3TJISAY 3MICTOBHOT CYyTHOCTI CTBOpEHHS pekoHpirypoBanux By3miB K3l,
ki onepyroTh y KOC enemenTamu posmmpenux noiiB ['aya GF (p™). BoHn y nopiBHSIH-
Hi 3 By3JaMH, SIKi ONIEPYIOTh €JIEeMEHTaMU JBiliKoBUX ToJiB ["amya GF(2™), MaroTh Oiib-
my Kpuntorpadiudy criikicte. HaiiOinpine yBaru npuiiieHo moOyJ10BI MOMHOXKYBauiB
elleMeHTIB posmmpeHux noiiB [amya GF(p™) ta crBopenHto reneparopis saep (VHDL-
onwuciB) Mux By3iB. PoOoTy Bukianeno Ha 296 cTopiHKax, 3 HUX OCHOBHUHN TeKcT — 153
CTOpIHKH, PUCYHKIB — 75, Tabmuis — 16. Criucok BUKOpUCTaHUX JpKepen — 251 Haiimeny-
BaHb.



OCHOBHMUM 3MICT POBOTHU

VY Beryni BUKOHAHO aHalI3 Cy4acHUX HAYKOBHX JIOCIHIJIKEHB Y Tally31 po3po0KH pe-
KoH(pirypoBanux kommnoHeHTiB i K31 Ha ocHOBI po3mupenux noiiB ["anya, B ToMmy umc-
711 3ac001B, 1110 BUKOPUCTOBYIOTH eninTtuyHi kpuBi (EK). OGrpyHTOBaHO BaXKIIMBICTh BUKO-
pPUCTaHHSI TEHEpPATOpIB siiep NMOMHOXYBayiB JUIsl €JEMEHTIB po3lupeHux mnoiis ["amya
GF(p™), sxi 3HaxoaTh 3actocyBanHsa y cuctemax K3I Ha ocHoBi EK. CdopmynboBaHO
IITb Ta 3aJa4i JOCIIKESHHS, IMpOaHajIi30BaHO T'OJIOBHI HAYKOBI JOCSATHEHHS Ta BKa3aHO
iXHIO IPaKTUYHY I[IHHICTh. Tak0>X BUCBITIICHO B3a€EMO3B'SI30K JaHOI POOOTH 3 ICHYIOUMMHU
HAayKOBHMH TPOTpaMaMH, IIaHAMHU 1 TeMaMH JociikeHb. [lomaeTscst iHpOpMaliis mpo
npoliec anpoodariiii pe3ynbTaTiB, MyOmiKaIlii Ta BAKOPUCTaHHI 1X y MPaKTUYHIA TiSTIBHOCTI.

VY poboTi HaBeaeHO cTpyKTypy Ta apxiTektypy K®C, y cknaai sikoi € By3nu K31. EK
IIUPOKO BUKOPUCTOBYIOTHCS Y By3iax 3axucty iHdopmarii. B Ykpaini crangaptr JCTY
4145-2002 perymtoe Bukopuctanusi EIIII na ocuoBi EK. Bin o6Mexye BUKOpUCTaHHS poO-
3MIMPEHUX MomiB ['adya IBIHKOBUMH MoJssMHU GF(2™) 3 MOpSIKOM yTBOPIOIOYOTO MOJIC
nonigoma m < 509 (GF(2°°%)), npoTe MixkHapoIHi CTAHAAPTH PEKOMEHIYIOTh BUKOPHUC-
TOBYBaTH JIBIMKOBI MOJis 3 HaOaraTto OUIBIIMMU TOPSAKAMH YTBOPIOIOYUX IMOJIIHOMIB
(m < 998). CyuacHi TeMITi PO3BHTKY KOMII FOTEPHOI TEXHIKH Ta 3arpo3a CTBOPCHHS KBa-
HTOBUX KOMIT IOTE€pIB BEIyTh O CTBOPEHHs OUIbII CTiiikux 3aco0iB K31, no 301ibi1eHHS
nopsaky (p™) posmmpenux nodiB [Mamya GF(p™), ski BUKOpUCTOBYIOThCS. OnuH 3 Hald-
O1IBII OYEBUIHUX METOIB 310MYy 3aco0iB K31 € meTon mepebopy ycix kitouiB. [Iporpam-
HE BUKOHAHHS OMepaIliii Ha/l elleMeHTaMu po3mupeHux moiiB [anya GF (p™) mae Outbiry
TPYAOEMHICTb, Y TMOPiBHAHHI 3 GF (2™) Ta 3abe3neuye OUIbINY CTIHKICTH 10 370My. ATa-
paTHa peanizaiist pekoHpirypoBanux By3iiB K31 3abe3neuye 1ie Ouibiny kpuntorpadiuay
ctivikicth 3aco0iB K3I. 3a enementny 6aszy mist ctBopenHs By3niB K31 y ckimani KOC y
poboTi Oysio oOpaHo mporpamoBaHi joriuHi iHTerpaibHi cxemu (ITJIIC), ockiabku BOHM
3a0€3Meuy0Th BUCOKY MPOAYKTHUBHICTh Ta IIBUAKO/IIO MTPU BUKOHAHHI BY3bKOCHEI1aT130-
BAaHMX 3a/1a4 y TOPIBHIHHI 3 MpOrpaMHolo peanizauieto. s reneparii VHDL-onucis By3-
aiB K31, 1o mpairorTh 3 BUKOPUCTaHHSAM po3mupenux noiiB [anya GF(p™), nns ixapoi
HactynHoi peanizaii y [IJIIC 6yno po3pobaeno moBoro C++ mporpaMmu-reHepaTopu saep
MMOMHO>KYBayiB €JIEMEHTIB PO3LUIMPEHHX MOiB ['anya.

VY epmiomMy po3iuii po3riIsSHYTO CYYaCHHUM CTaH Ta MEPCIEKTUBU PO3BUTKY 3aC001B
Ta METOJIIB CTBOpeHHs pekoH(irypoBanux By3iiB K3I. [lokazaHo Miciie po3MIMpEeHUX MO-
niB Tanya GF (p™) y anropurmax K31 KOC, po3missHyTO METOAM CTBOPSHHS PEKOH(Iry-
poBanux By3iiB Ha [1JIIC. OcobnuBy yBary nmpuijieHO IpaBUjaM BUKOHAHHS apu(pMeTH-
YHHX Olleparii y po3mupenux noysix [amya GF (p™). [Toka3zaHo, o onepaiiii MHOKEHHS
Ta JIJICHHS HaWOUIbII TPYJIOMICTKI, IPU IIbOMY JIJICHHS Hal4yacTillle BUKOHYETHCS IMPO-
rpamHo. ToMy came omepaiiii MHOXEHHSI MPUJIIJIEHO HAWOLIbIIEe Yacy Ta yBaru y JAaHii
pOOOTI.

Takox pO3IIIAHYTO MHUTAHHS CKJIATHOCTI aTOPUTMIB Ta amapaTHO-MPOTpaMHA MO-
JeNb alropuTMiB, MUTaHHA 370MYy cucteM K3I, oco0auBOCTI TecTyBaHHSI omnepaiiifiHux
eJIEMEHTIB JiJIs po3immpenux nomiB [anya GF(p™), moka3zaHo cTpyKTypy Komipku [inna,
IT1JIXO/IH IO CTBOPEHHS T'eHEePaTOPiB sIep.

Y Jpyromy po3miii po3riisHyTO METOAHM CTBOPEHHS peKoH(pirypoBanux By3miB K31
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Pucynok 1 — MaTpruuyHuil NOMHOXYyBa4 0JIs
GF(p™) 3 Bukopucranusm MKI'

st KOC, 3arajibHy METOAMKY IIPOBEICH-
HS JUCEPTAIlIMHUX JIOCIIIPKEHb, OMHCAHO
BUMOTH JI0 CTBOPEHHSI peKOH(DIrypoBaHUX
By31mB K3I, oOrpyHTOBaHO AOLLIBHICTH
CTBOPEHHSI TMapajejlbHUX TOMHOXYBadiB
€JIEMEHTIB pO3IIMUpEeHUX mnojiB ['amya
GF(p™) Ta 3ampOIOHOBaHO METOAH CTBO-
pEHHsI TakuX MOMHOXYyBauiB. Bpockona-
JICHO METOJM OI[IHKM 4YacoBOI Ta amapar-
HOI CKJIQJIHOCTEH Ta 3amporOHOBAHO Me-
TOJ TECTyBaHHS T€HEPATOPIB sACp TaKUX
MIOMHOYBaYiB.

Ha puc. 1 HaBeaeHO MaTpU4HUI
MIOMHOXYBay JJIsl €JIEMEHTIB PO3IIUPEHUX
noniB ['anya GF(p") B momHOMianbHOMY
6asuci. [lomMHOXKYBau CKIAJA€ThCA 3 MO-

nudikoBannx koMipok ['imma (Gp) Ta By3umiB f st 3HaxX0KeHHS KOedillieHTa, Ha KU T1e-
PEMHOXXYETBCS YTBOPIOIOUMH TI0OJI€ TIOJIHOM, MPHU 3BEACHHI MPOMIKHOTO Pe3yibTaTy 3a
MOJIyJIeM Takoro moyiiHoMa. EnemenT f oOumciroe iHBepCito 3a MOyJIEM XapaKTePHCTUKH
nonst: f = (p — G,) modp = (—G,) mod p, A€ P — XapakTepUcTHKa nois, G, — pe3yiabTaT Ha

BUXO011 MoaudikoBaHoi komipku I'iaa.

Cxemu MKT Ta KI' s po3mupenux mouniB ["aya GF (p™) 3 XxapakrepucTukamu p >
2 HaBezieHo Ha puc. 2. KI' mis po3mmpenux noiiB ['anya 3 xapakTepuCTHKOIO ToJis P = 2
mae Bxoau A, B, Ci ta Buxoau — S, Co. MKI" He mae Buxoay neperocy — Co. MKI™ mst
po3mmpenux moiiB [amya GF(p™) noBuHHA MaTH 3X JBIMKOBUX BXOIHM Ta X JBIMKOBHX
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Pucynok 2 — a) KI', 6) MKTI" st 00po6xu enemen-

TiB posimupenux nojis [anya GF(p"), B) cuMBoI

MKT MKT GF(p")

BUXOJiB, po3psaaHicTio x = [log, p| Oir
KOYKHHM.

[Ipy  BUKOpHUCTAHHI  Cy4YaCHHUX
[JIIC, norigHi KOMIpKH sIKUX TT0OyA0Ba-
HO Ha OCHOBI MporpaMoBaHUX 6-

BXOZI0BUX KoMOiHariiaux cxem (LUT),
peanizanis Ha [TJIIC MKT', xonu He yTo-
yHsieThCs cTpykTypa MKIT', a GepeThest 10
yBaru TiJbKHM KIJIBKICTB 11 BXOJIB Ta BH-
xofiB, mnorpedye qpur = (237°-1)-x
LUT (LUT 3 6 Bxomxamun).

Ouinutu kuibkicte LUT y MKT

MO>KHa 3a TpboMa Bapiantamu cTpyktypu MKI: UC, ©B, JIB.

ArmnapaTHi BUTpaTh OyJeMO OIL[IHIOBaTH y MOPIBHSHHI 13 BUTpaTaMu MOMHOXKyBaua
s posmupenoro moiist [anmya GF(2™), npu ymoBi p™ = 2™ [lpu nboMy BpaxOBY€EThCS
PI3HUIIA Y BeJIMYMHAX MOPSAAKIB JOCIIKYBaHHX ITOJIIB.

s Bapianty YC koedilieHT anapaTHUX BMTPAT Koy = kgky, ne kg, =

kgp
kg2

)



kg .. . . . .
k, = k—k’: — KoediienTn CKIamHocTi Ta KinbkocTi MKT, kgp, Ta kgp, kip Ta ki — Kisb-

kictb LUT y MKT Ta kinpkicte MKI st moiB 'anya GF (p™) ta GF (2™), BignoBiaHO.

Jns posmmpenux nomis Iaya GF(2™) kg, = 1, ana inmmx kg, = (23¥5 — 1)x,
ne x = [log, p]. 3Bincu BunnmBace mo kg, = (23M08271-5 — 1)[log, p]. OTxe:

kgp= (2311°8271-5 — 1)[log, p| (1)

B posmmpenunx nomsix [amya GF(2™) ans peamizamii MOMHOXKyBada IOTPIOHO
ky,=2m? — 2m + 1 MKT, a B nonsax I'anya GF (p") — ky,=2n? — 2n + 1 Ta 101aTKOBO
(n— 1) = (23*M1982P1-5 — 1) x [log, p] LUT s 3HaxomkeHHs koedilieHTa, Ha KMl Te-
PEMHOKYEMO HE3BITHUM MOJIIHOM. ATlapaTHUMM BUTpATaMHM JJI 3HaXOHKEHHS Koe(iIlieH-
ta (Ha peanizariito exementa f) (puc. 1), MokHa, B JaHOMY BHITaJIKy, 3HEXTYBaTH, OCKIJIbKH
BOHHU MaJii B IOPIBHSAHHI 3 BUTpaTamMu Ha peanizaiito camux MKI'. OTxe:

_ 2n?-2n+1 (2) N (23[10'(32”]_5—1)[10g2 pl(en?-2n+1) (3)
k™ amz_2m+1 ' mul 2m2—2m+1 '
2m?  2m +
n . om : ~ m — m k ~ (logz p)? logzp ~ -1
[Ipu upomy p 2™ Tonmin =~ log, 2 og. ' Py r— log;* p,
3+[logy p|-5_
kmul ~ 2 1)(log2 P) ~ 23*[log2 p|-5 (4)

log>p
Jliis manmux N Kpy mOTpiOHO 00YHUCITIOBATH 32 OUTBII TOYHUMHU GopMmyiiamu (3, 4). 3

puc. 3 MOXkeMo 0auuTH, 10 MPHU 30LIBIICHH] XapaKTEPUCTUKHU TOJIA arapaTHl BUTPATH
CTPIMKO 3POCTAIOTh.
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Pucynoxk 3 — BigHOIIeHHS ammapaTHUX BUTPAT IOMHOXKYBAYiB €JIEMEHTIB PO3IIMPEHHX TIOJIB
Tanya GF (p™) ta GF(2™), nnst ctpykrypu MKI UC, ist pi3sHUX Jiana30HiB XapaKTePUCTUKH OIS P

Haiimenmi anmapati Butpatu, npu peanizaimii MK UC nns posmupenux nomis [a-
naya GF (p™) OymyTh MaT TOMHOXYBadi a1 noitiB ["amya GF (3™), mo BuHO i3 puc. 3.

s Bapianty @B, KoM TOMHOXKYyBa4 Ta CyMarop, siki MatOTh 2X BXOJIIB Ta X BUXO-
1B KoKHUH, A peam3aiii ogaiel MKI™ O6yae notpiOHO qgpp = 2(22"_5 — Dx LUT.

Toni: T = @ P-x | 27 251 = 2Mlog2P1-1 _ pingonrenns BuTpar ms

qdop 2(22%=5-1).x 2(22%-5)

peanizanii oxniei MKI" YC ta MKI" ®B. 3 ¢popmynu BuaHO, 110 BHYTPIIIHSI CTPYKTypa
MKI" cyTTeBO BIuiMBae Ha anapaTHi Butpatu. Y nopiBHsHHI 3 MKIT YC, xonu no yBaru
OepeTbesl TUIBKU KIJIBbKICTh BXOJIIB 1 BUXO/IB, TOJAATKOBE BpaxyBaHHS BHYTPIIIHBOI CTPYK-
Typu MKI' 3meHn1ye 3HauenHs anapatHoi ckiaanocti MKIT'.

[IpoBeneMo OLIHKY anmapaTHUX BUTpAT nmomMHoxyBaya st MKI™ ®B. [{ns po3mmpe-

Hux nonis ['anya GF (2™) kg = 1, ans inmmx:
kgp = (221108271-5 _ 1) [log, p|2 (5)




Y posmupennx noisx [amya GF(2™), mis peamisaiii IMOMHOXYBada IOTPIOHO
2m? —2m+1 MKI, a B momax lamya GF(p") — 2n?-—2n+1 MKI. Orxe:

_ 2n?-2n+1
k™ omz—om+1’

. m
ITpu bomy p™ =~ 2™, Tonin = log, 2™ =
pH LIEOMY P 1 9p -
2m?  2m +1)
s bg%p logz p ~ log=1 " ~(Zz»ﬁ[lc)gzp]-—s;l)*[logzp]*z~22*[log2p]—4 (6)
k™ e 092 P, mul ~ ~

logzp
[TopiBHIOIOYH (HOPMYITH IS 3HAXOJHKCHHS K,y 11 MK UC (4) Ta MKI™ @B (6)
BuaHO, mo a1 MK @B npu BenuKMX 3HAUCHHSX [) 3arajioM 3MCHINYEThCS 3HAYCHHS

armapaTHOi CKJIaIHOCTI IOMHOXYyBay4a B 211082711 pazy
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Pucynoxk 4 — BigHOIIeHHS anmapaTHUX BUTPAT IOMHOXKYBaYiB €JIEMEHTIB PO3LIMPEHHX TTOJIB
Tanya GF (p™) ta GF (2™) nns crpykrypu MKI™ @B, st pi3HUX niana3oHiB XapaKTEPUCTHKH OIS P
SAx BuAHO 3 puc. 4 HaliMeHII anapaTHi BUTpatu s cTpyktypu MKIT @B wmaroth
posmupeni nosst ['anya GF(7™).

0 Ha puc. 5 HaBeneHO BIiJIHOILICHHS
anmapaTHUX BUTpaT TOMHOXXYBadyiB eJie-
MEHTIB po3iupenux noiis ['anya GF (p™)
no GF(2™) i3 ctpykrypamu UC ta ©B.

[Ipu moOya0B1 MOMHOXKYBAayIB eJle-
MEHTIB po3iupenux noiis ['anya GF (p™)
3 BEJIMKOI0 XapaKTEPUCTUKOK MOJIS IOC-

T L . . . 5, s 4 . | rae morpeba y creopenni MKI' 3 Bemu-
P KOO KUJIBKICTIO BXOJiB. B Takomy BuIaj-

PucyHnok 5 — BijiHomIeHHS anapaTHUX BUTpAT I0- Ky OyneBi QyHKIIT CTarOTh CKIaHUMH. Y
MHOKYBauiB €JIEMEHTIB PO3IIMpPEnHuX mois [anya ~ AAHOMY BHIIAZKY IIOMHOXYBa4 Ta CyMa-
GF(p™) ta GF(2™) 3 crpykrypamu UC Ta ®B TOp, W0 MOpPalOKTh 3a MOAYJIEM P Yy
MKI', MmoXHa TpPEACTaBUTH TAKUMH, IO
CKJIaJIal0ThCs 3 0a30BUX (DYHKI[IOHATBHUX JIOTTYHMX BY37iB (JIB): MynpTUILIEKCOPIB, 0/1-
HOPO3PAIHUX JABIMKOBUX CyMaTOpPIB Ta 1HIIUX.
3a BapianTom JIB momMHOXXyBau MOKHa MPEACTABUTH SIK MATPUUHUI MOMHOXKYBay 3
npsIMUM Ta 3BOPOTHIM xo10M (puc. 6). [Tpu npssmomy xo/1i 004YHCIIEHh BUKOHYETHCS OTIe-
pariis MHOXKCHHS, a TIPH 3BOPOTHOMY — 3HAXOJKEHHS OCTayl BiJ JUICHHS METOJ0M 0e3
BIIHOBJIEHHS 3anuiiKiB. [Ipu mpsmomy xomai onHy KoMmipky SMN MokHa pearnizyBatu Ha
KLUT1 = 2 enementax LUT (4 Bxoau Ta 2 BMXOH), P 3BOPOTHOMY — OJHMH CIIEMECHT
SMch na KLUT2 = 2 enemenrax LUT (5 BxoaiB, 2 BUX0/u), a eJIeMEeHTH SN — Ha KLUT3 =
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1 (3 Bxomm, 1 Buxim) Ta RN — Ha KLUT4 = 1 (2 Bxoau, 1 Buxin) enementiB LUT. Cymatop
SUM_G momudikoBanoi komipku ['imga (puc. 7) OyayeThcs 3a JTOIOMOTOIO JIaHIIOKKA
MOBHUX OJTHOPO3PSIHMX JABIHKOBUX cymMaTopiB. J[Ba Takux cymaropa (5 BXoJ1iB, 3 BUXO/IH)
MOXKHA IIpeacTaBuTH 3a Jonomororo 3 LUT, omke KLUTS = 3.

SMn — eneMeHT MOMHOKyBaua, KMl BUKOHYE OTIEPAIlif0 MOAYJILHOTO MHOKECHHS Ta
J0JIaBaHHS 1 Ma€ BUXOAM PE3yJIbTATy Ta IEepPeHOCy, ToOTO, 1ie koMipka ['imga. SMch — ene-
MCHT, SIKMii BUKOHY€E OIIepaIlifo JOoJaBaHHS a00 BiJIHIMAHHS YHCIIA B JIOIMOBHSILHOMY KOJII
IpHU JiJIeHHI 0e3 BITHOBJICHHS 3aJMINKIB. SN — 11e By30JI, KU BU3HA4YA€ THIT OTEpAaIlii,
BIJIHIMAHHS YH JIOJIJaBaHHs, IPH JIJIEHH] 0€3 BIIHOBJICHHS 3aJIMIIKIB. RN — eneMeHT, akui
BH3HAYA€ YU TOTPIOHO MPOBOJUTH IIE OJIHY OIEpaIliio JTOAaBaHHS IS 3HAXOKCHHS pe-
3yJIbTaTy.

KoedirieHT anapaTHUX BUTPAT MOMHOKYyBada i ejleMeHTiB ot GF (p™) BigHOC-
HO aHAJIOTIYHMX BUTpPAT MOMHOXYyBadya JUIl eNeMeHTiB mojst GF(2™) kpyy = kgky, e

k _ kk —
_ *gp =
kg — k_gz’ kk Ky — KOC(blHlGHIH CKHaI[HOCIl ra KIHBKOCTI MKF k ap Ta ng’ kkp Ta ka

kipKicth LUT y MKT Tta kimbkicte MK miist oniB 'anya GF (p™) Tta GF (2™), Binnosin-
HO.
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Pucynok 6 — IIpecraBieHHs BHYTPIIIHbO1 Pucynoxk 7 — [IpencraBieHHs] BHYTPIIIHbOT

crpykrypu nomuoxkysaua MUL_G MKT GF(p™) crpykrypu cymaropa SUM_G MKT GF(p™)

Jns posumpennx nonis I'anya GF(p™) kgp = 7, ans innmx: kg,= KSMn x KLUT1 +
KSMch x KLUT2 + KSn x KLUT3 + KRn x KLUT4 + KSUMn x KLUT5, KSMn, KSMch, KSn, KRn
— KUIBKICTB €JeMEHTIB, BiamoBigHo, SMn, SMch, Sn, Rn B moMHO)XyBadi €JIeMEHTIB PO3-
mupenux mois ["amya (puc. 6).

kgp= (logz p1)? * 2 + (Tlog, p1)? * 2 + [log, pl * 1 + [log, pl * 1 + [log, pl *;

kgp = 2(1log; p1)* + 2(llog, pI)? + 2[log; pl + [log; p] = 4([logz pI)* + 3 [logz p.
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kgp=(2(Mlog; p1)? + 2(log; p1)? + 5 log; p1 + 2[log, pl = 4 log, p)? + ~[log, p1) /7.

B posmmpennx nomsx [amya GF(2™) ans peamizamii MOMHOXKyBada IMOTPIOHO
ky,=2m? —2m+ 1 MKI, a B monax l'anya GF(p™) 3 XapaKTepUCTHKOIO MOJs P —
kip=2n% — 2n + 1. Takox gopatkoso (n — 1)(231°82P1=5 — 1)[log, p] LUT s 3Haxo-
JDKeHHS KOoedilli€eHTa, Ha SIKUA MEePEMHOKYEMO HE3BIHUN TMOJIHOM (IMMHU amapaTHHUMH
BUTpaTaMHl MO’KHA, B JAaHOMY BUMAJKY, 3HEXTYBaTH, OCKUIbKH BOHU MaJll B MIOPIBHSHHI 3
BUTpaTamu Ha peanizaiito camux MKI). Orxe:

ko ~ 2n®-2n+1 _ n?
k 2mZ-2m+1 m2

2 1 2471] i
~ (%) st Benmukux N (7); Ky = (4(llog, pb7:l§[ 0gPhm (8)

n o om . m_ m _ 5 _ 4([log, p])2+;[log2 p|
Ipu oMy p™ ~2™. Tomi n ~ log, 2™ = ——, K~ logz?p, ki = 71093 D)2

limy oo ki = 4/7. Tpadik dyskuiiK ,, HaBegeHo Ha puc. 8.

s n < 10 Kyy Tpeba po3paxoByBatu 3a Oibill TOYHHMHU Gopmyaamu (7, 8).
Sk BuaHO 3 pHC. 8 BiAHOIICHHS ama-
v paTHUX BUTpPAT HA peaizailiio MOMHOXY-
Bauie y nmoii GF(p™) mo GF(2™), npu
30UIBIIICHH] XapaKTePUCTUKU oS Oy-

£ Zi OYyTh MPAMYBATH 1O ACHUMIITOTUYHOIO
3Ha4YeHHs 4/7, 10 TOBOPHUTH MO MepeBa-
02 'y, 3 TOUKH 30py allapaTHHUX BUTPAT, BU-
O"‘ﬁfw%8%"685gﬁgﬂﬂggm%@i?@@m@ﬁ@%ﬁ%:%@aﬂgﬂ I<()pI/IC’]ja'HH;I pOSHIHpeHI/IX HOHiB l—‘a"]j[}]a 3
oy BEIMKOK XapaKTEPUCTHKOIO [ IIOJIS IOpi-
PucyHok 8 — BigHomenHs anapaTHux BuTpar no- ~ BHAIHO 3 JABIMKOBUMH PO3ILIMPEHUMH T10-
MHOKYBaJiB eJleMeHTiB po3mupennx nomis Fanya  JisiMu ['anmya npu peamzauii MKI' y Bapi-
GF(p™) Ta GF (2™) nns crpykrypu MKI JIB anTi JIB.

MeToa cTBOpeHHsI mapaJjieibHUX NOMHOKYBaudiB 1is By3JjiB K3I Ha ocHoBI
MKT 3a0e3neuye cuHTe3 MOMHOXKYyBauiB Ha ocHOBI MKI' 3 3 BapianTamu ix CTpyKTypH:
4C, ©B, JIB

CTBOpeHHs1 mapajeJbHUX NOMHOXKYBaviB 1iasa By3JiB K3I na ocnoBi MKI i3
cTpykryporo UC

CtBOpEeHHS napajenbHUX MOMHOXKYBauiB i By3iB K31 noauisierbcs Ha CTBOPEHHS
MKT', cTBOpeHHsI iHBepTOpa 3a MOyJieM P — By3ia f, cTBOpeHHS TOMHOXKyBada Ha OCHOBI
MKT Tta By3na f. Anropurmu ctBopenHs Bysna f, MKI', moMHOXyBaya Ta KpUIITOIPOIIE-
COpa HaBEJIEHO HUXKYE.

Aaropurm crBopenrsi MKI' 3 crpykrypor UC:

1.3aaHHs XapaKTepUCTUKHU P MOJIsl Ta HOPSAIKY N YTBOPIOIOYOTO MOJIE MOJIIHOMA.

2. I'enepyBanns OyneBux QyHKIiH, siki onucytoTh MK sik “4opHy CKpUHBKY”
res = (((a x b) mod p) + ¢) mod p, ne p — xapakTepuctuka mois, a, b, ¢ — Bxoau MKT', res
— Buxig MKT'.

3. Minimizaris OyneBux ¢yHkuii, siki onucytotb MKI', meronom Kpaitna—Maxk-
Knacki—Tlerpuka.

4. I'enepyBannst HDL-onucy MKI' 3a ctBopenumu OyneBUMH (DyHKLISIMU.
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AJITOPUTM CTBOpPEHHSs iHBepTOpa 3a MoayJieM P — By3Ja f:

1. 3aBmaHHs XapaKTEPUCTUKH [P TIOJIS Ta TIOPSIKY N YTBOPIOIOYOTO IOJIE MOTiHOMA.

2. 'enepyBaHHs OyJsieBUX (QyHKIIH 11t By37a f:

f=m®—-G,)modp = (—G,) mod p, ne p — Xapakrepuctuka noius, G, — pe3yib-
taT Ha Buxoai MKI mpu npsimomy xoai o0uuciieHb, f — pe3ybTar.

3. Minimizamist OyneBux (pyHKIIIH, ki onucyoTh By3ou f, Meromom Kpaitna—Mak-
Kuacki-Ilerpuxka.

4. I'enepyBanns HDL-onucy By3na f 3a ctBopeHrMu OyiieBUMHU GYHKIISAMHU.

AJITOPUTM CTBOPEHHS IOMHOKYyBaya:

1. CtBopenns maTpuili ais po3miments MKI' ta By3mis f.

2. HanoBuennst matputti By3inamu MKI Ta f.

3. Ommc 3B’s13kiB Mixk MK Ta By3namu f.

4. CtBopennst HDL-onncy nomHoxyBaya.

Jlaimi MOXJHMBE CTBOPEHHS KPUIITONPOLECOPA, IKHU BUKOPUCTOBYE CUHTE30BAHUMN I1O-

MHOKYBad.

AJITOPUTM CTBOPEHHSI KPUIITONPOIecopa:

1. T'enepyBanns HDL-ommcy apuMeTHKo-IOTIUHOTO MPUCTPOIO, KM BUKOHYE
oreparii HaJl eeMeHTaMu po3mmpeHux moiis [amya GF (p™).

2. I'enepyBanns HDL-onucy kpunTorpoliecopa, KMl BUKOHY€ omneparili HaJl TOY-
kamu EK 3 Bukopuctanusam ctsopenoro AJIIL.i

CrBopeHHsl mapaJjieibHUX NMOMHO:XYBadiB 1 By3JaiB K31 na ocnoBi MKI' 3
cTpykryporo ®B

ANropuT™MH CTBOPEHHS iIHBEpPTOpa 32 MOyJeM P — By3ia f, moMHOKyBaua Ta Kpur-
TONpPOLIECOPA, HaBEeICHO BUIlle. BoHU € cniyibHUMU 17151 BCiX cTpyKTyp MKT'.

Auaropurm crBopennss MKI' 3 crpykryporo @B cknagaeTbesi 3 HACTYIHUX KPOKIB:

1. 3agaHHs XapaKTEepUCTUKHU P MOJIS Ta HOPSAAKY N YTBOPIOIOYOIO IM0JIE TOJITHOMA.

2. 'enepyBanns OyneBux (QyHKIIIH, K1 ONMUCYIOTh MOMHOXXYBad MKI™:
resmu = (@ x b) mod p, ne p — xapakrepucTuka mnosis, a, b — Bxoau momuoxysada (MUL)
MKT', reSmu — BUXIL.

3. Minimi3zarist OyneBux (QPyHKIIH, SIKI ONMUCYIOTh TOMHOXYBau, MeTonoM KBaiiHa—
Mak-Knacki—Ilerpuka.

4. I'enepyBannst HDL-onmcy momuaoxxyBaua (MUL).

5. I'enepyBanHns OyneBux (PyHKIH, siKi onucyoTh cymatop MKI':
reSsum = (réSmu + €) mod p, ae p — XapakTepucTHKa MOJIsA, M€Smy, C — BXOAM Cymaropa
(SUM) MKT, res — Buxi.

6. Minimizanis OyneBux (QyHKIIIH, SIKI OMUCYIOTh cyMaTop, MerogoM KpaitHa—Mak-
Knacki—Ilerpuka.

7. T'enepyBanns HDL-omucy cymatopa (SUM).

8. I'enepyBanns HDL-omucy MKI' i3 onmcie ctBopenoro momuokyBaua (MUL) ta
cymatopa (SUM).

CTBOpeHHs1 mapajejbHUX NMOMHOXKYBauiB Jis By3JdiB K31 Ha ocnoBi MKI 3
cTpykryporo JIB

ANTopuTMH CTBOPEHHS iHBEpPTOpa 32 MOIyJeM P — By3na f, moMHOXyBaua Ta Kpu-
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TOIpOIIeCOpa, HaBeieHO Bullle. BoHu € ciinbHUMHU 17151 BCiX CTpyKTYp MKIT'.

AaroputMm crBoperHst MKI' 3 crpykryporo JIB cknanaeTscst 3 HACTYTHUX KPOKIB:

1. 3aBmaHHS XapaKTEPUCTUKHU P MO Ta MOPSAIOK N yTBOPIOIOYOTO TOJIE MOJIIHOMA.

2. CTBOpeHHSI MaTpHIli, Y KO)KHOMY €JIEMEHTI sIKoi Moke Oytu abo ememeHT SMN
(KT'), sxuit popmye curaamm C,S = ((a x b) mod p) + ¢, ne p — xapakTepucTHKa I0JIA, a,
b, ¢ — Bxomu KI', S — Buxizg pesyasraty, C — BUXiJ IepeHoCy, abo eaemeHT SMch, sxuii
dopmye curnamm Cout,S = A+E+(B&D or Cin&notD), ne A, B, Sel — Bxoan MyJIbTHITICK-
copa, A, B, Ci — Bxoau cymaropa, Cout, S — Buxoau cymaropa.

3. CtBopenHs cnucky enemeHTiB Sn: S = A xor Bxor C,Rn: S=A & Bor C &
notB, ra SUM.

4. BusnaueHHs, Jie caMe y MaTpHIIl MOTpiOHO mmocTaBuTh By3au SMn ta SMch.

5. BcranoBnenns 3B’s3kiB 3 Bxojgamu A, B, C ta Buxomamu S ta CO By3ma SMNn,
Bxogamu A, B, C, D, E ta Buxogamu S ta Co By3ma SMch.

6. BcranoBiieHHs 3B’sI3K1B 3 eeMeHTaMu SN ta RN,

7. Bcranosnenns 38’ s13kiB BxoAiB MKI™ A, B, C ta Buxogy MKI" S.

8. I'enepyBanus HDL-omicy MKT'.

MeToa OLiHIOBAHHS YaCOBOI CKJIAJHOCTI BUKOHAHHS MHOKCHHS €JIEMEHTIB Po-
3mpeHux nouaiB 'aaya GF(p™) amapaTHUM cnioco6om

16 Metoa CKIamaeThCs 3 HACTYIHUX KPO-

14 a KiB:

15 ¢ Q 1. TeHepyBaHHS MOMHOXYyBaya.

0.8 @ 2. CTBOpeHHs mpoekTy y cepemonuii Xilinx
ko.s o—o Vivado.

04 @~0—6—¢ 3. TecTyBaHHs 3reHEPOBAHOTO OMHOXKYBAYA.

0.2 .
0 4. TlpoBenieHHs IMIUIEMEHTAIlll 3T€HEpPOBaHO-

2 3 5 7 11 13 17 19 23 29 o HOMHO)KyBa‘Ia.

P 5. Bu3HaueHHs MaKCUMallbHOi 4YacoBOi 3a-
Pucyrox 9 — BimHockuit vac BukoHaHHs TpuMkH Tanap. nomHoxyBava. I[Hdopmanis
MHOXXCHHAA CECMCHTIB PO3IMHUPCHUX HOJ'II'B HpO MaKCI/IMaHBHy ‘{aCOBy 3anI/IMKy 6epeTb-

lanya GF(p") y maTremaTndHOMY MakeTi - i . ..
Maple cs1 3 cepenosuiia Xilinx Vivado a6o i3 3BiTiB,

K1 (POPMYIOTHCS TICIISI IMIUIEMEHTAIII1.
6. Busnauenns yacy THporp. MHOXKEHHS Y MaTeMaTHaHOMY Taketi Maple.

7. BusHaueHHs BIJHOILIEHHS YaCOBUX BUTPAT MpHU MPOrpaMHiil Ta anmapaTHiil peani-
. . . Tuporp.

3allisgX MHOKEHHS €JICMEHTIB posiiupeHux noiis ['anya GF (p™) k = Tanap.

MeToa OUIHIOBAHHSI ANIAPATHOI CKJIAJIHOCTI MOMHOKYBAa4iB €JIEMEHTIB PO3LIU-
pennx HeaBiiikoBux moJiB 'aaya GF (p")

MeTon cKiIalaeThCs 3 HACTYITHUX KPOKIB:

1. 3amanHs mapaMeTpiB ModiB P, N, M, Takux, 1mo p"~2".

2. BusHaveHHs anapaTHUX BUTpar y moii GF(2™).

3. BusnauenHs amapatHux Burpar y noii GF (p™).

4. Bu3HaueHHs BIJHOCHOI anapaTHOl CKJIAJHOCTI SIK BIJHOILIEHHS alapaTHUX BUTPAT

g o GF(p™) ta GF(2™) 3a dpopmynamu (1) — (8) 3 BpaxyBanHsM koedirienta CO



14

(BimHOCHUH mopsaoK oyt GF (p™), naBeaeHo y tabnuii 4.5). Kpamum BBaxkaeThes MOJIC
3 MEHIINM MOKa3HIUKOM PO3PaxOBaHOi BITHOCHOT amapaTHOi CKJIaAHOCTI.

5. IlepeBipka po3paxoBaHOTO TEOPETUYHOTO MOKA3HHWKA BITHOCHOI amapaTHOl CKila-
JTHOCTI 3 pe3yJibTaTaMH iMILIeMeHTallii momHoxxyBaua Ha [1JIIC:

1) cTBOpEHHSI MOMHOXKYBA4iB OIMCAHUM BHILE METOJIOM;

2) cTBOpeHHs MpoekTy y cepeaouii Xilinx Vivado;

3) TecTyBaHHs CTBOPCHUX TOMHO)KYBaYiB;

4) IMIJICMCHTAIlisI CTBOPCHHMX MOMHOXYBauiB (1 MoMHOXyBau y IpoekTi) (puc.

2.21).

6. OgHuM 3 pe3yJbTaTiB IMIUIEMEHTAIIl € 3BIT, /e BKa3zaHo KiibKicTh LUT, ski Oyno
3aIisTHO JUTs IMIUTeMeHTarlii momHoxxyBada. Kimekicts LUT € pe3ynbraTom omiHIOBaHHS.

7. BuzHaueHHs BITHOCHOI amapaTHO1 CKJIQJHOCTI pe3yJibTaTiB IMIUIEMEHTALII] SK Bi-
aHomreHHs KinbkocTi LUT y momHOoXyBavax ais momiB GF (p™) ta GF (2™).

MeToa TeCTyBaHHSI T€HEPATOPIB s1ep MOMHOKYBAYiB €JIeMEHTIB PO3IIMPEHUX
noaiB I'amya GF(p™)

Merton cK1alaeThCsl 3 HACTYITHUX KPOKIB:

1. BusHaueHHS TOJIHOMY, SIKHH yTBOpIOe posmupene noie [amya GF (p™), 3a mo-
MIOMOTOI0 MaTeMaTHYHOro makeTy Maple.

2. 'enepyBaHHs IOMHOXXYBayua OJHUM 13 OMMCAaHUX BUIIE METO/IB.

3. MogentoBanus y cepenosuiii Active HDL poGotu moMHOXyBada Ha TECTOBHX
MPUKIIaAax, a CaMe, Emax — MAKCUMAJILHO BEJIMKHI Ko7 enemMeHTa noiis. [IpoBoaumo moe-
JIFOBAHHS MHOKEHHS €JIEMEHTIB: €max X (Emax - 1); €max X 0; €max X 1.

4. BUKOHaHHS MHOYKCHHS ITUX €JIEMEHTIB y MaTeMaTHuHoMy maketi Maple.

5. BuxoHanHS MHOXEHHS I[MX €JEMEHTIB 3a jgonoMoror Oi10miorekn CH++
GaloisCPP.

6. [lopiBHSIHHS pe3ynbTaTiB. YCl TPH pe3yJIbTaTH MOBUHHI 30iraTUCs, 110 € 03HAKOIO
MpaBUILHOT POOOTH MOMHOXKYBada, a TAaKOX 3alPOIIOHOBAHUX METOMIB CTBOPEHHS TIOM-
HOKYBayiB Ta TEXHOJIOTTYHOTO 3ac00y (reHepaTopa siiep), AKUi peai3ye 111 METOIH.

Ha puc. 10 HaBeneHO CTPYKTYp-

—_— HY CXEMy TMpOIleCy TECTYBaHHS TEeHEepaTopa
; MMOMHO>KYBa4iB €JIEMEHTIB PO3IIUPEHUX MOJIIB

(DD | e Pesymtan INanya GF(p™) 3 BUKOPUCTaHHSM JIBOX €Ta-

[TommosyBad

i tonn | B | Towma’ JIOHIB. TecTyBaHHA IIOYMHAETHCS 13 TEHEPY-
) TOpPIBHAHEA Hopma . o .

Framon ] | P ] ——  BaHHA TECTOBHUX IIOCIIJIOBHOCTEU, sIK1 I10J1a-
IOTBCA HAa IMOMHO’KYBaY, 3F€HCpOBaHHI>’I T'CHEC-

Eranonmmit .
Frazon2 | Pewvmrar? paTopoM Ta C€TaJIOHH. I[am pe3yIbTaTH II0-
JAI0ThCS Ha BY30J1 MOpiBHsAHHA. [Ipu HEBi-
Pucynok 10 — CtpyKkTypHa cXxeMa IpoIecy TeCTy- HOBiJ:[HOCTi pe3yHbTaTiB p06I/IMO BHUCHOBOK,
BAaHHA reHepaTopiB AOEp HOMHO)KyBaLIiB €JIEMEHTIB HIO TCCTOBaHI/Iﬁ 06’€KT Hpau}oe HCHpaBI/IHB-
posumpenx nois [ a1ya GF (p") 3 uxopuetati- -y -y eTafoHM BHKOPUCTOBYIOTHCA PE3yIlb-

HSIM 2 €TaJIOHIB ) .

TaTH MHOXCHHA CJIICMCHTIB PO3IIMPCHUX IIO-

niB Tanya GF(p™) y maremarnynomy mnakeri Maple Ta 3 BukopucranHsM 0i0mioTekH
GaloisCPP.
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Y TpeTboMy PoO3iJi OmKrcaHO Mmpoiec Po3poOKU 3aco0iB CTBOPEHHS (FeHEepaTopiB
s7Iep) IOMHOXKYBaUiB €JIEeMEHTIB po3mupenux moiiB [amya GF (p™) mist By3niB K31 KOC.
I'enepaTopu Oynm peamizoBani MoBoro C++. Ha puc. 11 HaBeeHO CTPYKTYpHY CXEMY Te-
Hepartopis. ['enepatopu crBoprotoTs VHDL-onucu (s1pa) moMHOXKyBaui 3a 3alpOMOHOBA-
HUM y poboTi MetogoM ctBopeHHs Ha I1JIIC reneparopiB monenelt (siaep) pexkoHdpirypo-
BaHMX MapajeIbHUX TTOMHOXKYBAUiB €JIEeMEHTIB po3iupeHux noiie [anya GF (p™) mis By-
3miB K31 y KOC.

IIpornec reHepyBaHHS IOMHOXKYBadiB MOAUISIETHCS HA TaKl €TallH:

1) renepyBaHHs OyJeBUX (DYHKIIIH SIS BY3JIiB;

2) MiHIMi3allisg IUX (QYHKIIIH;

3) crBopenns VHDL-onwmciB By3niB momHoxyBauiB: F, SUM, MUL, SMn, SMch, Sn,
Rn (tiaeku qiis @B Ta JIB);

4) ctBopennst VHDL-ommciB MKTT (MGC);

5) BcTaHOBJICHHS 3B’SI3KiB MK 3reHepoBaHMMHU By3iamu (ctBopeHHs VHDL-omucis

HOMHO)KYBaLIIB).
e
T
; |
C CTBOpEeHHs CrBOpeHHs CTBOpEHHS | i
CrTBOpeHHs TBOPCHHS Sy eBIX Sy e BIX 5 P .. | || Minimizamis |
Gynesnx GyneBij q)y I & gK TS YIEBIX yHKL'I?lrI/]I bl X yHKIii |
dymuiii 1 Pymcuii yHn YHICLii 2 At enemenTa :
s UL cIeMeHTa
enemenTa F M
cIeMeHTa eJeMeHTa GC ‘
SUM MUL CrBopenHst ! | Minimisarnis !
e $ 777777777 B e A V‘ B o s B # ——————— - OyneBux GyHKUIH || |mux Gyukiii !
I | S ™ I
I L . . R . _ ! IJIsI eJIeMeHTa Sn !
I MinimMizarist Minimizarist Minimizamnis Minimizaris ! |
! mx GYHKIINA mx yHKIINR X GyHKIiH X GyHKIIH I
i I
| | CTBOpEHHS |
I U PP .
B B i T Crsopenna Tl L GyneBux pynkuiii | | | Minimizauis |
. I
P SUM CTBOpEeHHSs CTBOpeHHs IUIst esieMeHTa | | oux G yHKIHH !
caeMeHTa enementa MUL eremeHTa SMch | i
CTBOpEHHs MGC |
enemenTa E CTBOpEHHSI eJIEeMEHTa ;
MGC CTBOpEHHS | o .
GyneBux GyHKIiH | | MlHlMBaU{"
JUIsI eJIGMEeHTa ‘b X QyHKIIH
SMn !
i
CTBOpeHHs CTBOpeHHs 3
MaTpULi eJIEeMEHTIiB MaTpHILi CTBOpeHHs }
F enemenTtie MGC OyneBux I

byHKLiH TSt Minimizarris
3anmoBHEHHs MaTpHILi eJeMeHTa X QyHKUiH

|
|
i
eJIeMEeHTAaMH Ta 3BSI3KaMu SUM_G !
I
i
|

CTBOpEHHs
| _enemenTa MGC

Pucynok 11 — CtpykTypHa cxema reaeparopis saep (VHDL-omwuciB) mOMHOKYBaYiB €JIEMEHTIB PO3IIH-
penux nonis ['anya GF (p™)

Minimizaiiis OyiaeBux (QpyHKIIH BijI-

¥ | Generator == ] x
oyBaeThcs Metogom Ksaitna—Mak-Kacki
< B A~ o o
Field characteristic 3 Z —Ilerpuka. Llen mpouec ayxe TpUBAIHM.
Hied Bavie: 256 =] Ha puc. 12 306paxeno inrepdeiic renepa-

TOpPIB TMOMHOXKYBauiB €JIEMEHTIB PO3IIH-
perux noniB ['amya GF (p™). Cunte3oBani
CXEMH BHKOPHUCTOBYIOTHCS B CEPEIOBHIII
Xilinx Vivado st mpoeKkTyBaHHS TOIIOJIO-

Generate GF (black box)

Generate GF (sumator and multiplier)

Generate GF (with internal detailed realisation) rii KpUCTAILy TTJIIC Ta BU3HAYEHHS yTOU-
HEHHUX arapaTHUX Ta YaCOBHX IapaMeETpiB

TOMHO>KYBayiB.
Pucynok 12 — Intepdeiic reHepaTtopiB HOMHO- [eHepyBaHHs [TOMHOKYBAYiB €JieMe-

JKyBauiB €JIE€MEHTIB pO3LIMpeHuX nouis ['anya
GF(p™)
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HTIB po3imupenux noiiB [amya GF (p™) 3 BeJIMKUMH XapaKTEPUCTUKAMH TOJIS Ta TOPSII-
KaMH € Jy’Ke 4aco3aTpaTHOI 3anadero. HaiGimemie wacy mpu moOyaoi MKI' 3aiimae
mporiec MiHIMIZarii OyneBux ¢yHkmi. Hampukman, reHepaiiisi TOMHOXYyBaJa JJIs TTOJISI
GF(53'7*) tpuac 1845 c.

Takox y bOMY pO3/iJIl OMUCAHO MPOIIEC 1 HABEJEHO PE3YJIbTaTH TECTyBaHHS 3reHe-
pPOBaHUX MMOMHOXKYBauiB 3alIPOIIOHOBAHUM Y poOOTI MeToAoM. byio mporectoBaHo pobo-
Ty moMHOKyBauiB 1 nomis GF(33%), GF(717), GF(23°), GF(53®) i nokaszano npasu-
JBHICTh pOOOTH T'€HEPATOPIB sJIep NMOMHOXXYBAYiB €JIEMEHTIB PO3IIMpeHuX mojis ["amya
GF(p™) Ta caMHX IIOMHOKYBaYiB.

B kinII1 po3aily HaBEACHO NMUISIXH MOYKJIMBOTO TMOKPAIEHHS XapaKTEPUCTUK TTOMHO-

YerBepTHii pO3aiJ1 MPUCBSIYEHO JOCIIHKEHHIO CTBOPEHUX B X011 BUKOHAHHS POOOTH

onepamiifHuX BY3JiB (MIOMHOXYBauiB) JuIsl 1odiB ['amya, siki 3aCTOCOBYIOTHCS Y KPHUIITO-
rpadiuanx 3acobax 3axucty iHdopmaiii Ha 6a3i EK. JlociimkeHHs: MpoBOIUIUCS i Yac
BIIPOBAHKEHHS PE3yJIbTATIB IUCEPTAIIHHOT pOOOTH.
KOPUCTAaHO TMijJ dac peaiizamii MPOEKTHUX 3aBlaHb Y MDKHAPOAHIN KOMITaHii
"JETSOFTPRO" (Ykpaina, ITomsmia, CIIIA) Ta B ykpaincbkiii komnanii T30B “KiGepe-
Hepris” (JIbBiB, YkpaiHa), 10 MiATBEPIKEHO BIJMOBIAHUMU aKTaMM BIPOBajkeHHA. Ta-
KOX 11 pe3yJIbTaTH BUKOPUCTOBYBAINCS Y HAYKOBO-IOCHIHIN poOOTI Ha Kadeapl eaeKT-
POHHHUX OOYHCITIOBATBHMX MAalTWH [HCTUTYTYy KOMIT'FOTEpHUX TEXHOJIOT1H, aBTOMATHKH Ta
Metposiorii HamionansHoro yniBepcutery "JIbBiBchbka momitexHika" JIB/KIBEP (nmomep
nepxaBHoi peectpamii 0115U000446), mo miaTBep/PKEHO BiAMOBIAHMM aKTOM BIIPOBa-
JoKeHHS. TakoX pe3ynbTaTH AUCEpTallii BUKOPHUCTOBYBAIKCH ITiJT Yac IMATOTOBKU Ta BH-
KJIaJJaHHSI HAaBYAJIbHUX KYpCIB 3 AUCHUILTIHK "JlOCHIKEHHS 1 MPOEKTYBaHHS KOMI'TOTep-
HUX CHCTEM Ta Mepex" Ha OCBITHbO-KBaMiikaiiitHOMy piBHI "Marictp" 11 crieniaibHO-
cti 123 "Komn'torepHa imxkenepis" mis cremianizaiiii "KoMm'toTepHi cucteMu ta mepe-
x1", "Kibep¢izuuni cucremu" ta "CuctemHe nmporpamyBaHHs", 110 MiATBEPHKEHO BiJIIO-
BIJIHUM aKTOM BIIPOBAJ[’KEHHSI.

VY tabmuii 1 HaBeJCHO pealibHI Ta TEOpeTHUHI pe3ynbraT renepaii sgep (VHDL-
ormciB) momHoxysauiB st [IJIIC Virtex UltraScale+ XCVU9P. Tlpu peanizarii momMHo-
KyBauiB 3 cTpykTyporo MKI" UC, amapatHa ckiaJHICTh IIBUIKO 3pOCTAE 31 301IbIICHHSIM
xapakTepucTuku noss. L{i BUTpaTtu HaliMeHI ajis JBIMKOBUX 1 TpiiikoBuX mnouiB ["anmya.
[Ipu peanizamii moMHOXyBauiB 3 cTpykTypoto MKI' @B, anmapatHa ckiaaHICTh TaKOX
IIBUJKO 3pOCTa€e 31 30UIbLICHHSM XapakTepucTuku nosia. HaiimeHmry amapatHy ckiiaj-
HICTb 32 1i€0 cTpykTyporo MKI' mMatoTh MOMHOKyBayl AJisl TIOJIIB 3 XapakTEPUCTHUKAMU P
= 2, 3, 5, 7. Tlpu peanizaiii nomHoxxyBauiB Ha ocHoBi MKI' JIB, amapatHa ckiaiHiCTh
30UTBITY€ETHCS 31 301TBIIIEHHSIM XapakTepucTuku noiisa. OTxe, 3a TphoMa 3raJlaHiMU CTPY-
krypamu MKI' mMoxHa myist oOpaHOTO TMOJS 3 BUKOPUCTAHHSM CTBOPEHOTO TeHEpaTopa
snep 3reaepyBatu VHDL-onuc moMHOKyBaua, KW MIPaBUIILHO CIIPUHMAETHCS 3ac00aMu
npoektyBaHHs [1IJIIC, mo mo3Bossie BUBHAUNMTH peaibHI amapaTHi Ta 4acoBl XapaKTepHC-
THUKHU TIOMHOKYyBada. Y TaONHISX TAaKOX MOKAa3aHO 4Yac reHeparlii noMHoxyBada. Yac 301-
JBITYETHCS 31 301TIBIICHHSIM XapaKTEePUCTUKH TIOJIS.
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Tabmuns 1
Amapartni Butpatu LUT peansni NRp Ta Teopetnuni NTp Ta yac reHepyBaHHS TOMHO>KYBa4iB €JICMEHTIB
posmupenux nodi [anya GF (p™) na IIJIIC Virtex UltraScale+ XCVU9P, siki marots 2069000 LUTS

Ilone p| Ilopsmok MKI 4C MKI" ®B MKT JIB
GF(p"), Op | NRy T, sec. NT, NRp, | T,sec. NT, NRp T,sec. | NT,
GF(2*) | 2| 1,12E+15 2504 1,0 4901 2190 0,5 2450 18784 0,5 29208
GF(3%*) | 3| 1,85E+15 4034 1,4 3970 4032 0,7 1984 17950 0,5 36510
GF(5**) | 5] 2,38E+15 | 19936 1,6 41625 5615 0,8 2768 17867 0,5 35049
GF(7*) | 7| 1,62E+15 | 16851 3,0 27585 3522 1,2 1837 16689 0,5 23366
GF(13") | 3| 3,93E+15 | 81133 8,0 185420 | 10211 2,0 10216 43368 0,5 58656

VY tabnuii 2 moka3aHo MOPIBHIHHS TECOPETUYHUX

KTmu 1 peanbaux KRy amapart-

HUX BUTPAT HA peasi3allilo TOMHOXKYBaUiB eJIEMEHTIB po3iupenux noiiB ['anya GF (p™)
BIJIHOCHO amapaTHUX BUTpaT Ha peaii3aililo MOMHOXYBauiB JABIMKOBUX ToiiB [amya
GF(2™) KT, 1 KRy, MKTI peanizyerbes 3a 3 ctpykrypaMu. KTmy = NTo/NT2, KRy =
NR4/NR3.

NT, — Teopetnuna kinbkicte LUT y moMHoyBaui ais ons GF (p™);

NR, — peanbHa kinbkicts LUT y momHOXyBaui 1yt noast GF (p™);

T — gac reHepyBaHHS TOMHOXYyBayJa.

3 tabmuii 2 ta rpadiky puc. 13 Bugno, mo anas MKI UC 3a anapatHumu BUTpaTa-
MU TpitikoBi nons [Mamya GF(3™) Ha 3 % kpami, Hix aBiiikoBi GF (2™). Ilpu peanizarii
noMHoxyBauiB Ha MKI™ ®B y nopiBHsaHHI 3 mosisiMu GF (2™) — none 3 GF(3™) mae Ha 11
% Oinpmny amapaTHy ckiaiaHicTb, moe GF(5") mae Ha 20 % Oinbiny anapaTHy CKJIaJHICTB,
nosie GF(7™) mae Ha 18 % Oinbiry anapatHy CkiIaaHicTh. [Ipu peaizallii TOMHOXKYBadiB
Ha ocHoBi MK JIB anapatHa cKJIaJHICTh TOMHOXYBa4iB € OUTBIION HIK Y TTIOMHOXYBa-

4iB 3 crpykTtypamu MKI" YUC ta MKIT" ©B.
Tabmmmsa 2
[TopiBHSHHS peanbHUX Ta TeopeTUYHUX anapatHux BuTpati LUT na IIJIIC npu peamnizanii moMHOXyBa-
giB oJiiB ["anya na IIJIIC Virtex UltraScale+ XCVU9P siki marots 2069000 LUTSs

TTose p [Iopsnox c = & MKT 4C MKTI" ®B MKT JIB
GF(p"), o 0, KTy KT KRy KRmul KT KTmu KRmu KRmul KTu KTmu KRl KRmul
Op Co Co Co Co Co CO
GF(2%%) |2 |1,12E+15 1 1 1 1 1 1 1 1 1 1 1 1 1
GF(3*) | 3|1,85E+15| 1,65 081/043|161/097|081|049|184| 1,11 |125|0,75|0,95| 0,57
GF(5%%) |5|2,38E+15| 2,12 8,49 4 7,96 | 3,75 | 1,13 | 0,53 | 2,56 1,2 1,2 1056|095 | 044
GF(7*®) |7 |1,62E+15] 1,35 563 | 4,17 | 6,72 | 497 | 0,75 | 055 | 1,6 1,18 08 [ 059|088 0,65
GF(13'%) |13|3,93E+15 3,5 37,8 |10,8 (32,40| 9,25 | 4,17 | 1,19 | 465 | 1,32 2,0 | 057 | 2.3 0.65
12 14
10 12 1
! 08
08
02
) 0
13 2 3 5 7 13 2 5 13
a) TeopeTuyHi CnpasHi 6) Teopetuyni CnpassHi B)
KTmul KRmul

Pucynok 13 — ITopiBHAHHS TEOPETHUHUX

Ta pCAJIbHUX

KOeiIiEHTIB anlapaTHUX BU-

TpaT Ha peajizallito MOMHOXYyBauiB 3a Bapiantamu: a) MKI' UC, 6) MKI" ®B, B) MKI JIB
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Pucynok 14 — IlopiBHSAHHS TEOPETUYHHUX ara- Pucynok 15 — IlopiBHSHHS pealbHUX amapaTHUX
paTHUX BHUTpAT Ha peajizallilo OMHOXKYBadiB BUTpAT Ha pealizailifo MOMHOXYBaUiB 3a 3 CTpy-
3a 3 crpykrypamu MKI': UC, ©B, JIB krypamu MKI: UC, ©B, JIB

Ha puc. 14 HaBeneHe MOpIBHSIHHS TEOPETUUHUX, a HA PUC. 15 peaslbHUX amapaTHUX
BUTpAT Ha peajizailiio NToMHOXKyBadiB 3a 3 crpykrypamu MKI: UC, ®B, JIB. 3 rpadikis
BHJIHO, III0 TEOPETHUYHI Ta peaybHl amapaTHi BUTpATH 301raloThCS Ta METOJI OLIIHIOBAHHS
amapaTHOi CKJIJHOCTI MOMHOXYBauiB 3a0e3neuye MOXUOKY MPOTHO3YBaHHS BEIMYUHU
[UX TOKa3HUKIB 70 56 %. Takox BugHO, mo ctpyktypa MKI UC mae nepeBaru mpu pea-
mizanii MKI™ g o GF (p™) 3 xapaktepuctukamu p = 2 ta p = 3. Ctpykrypa MKI
@B 3a0e3neuye HalMEHII1 anapaTHI BUTPAaTH, IPHU peaii3alii MOMHOXXYBa4dlB €JIEMEHTIB
noniB GF (p™) 3 xapakrepuctukamu p = 2, p = 3, p = 5, p = 7. AnaparHa CKJIaJIHICTh TI0-
MHOKYBaJiB /I efeMeHTiB mmoiB GF (p™) 3 ctpykryporo MKI' UC Ginbina HixK IS TTIOM-
HOXKYyBauiB 3 cTpykTyporo MKI" ®B. fIkmo mopiBHIOBaTH HEABIMKOBI PO3IIMPEHI IMOJIS
[anya GF(p™), To 3 Tabumii 2 BUAHO, III0 HAHMEHIITY arapaTHy CKJIaIHICTh OyJIyTh MaTH
noMHOXYBadi jytst ot GF(3™), na 8 % Oinmbrry — muis monst GF(5™) ta Ha 6 % Ounbiny —
st onst GF (7™).

s Ha puc. 16 HaBeneno BigHomeHHs K
YacOBUX BHTpAT MpPH MPOTPaMHIA Ta
amapaTHii peanizaiisgx MHOXEHHS eJie-
meHtiB moniB GF(p™) wa TUIIC Virtex
UltraScale+ XCVU9P. 3 puc. 16 BuaHO,
[0 Y MOPIBHSIHHI 3 JIBINKOBUMU MOJISIMU
HalOinplIe BigHOMEHHS K 4acoBuUX BU-
) = . / n tpat mia crpykrypu MKIT UC wmarots
S mons 3 xapakTepuctukoo 3 (B 1,8 pasis
OinbIne), 3 cTpykTyporo ®B — mons 3 xa-
Pucynok 16 — Binnomenns wacosux sutpat k pn mpo-  pakrepucthkoro 3 (B 1,27 pasis Giibmie),
e T el s S crpyryporo 18 — ois > xapakrepic-
tukoro 3 (B 1,36 pasiB Oimbiie). To6TO,
HaKpanyM 3 OoriisiAy Ha KpunrtorpadidHy CTidkicTs € none GF(3™), ske B Haifripmomy
Bunajky (ctpykrypa MKI @B, puc. 16) 3a6e3neuye B 1,27 pasiB OiIbIIHi BHECOK B KpHU-
nrorpadiyny criiikicte 3aco0iB K3I Hix mome GF(2™), T00TO, HalOLIbIEe YCKIAIHUTD
MPOBEICHHS KPUNITOAHAII3Y MPOTPAMHUMHU METOJaMH, Y TIOPIBHSHHI 3 1HIIIUMH TTOJISIMHU.
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BUCHOBKHA

VY uiit pucepraiiiitiid po6oti Oyia0 3A1HCHEHO CUCTEMHUI aHalli3 MOTOYHOI'O CTaHy
Teopii, METOJIIB Ta IHCTPYMEHTIB AJia npoekTyBaHHs 3aco0iB K31 KDOC. Takox npoBeneHo
JOCIIKEHHST KJIIFOYOBHUX BIIKpUTUX cTaHAapTiB Ta anroputMmiB K3I. e nano 3mory Bu-
3HAUUTU METY Ta 3aBAaHHS JociiKeHHs. [Ipu oMy y poOOTi JOCATHYTO TaKUX PE3yib-
TaTIB:

1. OTpumaB moaaiblIUi PO3BUTOK METOJ OILIHIOBAHHS YacOBOI CKJIAJHOCTI MHO-
KCHHS CJIEMEHTIB po3mupenux noiiB ['amya GF (p™) amapaTHuM crocoOoM, 3a SKUM TI0-
MHOXYBad ckiagaersest 3 MK, mo mano MokiuBicTh BU3HAUHMTH 1ojie GF(3™), y skomy
BIJTHOIIICHHS YacCiB MHOXEHHS MPOrpaMHUM Ta arnapaTHUM CIocOo0aMu TEPEBUIIY€E Take
BIJIHOIIIEHHSI B 1HIIKX IMOJIAX MIoHaiMeHIne B 1,27 pasza, unmM 3abe3reuye HaiOUIbIy KpH-
nrorpadiuny criiikicts 3aco0iB K31 mpu iHIIMX 0IHAKOBUX YMOBaX.

2. OTpuMaB MOJANBIINN PO3BUTOK METOJ OI[IHIOBAHHS amapaTHOi CKIAJHOCTI MOM-
HOJKYBauyiB €JIEMEHTIB PO3IINPEHUX HeABiIMKoBUX mouiB [anya GF (p™), ne p > 2, skuii Ha
BIJIMIHY BiJl BIAOMHX PO3IJIAa€ TOMHOKYBayl JJIs MMOJIB 3 NPUOIN3HO OJTHAKOBUM MOPSJI-
koM p™ 1 sKki ckmagaoTees 3 MKI, mo mano MoxiuBicTh Bu3HauuTu mosne GF(3™), nme
MMOMHO’KYBaul MaroTh IIOHaiiMeHIIIe Ha 6 % MEHIy anapaTHy CKJIaJIHICTh, Y TOPIBHIHHI 3
MMOMHOXYBayaMH JIJIs1 1HIIUX HEABIMKOBUX IOJIB.

3. Buepmie 3ampomnonoBano meron ctBopeHHs it [IJIIC renepatopiB Mopeneit
(ssmep) peKoH(]IrypoBaHMX NapayebHUX MMOMHOXKYBauiB €JEMEHTIB PO3IIMPEHUX IMOIIB
lanya GF(p™) nna By3niB K31 y KOC, 3a skuMm Ha BiMiHY BiJ BiIOMHX T€HEPYETHCS 3
BaplaHTU MOMHOXYBauiB 3 3 crpyktypamu MKI', 110 1ag0 MOXIUBICTE CTBOPUTH OINUCH
Mojielieli TTOMHOXKYBaviB Ta BU3HAUUTU PEaJbHY arapaTHy CKJIAIHICTh KOXKHOTO 13 TOM-
HOXKYBauiB Ta 00paTy HaWKpallly peasizailiio A1 KO)KHOTO KOHKPETHOTO TOJIA.

4. Brepiie 3anporoHOBAaHO METOJ TECTyBaHHS T€HEPATOPIB siiep MOMHOKYBadiB
eJIeMeHTIB po3mupenux mnomie [aya GF (p™), akuii Ha BiMiHY BiJ BiZIOMUX BUKOPHCTO-
By€ 2 pi3HI eTajoHu (2 pi3HI MaTeMaTUYHI MAKETH) JUIsl IEPEBIPKU 3T€HEPOBAHUX MTOMHO-
*yBauiB Ha ocHOBI MKI', 1110 1aJ10 MOXKJIUBICTh MIATBEPAUTU MIPABUWIbHY POOOTY reHepa-
TOPIB TOMHOXKYBaYiB Ta CAaMUX MIOMHOYBayiB ISl BCIX BapiaHTIB iX peanizaliii.

5. Po3pobneno rereparopu szep (reHepaTopy Mojesieii) MOMHOKYBaYiB €JIEMEHTIB
posmmpenux nonis Fanya GF(p™) takumu, mo nopagok mons P < 2194 Temepartopu
CTBOPIOIOTh MOJEJNI MOMHOKyBauiB Ha ocHOBI MKI' 3 Tphoma BapiaHTamMH CTPYKTypHU
MKI: YUC, @B, JIB. Lle nano MoXIuBICTb CTBOPUTH P siACP MOMHOKYBaUlB €JIEMEHTIB
posmupenux noiiB ['anya GF (p™) 3 tproma ctpyktypamu MKI™ Ta npoBectH iX iMIieme-
uraiito Ha [IJIIC, npoBecTr MOpiBHSHHS PE3yIbTATiB IMIUIEMEHTAIlll TOMHOXYBAYiB IS
nonis GF(21%), GF(2°%), GF(2°%%), GF(3°), GF(33?), GF(3%), GF(5°), GF(5%?),
GF(7°), GF(7®), GF(133), GF(13'*), GF(1327°). IToka3aHo 30i>HiCTh TEOPETUUHHUX T
MPAKTUYHUX PE3YJIbTATIB OI[IHIOBAHHS anapaTHOI Ta YacOBOT CKJIaTHOCTEH TOMHOKYBayiB.

6. Ha ocHOBI1 po3po0iieHrX 1 BIOCKOHAJIEHUX METO/IIB MPOBEJICHO aHai3 arapaTHUX
CKJIATHOCTEH CTBOPCHHMX IMOMHOXYBadiB €JIEMEHTIB po3mmpenux noiis [anya GF (p™), p
> 2, 1m0 1710 MOXKJIMBICTh BUSHAYMTH ITOJIS, SIKI HAMKpaIe MmaxoaaTh Il peajisaliii mo-
MHOXyBauiB. HaliMeHIly amapaTHy CKJIaIHICTh MalOTh IOMHOXYBadi ajs momiB GF (3™),
Ha 6% Oinbmry — it oniB GF (7™) Ta Ha 8% - anst moniB GF (5™). IlpoBeneHo anami3 va-
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COBHX CKJIQJIHOCTEH MOMHOXKYBa4iB €JIEMEHTIB po3mmpeHux mnoiiB [anya GF(p™), p > 2,
3a B1IHOIICHHSIM YacCOBUX BUTPAT MPHU MPOTPAMHIii Ta anmapaTHii peaizaliiax, HalKpaumm
€ moie GF(3™), BiAHONIEHHSI YaCOBUX BHUTpPAT y sikomy B 1,27 pa3iB Oinblie HiX y 1o
GF(2™).

Pe3ynbrat poOOTH BIIPOBAIKEHO:

1) B mixxnapouiii kommanii “JETSOFTPRO”;

2) B ykpaincbkiit kommnanii T30B “Kibepenepris”;

3) B nepxOromkeTHIH HaykoBo-nociaHii podoti Ib/KIBEP (Homep mepxaBHoOi pe-

ectparrii 0115U000446);

4) y HaBuansHoMy mipotieci kadheapu EOM HY JIIT”.

OTpuMaHi i yac BUKOHAHHS JIUCEPTAIHOT pOOOTH HAyKOB1 pe3yJIbTaTH MOKa3y-
I0Th JOCSTHEHHS MOCTAaBJICHO1 B POOOTI METH IIJABHUIIECHHS KpunTorpadiuHoi CTIHKOCTI 3a-
co0iB K31, sixi BukopucroBytoThes B ckiiafi KOC, nuisgxom po3BUTKY METOAIB Ta 3ac001B
CTBOpPEHHS peKOH(DITYPOBAaHMX OIEpaIlifHUX MPUCTPOIB (4 came, MOMHOXKYBaYiB) IS PO-
00TH 3 elleMeHTaMH po3MmupeHux moiiB ['axya GF (p™) 3 xapakTepucTUKaMH P Ta 3 I10-
pAIKaMH N yTBOPIOIOYOTO IOJIe MoJiHOMa TakuMmu, 1o P~ 2™ ne p > 2, m <1024 ctBo-
PIOIOTH METOJAOJOTIUHY 0a3y aiis po3poOku By3niB K31, gki 103BOJISIIOTH MIABUILUTU Ha-
JIHAHICTB, TOCTOBIPHICTh Ta 3aXHUIIEHICTh CydacHUX amapaTtHux 3aco0iB K31, ski mpairto-
10Th 3 BUKopucTanHsaM EK ta posmmpennx nomnis ["amya GF (p™).
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AHOTANIA

Koaydak .M. Metoau Ta 3ac00M CTBOPEHHSI peKOH(]IrypoBaHux BY3JIiB KPHII-
Torpadiunoro 3axucry ingopmanii aias ki0ep-¢izmunnx cucrem. — Ha npaBax pyko-
uUCYy.

Hucepraitist Ha 3100y TTS HAYKOBOTO CTYNEHS KaHIUAaTa TEXHIYHUX HAyK 3a cliellia-
apHicTIO 05.13.05 “Komm’toTepHi cucteMu Ta KOMIIOHEeHTH . — HarioHansHUN yHIBEpCH-
tet "JIpBiBChKA MosiTexHika". JIpBiB, 2024.

VY nuceptarlii po3B’sA3y€ThCsl BaXKJIMBE HAYKOBO-TEXHIUHE 3aBIaHHS CTBOPEHHS PEKO-
HpirypoBanux By3miB K3I Ha ocHoBi EK, siki onepytoTs y KOC enemenTaMu po3mmpeHnx
noJtiB ['amya GF(p"), ne p > 2 — npocre yucio, KoH(pIrypoBaHa XapaKTepHCTHKA TIOJIS, Ta
N — MOPSIOK YTBOPIOKOYOTO TOJI€ MOJIIHOMA, CTEHIHb MO HaJ HOro MpOCTUM MiIOJIEM.
[Ipoanaiii3oBaHO amapaTHi BUTpPATW MpHU peajizalii TaKUX CUCTEM y PO3LIMPEHHUX MOJISAX
I'amya GF(p") 3 pi3HOIO XapaKTEPUCTUKOIO P Ta MOPSIKOM N YTBOPIOKOYOTO IMOJIE TIOJIIHO-
Ma. 3anponoHOBaHO TTOMHOXKYBay €JIEMEHTIB TakuX MoJiB ['amya Ha ocHOBI Mou(iKoBa-
Hoi komipku ['imma (MKT'). 3anmponionoBano 3 crpykrypu ctBopendss MKI'. Haseneno mo-
PIBHSIHHS 1X armapaTHUX BUTpAT.

B Vkpaini crangapt JICTY 4145-2002 perymtoe Bukopuctanus ELIT na ocHosi EK.
Bin oOMexye BHKOpPHCTaHHS poO3IIMpeHuX moiiB ['amya apidikoBumu mnojsimu GF(2™) 3
HOPSKOM YTBOPIOKOUOro moje nominoma M < 509 (GF(2°%)), npore mixknapoani cranma-
PTH PEKOMEHIYIOTh BUKOPUCTOBYBATH ABIMKOBI MOJISI 3 HA0Arato OUIBIIMMH MOPSIKAMU
yrBOprotounx moyiinoMiB (M < 998). CyvacHi TeMITn pO3BUTKY KOMIT FOTEPHOT TEXHIKH Ta
3arpo3a CTBOPEHHSI KBAHTOBHUX KOMIT FOTEPIB BEAYTh /10 CTBOPEHHS OUIbII CTIMKUX 3aCO01B
K3I, mo 36inbmenns nopsaaxy (p") posmmpenux moi [amya GF(p"), siki BUKOpHCTOBY-
10Tbesl. OuH 3 HAaWOUIBII OYEBUIHUX METOAIB 310My 3aco0iB K3I € Meroa nepebopy ycix
kiouiB. [IporpamHe BUKOHaHHS omeparliii HajJ eJeMeHTaMu pO3IIUpPEeHUX MojiB ['amya
GF(p") mae Ginbmry TpynoemHictb, y nopiBHsHHI 3 GF(2™) Ta 3a0e3neuye Oublny CTiii-
KICTh J10 3710My. AmapaTHa peaiizailis pekoHdpirypoBanux By3iiB K31 3a06e3neuye me 6i-
JpIny Kpunrorpadiuny criikicts 3aco0iB K3I. 3a enementHy 0asy a1t CTBOPEHHS BY3JTiB
K3I y cknagi KOC y poboti 6ynmo obpaHo mporpamoBaHi JIOTi4HI 1HTErpalibHI CXEMH
(ITITIC), ockinbky BOHH 3a0€3MEUyIOTh BUCOKY MPOAYKTHBHICTH Ta MIBUAKOMIIO MPHU BU-
KOHaHHI BY3bKOCHEITIATI30BaHUX 3aja4, y MOPIBHSIHHI 3 MPOrpaMHOI0 pearizamiero. Js
redepainii VHDL-onwuciB By3niB K3, mo mpaifioroTh 3 BAKOPUCTAHHSIM PO3IIUPEHUX TIOJIIB
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INanya GF(p"), mist ixapoi HacTymHOI peanizaiii y [TJIIC Oymo po3podiaeno Mmoo C++
MIpOrpamMHu-TEHEPATOPH /ISP MTOMHOXKYBAYiB €JIEMEHTIB pO3IMMpeHnX noiB ["amya.

VY mepmomy po3aiiai po3TIIIHYTO Cy9acHUI CTaH Ta IEPCIIEKTUBH PO3BUTKY 3ac001B
Ta METOMAIB CTBOpEeHHs pekoHpirypoBanux By3miB K3I. [lokazaHo Miciie po3MUpeHUX Mo-
niB [Narya GF(p") y anropurmax K31 KOC, po3risstHyTo METOIM CTBOPEHHS peKOHDIrypo-
Baunx By3miB Ha [1IJIIC. OcobmmBy yBary mpuaiJIeHO NpaBWjaM BHKOHAHHS apupMeTHd-
HUX orepamii y po3mmpenux moysix [amya GF(p"). [Tokaszano, 1o omepariii MHOKEHHS Ta
AUIeHHS HaOLIbII TPYAOMICTKI, IPU I[bOMY JIJICHHSI HAl4acTille BUKOHYETHCS MTPOrpaM-
Ho. Tomy came omnepariii MHOXKEHHSI IPUILICHO HaO1IbIlIe Yacy Ta yBaru y JaHiii poOoTi.

Takox pO3rIAsSHYTO MHUTAHHS CKJIATHOCTI JITOPUTMIB Ta amapaTHO-NMpOrpaMHa MoO-
JeNb aNropuTMIB, NMUTaHHA 370My cucteM K3I, 0coOaMBOCTI TecTyBaHHS oOlepaiiiHux
enemenTiB s moniB ['amya GF(p"), mokasano ctpykTypy kowmipku ['inga, miaxomu Jio
CTBOPEHHSI T€HEpaTOPIB sIep.

Y apyromy po3aiji po3riisiHyTO METOJU CTBOpPEHHS pekoH(irypoBanux By3miB K3I
11 KOC, 3aranpHy METOJUKY IIPOBEICHHS TUCEPTAIIMHUX JOCTIIKEHb, OITMCAHO BUMOTH
70 CTBOPEHHS peKoH(pirypoBanux By3JiB K31, oOrpyHTOBaHO AOMIIBHICTE CTBOPECHHS I1a-
paJIeTbHUX TIOMHOXKYBAJiB eJleMeHTIB po3mmpenux noiiB ['amya GF(p") Ta 3anmpomnonosa-
HO METOJM CTBOPEHHS TaKWX MOMHOXKYBadiB. BIOCKOHaIEHO METOMM OIIHKK YacOBOi Ta
amapaTHOi CKJIAJHOCTEH Ta 3aIpOMOHOBAHO METOJ TECTYBaHHS T€HEPATOpIB ANEp TaKUX
MTOMHOXYBayiB.

Y TperboMy pO3diJdi ommcaHO Mporec Po3poOKH 3aco0iB CTBOpeHHs (TeHEpaTopiB
s7Iep) MMOMHOXKYBaviB eJIeMEHTIB po3immpenux nomiB ['anya GF(p") ms By3nis K31 KOC.
I'enepaTopu Oynu peanizoBani MoBoro C++. Ha puc. 11 HaBegeHO CTPYKTYpHY CXEeMYy Te-
HepatopiB. ['eneparopu ctBoproroth VHDL-omucu (siapa) moMHOXKYyBadi 3a 3aIpOIIOHOBA-
HUM y poboTi Mmeroaom ctBopeHHs s [IJIIC reneparopiB moaeneit (saep) pekoHpirypo-
BaHUX MapaJie/IbHUX TTOMHOXKYBaUiB €JIEMEHTIB po3iuperux mojiB ['anya GF(p") aus By-
3miB K31 y KOC.

YeTBepTHil po3iJ NPUCBAYEHO AOCTIIKEHHIO CTBOPEHHUX B X0J11 BAKOHAHHS POOOTH
ornepauiifHuX BY3J1B (MIOMHOXYBauiB) JUIsl OdiB ['amya, sIKi 3aCTOCOBYIOTHCS Y KPHUIITO-
rpadiuaux 3acobax 3axucty iHpopmanii Ha 6a3i EK. JlochimkeHHs: npoBOAUIUCS Mij Yyac
BIPOBAKEHHIO PE3YJIbTATIB AUCEPTALINHOI POOOTH.

KOPUCTAaHO TMiJ 4Yac peamizamii MPOEKTHUX 3aBJaHb Yy MIDKHAPOAHIA KOMIIaHii
"JETSOFTPRO" (Ykpaina, ITomemia, CIIIA) Ta B ykpaincekiii kommnanii T30B “KiGepe-
Hepris” (JIpBiB, YKpaiHa), M0 MATBEPIKEHO BIAMOBIIHUMH aKTaMH BIPOBaDKCHHS. Ta-
KOX IIl Pe3yJIbTaTh BUKOPUCTOBYBAIUCS Y HAYKOBO-JOCIIIHIA poOOTI Ha Kadenpi enexr-
POHHHUX OOYMCITIOBAIBHUX MaIWH [HCTUTYTYy KOMI'IOTEPHUX TEXHOJIOT1H, aBTOMATUKU Ta
metpoJsiorii HamionansHoro yHiBepcutery "JIbBiBchbka momitexHika" JIB/KIBEP (Homep
nepxaHoi peectpamii 0115U000446), mo miaATBEpPKEHO BiMIMOBIAHHUM aKTOM BIIPOBa-
ToKeHHS. TakoX pe3ysbTaTH AucepTallii BUKOPUCTOBYBAIKCH 1] YacC MiJITOTOBKU Ta BH-
KJIaJaHHs HaBYAIbHUX KypCiB 3 HUCHHILTIHA "J[OCTIIKEHHS 1 MPOSKTYBaHHS KOMITFOTEP-
HUX CHUCTEM Ta Mepex' Ha OCBITHhO-KBaJ(ikaiiiHoOMy piBHI "Marictp" st cneniaibHo-
cti 123 "Komn'torepHa iHxkeHepis" 1 creuiamizamiii "KoMn'toTepHi cucteMu ta mepe-
x1", "KiGep¢i3uuni cucremu" Ta "CuctemHe nporpamyBaHHs", 10 MIATBEPAKEHO BIJIO-
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BIJTHUM aKTOM BIPOBAJ[KEHHSI.

OTtpumaHi, miJ Yac BUKOHAHHS JUCEPTAIiiHOI pOoOOTH, HAYKOBI pe3yibTaTH CTBO-
PIOIOTH METOAOJIOTIUHY 0a3y misg po3poOku By3mB K3I, ski T03BOJSIIOTH MiABUINUTH Ha-
TIAHICTB, TOCTOBIPHICTh Ta 3aXMINEHICTh CydacHUX amapaTHux 3aco0iB K3, ski mpairto-
10Th 3 BukopuctanusM EK ta po3mmpennx nomis ["anya.

KurouoBi ciioBa: pekoH}pirypoBaHi By3iaH, KioepQi3uuHi CUCTEMH, TINTHYHI KPH-
Bi, po3mmpeni noist ['agya GF(p"), anaparni Butparu, moaudikoBana koMipka [inna.

ABSTRACT

Zholubak I.M. Methods and means of creating reconfigurable nodes of crypto-
graphic information protection for cyber-physical systems. — The manuscript.

Thesis for scientific degree of candidate of technical sciences, specialty 05.13.05
“Computer Systems and Components”. - Lviv Polytechnic National University. Lviv,
2024,

In the dissertation, an important scientific and technical task of creating reconfigura-
ble nodes for cryptographic information security (CIS) systems based on elliptic curves,
which operate in cyber-physical systems with elements of extended Galois fields GF(p"),
where p > 2 is a prime number, the configured characteristic of the field, and n is the order
of the field-generating polynomial, the degree of the field over its prime subfield, is ad-
dressed. The hardware costs of implementing such systems in extended Galois fields
GF(p") with various characteristics p and orders n of the field-generating polynomial are
analyzed. A multiplier of elements for such Galois fields based on a modified Guild cell
(MGC) is proposed. Three structures for creating MGC are proposed. A comparison of
their hardware costs is provided.

In Ukraine, the standard DSTU 4145-2002 regulates the use of digital signature based
on elliptic curves. It limits the use of extended Galois fields to binary fields GF(2™) with
the order of the field-generating polynomial m < 509 (GF(2°%)), whereas international
standards recommend using binary fields with much larger orders of generating polynomi-
als (m < 998). The rapid development of computer technology and the threat of quantum
computers lead to the creation of more robust CIS devices, increasing the order (p") of the
extended Galois fields GF(p") used. One of the most apparent methods of breaking CIS
devices is the method of brute-forcing all keys. Software execution of operations over el-
ements of extended Galois fields GF(p") is more labor-intensive compared to GF(2™) and
provides greater resistance to cracking. The hardware implementation of reconfigurable
nodes provides even greater cryptographic robustness of CIS devices. FPGA were chosen
as the elemental base for creating nodes in cyber-physical systems in the study because
they provide high performance and speed in executing specialized tasks compared to soft-
ware implementation. For generating VHDL descriptions of nodes that operate using ex-
tended Galois fields GF(p") for their subsequent implementation in FPGA, C++ programs-
generators of multiplier cores of elements of extended Galois fields were developed.

The first chapter examines the current state and prospects for the development of
means and methods for creating reconfigurable nodes for CIS systems. The place of ex-
tended Galois fields GF(p") in the algorithms of CIS systems is shown, methods for creat-
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ing reconfigurable nodes on FPGAs are considered. Special attention is given to the rules
for performing arithmetic operations in extended Galois fields GF(p"). It is shown that
multiplication and division operations are the most labor-intensive, with division most of-
ten performed programmatically. Therefore, multiplication operations are given the most
time and attention in this work.

The issues of algorithm complexity and the hardware-software model of algorithms
are also considered, as well as the issues of cryptographic system hacking, the features of
testing operational elements for Galois fields GF(p"), the structure of the Guild cell, and
approaches to creating core generators are presented.

The second chapter considers methods for creating reconfigurable nodes for CIS
systems, the general methodology for conducting dissertation research, the requirements
for creating reconfigurable nodes, the rationale for creating parallel multipliers of elements
of extended Galois fields GF(p"), and methods for creating such multipliers. Methods for
assessing time and hardware complexities were improved, and a method for testing the
generators of cores of such multipliers was proposed.

The third chapter describes the process of developing tools for creating (generators
of cores) multipliers of elements of extended Galois fields GF(p") for nodes in CIS sys-
tems. The generators were implemented in C++. Fig. 11 shows the structural diagram of
the generators. The generators create VHDL-descriptions (cores) of multipliers using the
method proposed in the work for creating FPGA model generators (cores) of reconfigura-
ble parallel multipliers of elements of extended Galois fields GF(p") for nodes in CIS sys-
tems.

The fourth chapter is dedicated to the research of the operational nodes (multipliers)
for Galois fields, which are used in CIS devices based on elliptic curves. The research was
conducted during the implementation of the dissertation work results.

The scientific principles and conclusions formulated in the dissertation, as well as its
results, were used in the implementation of project tasks at the international company
"JETSOFTPRO" (Ukraine, Poland, USA) and the Ukrainian company LLC "Cyberenergy"
(Lviv, Ukraine), as confirmed by the relevant implementation acts. These results were also
utilized in research work at the Department of Electronic Computing Machines of the In-
stitute of Computer Technologies, Automation, and Metrology of Lviv Polytechnic Na-
tional University under the DB/CYBER project (state registration number 0115U000446),
as confirmed by the corresponding implementation act. Additionally, the dissertation re-
sults were used in the preparation and teaching of courses in the discipline "Research and
Design of Computer Systems and Networks" at the master's level for the specialty 123
"Computer Engineering” in the specializations "Computer Systems and Networks,"
"Cyber-Physical Systems," and "System Programming,” as confirmed by the respective
implementation act.

The scientific results obtained during the dissertation work create a methodological
base for developing CIS nodes, which allow enhancing the reliability, authenticity, and se-
curity of modern hardware CIS devices that operate using elliptical curves and extended
Galois fields.

Keywords: reconfigurable nodes, cyber-physical systems, elliptic curves, extended
Galois fields GF(p"), hardware costs, modified Guild cell.
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