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ANNOTATION

Yastrubetska L. S. Financial security of business entities in Ukraine in the
conditions of hybrid financial conflicts in Ukrainke.The manuscript

Thesis for a Doctor of Economics degree specialy 08.00.081 money,
finance and credit. Ivan FrankdNationalUniversity of Lviv, Lviv, 202.

The dissertation is devoted to the substantiation of theoretical and
methodological principles and tltevelopment of practical recommendations for
ensuring the financial security of business entities in Ukraine under the conditions
of hybrid financial conflicts.

The conceptual basis of ensuring the financial security of business entities is
investigated irthe dissertation work. The evolution of the basic definitions of the
theoretical and substantive tools for ensuring the financial security of business
entities is traced. Specifically: interests, economic interests, financial interests,
security, financihsecurity, financial security of business entities, threats to the
financial security of business entities, conflicts, financial conflicts. The approaches
of scientists to the definition of these concepts are systematized. The&uthor
interpretation oftie essence of the concepfidhancial security of business entities
as the ability to maintain dynamic financial balance and balance in hybrid financial
conflicts is formulated.

The theoretical foundations and practical aspects of the occurrence ladtsonf
in entrepreneurial activity are revealed. The analysis of the views of scientists
regarding the interpretation of the concepfifiancial conflicb was carried out,
which made it possible to offer a more precise definition of it as a confrontation
between the subjects of financial relations, which arises in the process of thei
financial and economic activity due to the incompatibility of interests and value
orientations. The study grouped financial conflicts of business entities according tc
a numler of characteristics.

It is substantiated that as a result of the hybrid aggression afuisean

federation, threats of a new type have been actualized. It is proposed to understat
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these hybrid threats as the phenomena that arise because efothgon and
interconnection of various elements, which in turn can constitute a combination of
two or more different properties and characteristics, which together form a more &
complex and multidimensional threat. In this context, it is argued that hybrid
financial conflicts should be separated into an independent field of scientific
knowl edge. The concept of dAhybrid fin
conceptual and terminological apparatus of ensuring the financial security of
business entitiedt is proposed to understand it as the opposition that arises in
financial relations, which has mainly hidden nature and involves the coordinated use
of multiple methods of influence in order to realize the shadow financial interests of
its participants.

Based on the synthesis of scientific views and analysis of practice, it was
established that financial security is a systemic concept that integrates both thi
financial interests of the world community, intergovernmental organizations, and the
state, as wkas the financial interests of households, business entities, and the
population as a whole. At different levels of management, financial security has its
own specific content. At the same time, the main essential characteristics anc
patterns of developant of hybrid conflicts at the interstate level can be extrapolated
to the level of business entities. It has been proven that among the most commo
hybrid financial conflicts, it is important to single out the following: raiding, unfair
competition, finanial fraud of employees, corruption, conflicts with institutions of
the financial and credit sphere, state bodies, laundering of proceeds obtained i
criminal way. It is also emphasized that in the conditions of digitalization of the
economy, it is importat to take into account the influence of informational threats
in the listed hybrid conflicts.

It is proven that hybrid financial conflicts can be related to each other, as the
relationships between them are often generated under the influence of a set
common motivational factors and are mediated by the use of similar levers of

influence to achieve shadow financial interests. It was found that the typical method:s



12

used in hybrid financial conflict are those that contribute to the emergence anc
deepening fithe activity of the business entity that is the object of aggressive actions
of financial conflicts with their further use to achieve the financial goals of
aggression. They also include espionage business activities, blackmailing
cybercrimes, corruptio and other types of illegal behavior that are used in a
coordinated manner to realize the shadow financial interests of one of the conflicting
parties. The study of typical methods used in hybrid financial conflicts made it
possible to formulate their geralized characteristics based on a number of common
features. These features are: criminal activity aimed at the financial sphere; covel
nature; falsification of documents; presence of unauthorized operations; use of th
factor of unscrupulous personnahuse of confidential information; psychological
manipulation and destructive consequences for the financial security of busines:
entities.

It is emphasized that ensuring the financial security of business entities require:
maintaining a dynamic financidlalance and constantly searching for a balance of
their financial interests with the interests of other participants in the economic
environment. In connection with the multiplicity and complexity of the factors of
ensuring the financial security of buess entities, the need to take into account in
the scientific study of the problem of ensuring financial security of two conceptual
approache$ financial and socipsychologicali is substantiated. The unification
and integration of separate objects of scientific knowledge into a single system anc
as a result, the discovery of fundamentally new patterns in ensuring the financia
security of business entities will make it posstol@nsure the effect of synergy and
increase the effectiveness of research.

It is substantiated that in the process of learning the factors of financial security
of business entities, in particular hybrid financial conflicts, it is important to take
into account the time factor. It is proposed to apply the method of historical
abduction formed on the twoomponent combinatiofi the time factor when

studying the conditions of the emergence, formation and development of factors o
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financial security of entiks entrepreneurship and the factor of establishing an
abductive conclusion, which is based on reasoning from the available data to th
choice of one of the alternative hypotheses, which explains them best.

The need to take into account, when ensurinditiamcial security of business
entities, not only the financial parameters of their development, but also the
behavioral biases of owners and management and the peculiarities of interactio
with all participants of their internal and external environmesd ko the
development of the conceptual model. The model is céllbd wheel of balance of
business entities in hybrid financial confligtsvhich is built on the basis of today
most common hybrid financial conflicts and proposed for diagnosing the cdtat
financial security of business entities.

The dissertation formulates a conceptual approach to the structural anc
component analysis of hybrid financial conflicts based on the used methods of expel
assessment of business entities. A structural amgbopent analysis of such hybrid
financial conflicts as raiding, financial fraud of employees, corruption and unfair
competition was carried out. Itis proposed to understand raiding as a hybrid financia
conflict regarding the change of control over th@aficial and economic activities
of a business entity and the seizure of its assets. Its main essential characteristi
have been identified: organized, clearly planned nature of the attack implementation
suddenness and unpredictability of implementatiagh profitability of criminal
activity; the riskiness and danger of an attack, taking illegal actions to seize asset
under the guise of legal grounds; involvement of corrupt representatives of state
authorities in raiding; ensuring a criminal result bymenitting illegal actions
(falsification of documents, bribery, use of physical and psychological violence).

The evolution of raiding in Ukraine was studied by revealing the most common
schemes of illegal seizure of business entities since the beginnibgraihes
independence, the causes of this destructive phenomenon and the consequences
the financial security of the state and business entities were deterrttiness

established that the low level of protection of the rights of owners in Ukraine is
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largely due to the lack of a unified approach to the investigation of raiding, as well
as complex transformational political and see@mnomic processes in the country,
complicated by the consequences of the-pastdemic period and the state of war.
The main types of employee financial fraud are revealed and the reasons for its
occurrence are systematized, in particular, those related tguality personnel
checks during hiring, caused by problems of corporate culture formation, caused b
management ges. It was found that the early signs of financial fraud include: the
presence of unauthorized transactions, the absence of primary documents, the use
incomplete signed document forms, unjustified price fluctuations, a significant
unmotivated amount afliscounts provided, in particular to some counterparties,
cooperation with partners with a dubious business reputation, the absence of
transparent procurement mechanism etc.

It is argued that in the complex conditions of variability and uncertaintyeof th
market environment, it is not easy to ensure a balance of financial interests betwee
business entities competing in the same industry, especially under the conditions c
the postpandemic period and hybrid aggressions. Therefore, among the significant
threats to the financial security of business entities in the field of property relations,
it is justified to single out unfair competition. It is proposed to understand under it
the hybrid financial conflict between the business entity and its competitioich
arises as a result of the violation of current legislation and norms of business
etiquette by the latter in order to obtain illegal competitive advantages, commercia
benefits and securing a dominant (monopoly) position on the market.

It is emphasied that corruption has a significant impact on the financial
security of the state and business entities. The work clarified the criteria for the
classification of corrupt actions in business activity by supplementing them with
signs of division by subjegcperiodicity, type and initiator of corrupt actions. It made
it possible to systematize the corrupt relationships between employees of busines
entities and their counterparties, to expand the theoretical and organizational toolki

and recommendations fatentifying conflicts of interest in business activities.
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It has been proven that in the conditions of hybrid threats, criminals of various
levels, using information technologies, can use cybercrimes as levers of influence i
hybrid financial conflicts amh significantly reduce the level of financial security of
both business entities and destabilize the financial systems of individual countries.

The necessity of expanding and supplementing approaches to the
systematization of cybercrimes in accordance wathnifestations of hybrid
aggression at both the interstate level and at the level of business entity is
substantiated. Their classification is proposed by clarifying the subjects of such
criminal actions (states and groups under their control, busindggeserand
cybercriminals hired by them, terrorist groups, hacktivists).

Emphasis is placed on the need to transform approaches to the management
financial security of both states and business entities in connection with the long
term hybrid war of theussiarfederation, which turned into an acute formilitary
aggression, causing irreversible institutional changes in society. The destructive
consequences of military aggression for the functioning of business entities are
assessed. The characterist€she key stages of the functioning of business entities
engaged in the production and wholesale and retail trade of fuel in Ukraine since th
beginning of the military aggression by developing a lognistiorical scheme of
periodization of the conditits of their activity and exit from the crisis are presented.

The method of strategic assessment of the level of financial security of busines:
units, taking into account financial and sep®ychological approaches, is proposed.
According to this methododly, it is recommended to determine the level of financial
security by diagnosing the financial balance of business entities by evaluating
financial indicators, by determining the effectiveness of countering hybrid financial
conflicts using an expert methoals well as by calculating the integral indicator of
the effectiveness of managing the financial security of business entities. The
methodology makes it possible to carry out a comprehensive analysis of the level o

financial security of business entitjemking into account not only the financial
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parameters of their development, but also the behavioral aspects of manageme
decisionmaking and the destructive actions of criminals.

The relationship between the investigated hybrid financial conflictssméss
activity is proved. The necessity of aggregating the organizational and economic
tools for countering hybrid financial conflicts under the conditions of modern
challenges and threats is substantiated. For this purpose, typical scenarios of tf
introduction of organizational and economic measures to combat hybrid financial
conflicts into the practice of functioning of business units have been conceptualized
A unified approach to the strategic and operatidaetical response to
manifestations of fiancial fraud, raiding, corruption and unfair competition will
contribute to their timely detection, prevention and neutralization of the destructive
impact on the financial security of business entities in the procegshalization.

The dissertation isan independent study in which new theoretical and
methodological principles, scientific and applied aspects of substantiation of
directions for strengthening the financial security of business entities in Ukraine
under the conditions of hybrid financialrdticts have been developed. The practical
significance of the obtained results is that the main scientific provisions, conclusions
and recommendations formulated in the work have a practical direction and can b
used to improve the efficiency of managitite financial security of business
entities. The implementation of the results of the dissertation research is confirmec
by relevant references.

Keywords: financial interests, financial security of business entities, hybrid
financial conflict, raiding, fiancial fraud, unfair competition, corruption,
management of financial security of business entities, digitalization, military
aggression.
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CxeMH THNOBI 03HAKH
TIHBOBOT
EKOHOMIYHOT
— IiSUTBHOCTI

—>| Peectpauis cy0’eKTiB MANPHUEMHHLTBA HA I1JICTABHHX 0Ci0 |

—>| Ha3zgu cy0’exTiB nianpueMHUITBA 10A10HI 10 HA3B AEP/KABHUX MIAPUEMCTB |

BijcyTHicTs 03HaK cTaryTHOT AisNIbHOCTI 200 3/11HCHEHHS TAKOT AISUILHOCTI

B MiHIMaJILHOMY 00Cs31

[MopiBHAHO KOPOTKHI TEPMIH ICHYBaHHS Cy0 €KTIB MINPHEMHUITRA (TAK 3BaHI “OMHONCHKH
o

> “amu’”, “MeTenHKn” ICHYIOTh, 3a3BHYAl, Y MEKAX OJIHOTO MOJATKOBOTO MEepiofy, M0 YCKIaIHIOE
MOYKJTHBICTB KOHTPOJIIO 38 IXHBOK AISUIBHICTIO)

HeMokIMBICTh BUSBICHHS CY0 €KTIB MIJIIPHEMHHIITBA 3a MICLIEM PEECTparii Ta
MICIIE3HAXO/PKCHHS CITy00BUX 0¢i0 (MUpeKTOpa, TOJOBHOTO DyXranTepa)

Bukopuctanus GpiKTHBHHX
cy0’€KTIB MIAIPHEMHHUIITBA

HeBianosigHicTs XapakTepy IPOMIOBHX MTOTOKIB €y0’ €KTIB TiINPHEMHHIITBA
3a1eKIapOBaHOMY BHLY JISTTBHOCTI

BizcyTHicTh y ¢y0 €KTIB NIANPHEMHHLITBA OCHOBHHX 3aC00iB i HAHHATHX IPALiBHHKIB,
HEeoOXiTHHX JUTA 3/1IHCHEHHA 3a/IeKIapOBAHOTO BHIY JAISITBHOCTI

Odicy cy0’eKTiB NI NPHEMHHLITBA, 10 BXOIATH JI0 CKJIa/ly KOHBEPTALIIHOTO LEHTPY,
3a3BHYall, MAKOTh BEJIHKY OXOPOHHY MEpeKy

v

m
E- —>| TlepeBarkHO KOPOTKHiT TEPMIH ICHYBaHHS
g o
E= |, 3HaYHHI BXITHHIH Ta BUXiTHHIT TPOIIOBHMH MOTIK BIPOMOBK 00H 3 HU3BKHM 3aJTHIIIKOM KOIIITIB
s .
£ z Ha KiHelb A
1 E= - — - — -
= N BusiBIIeHHS B TIPHMITIIEHHAX BETHKOI KiJIBKOCTI MeYaTOoK, ITAMITIB PI3HHX OPHIHYHHX 0Cif,
= o . s
= Mix co60r0 GopMaIbHO He OB A3aHUX
A o
g |, 3acTocyBaHHsA 0araTOCTOPOHHIX PO3PaxyHKIB i TIATEXKIB 3 BETHKOIO KiTbKICTIO YUaCHHKIB
g TaKHX Omepailii, SKi pO3TalIoBaHi B PI3HUX TEPHTOPIATEHUX OTHHUIIAX
[, 306ir peKBi3NUTIB YUacHHKIB omneparliil (aapecy Micie3naxo/KeHHs opranizaniii tTa/abo
[P-aapecn, 3 AKUX TMOIAETHCA CICKTPOHHA 3BITHICTE)
=
= [, BuxopHCcTaHHA AK MIICTABH JUIA MIXKHAPOIHHX TpaH3akuiil (anbcHbikoBaHHX
E=3 KOHTPAKTIB 3 O(ILIOPHUMH KOMITAHISIMU
= L = =
T H=EQ
T =T ™
T e R
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CKOHOMIKH KpaiHi
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JIOKAIERL T8 NICCAISEI N HecTabINEHICTE Ta NpoTaiHHA Mif 4ac sAificHeHHs
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MNOCTHAHACMIYHOTO TIEPIOLY
N HE/TOCKOHAITICTh CYTO0BOL
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KPEJAMTHOIO PeryjlBaHHA L. |e MOJITHKH Ta AisIbHOCTI
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