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Hucepraliito mpucBsiueHO (HOPMYBAHHIO IUTICHOT KOHIEMI[i KOHCTUTYIIHHO-
MpaBOBUX 3acaji B3aeMOJIi JIOJUHM 1 JIepKaBM B yMoOBax 1HGOpPMAIIHHOTO
CYCHTBCTBA, 3/1aTHOT CTATH JTOKTPUHAIHLHOIO OCHOBOKO JIJISl BIATIOBITHUX MOJIITHKO-
npaBoBUX pedopM B YKpaiHi.

Y po6oti 3’siCOBaHO ICTOPUYHI MEPEIyMOBH CTAHOBJIEHHS Ta PO3BUTKY
KOHCTHUTYIIMHO-TIPAaBOBUX B1IHOCUH JIFOJIMHHU 1 IEpP>KaBU B yMOBaX 1HPOpMaIiitHOT O
CyCHUTBCTBA, PO3KPUTO OCHOBHI KOHIIEMIIii iH()OpMAIIIITHOTO CycHiIbCTBA Ta iXHIM
BIUTUB Ha KOHCTUTYIIHHO-TIPABOB1 BITHOCHHH, OXapaKTEPHU30BaHO OCHOBHI Teopii
Ta KOHIENIi B3aeMOAli JIOAWHM 1 JepKaBH B yMoBax 1HGOpMaIIHOTO
cycninbcTBa. KpiM TOro, B poOOTI BHOKPEMJICHO MIKHAPOJIHO-TIPABOBI CTaHIapTH
B3a€EMOJIIT JIFOAMHU 1 Jep)KaBM B yMOBax 1HGOPMAIIHHOTO CYCIUIBCTBA Ta
BU3HAUWUTH iXHIA BIUIMB HAa KOHCTHUTYIIHE 3aKOHOJABCTBO, Y3arajlbHEHO Ta
KPUTUYHO  OIIIHEHO  JIOCBiN  3apyODKHMX  Jep)kaB 1m0a0  (HOopMyBaHHS
KOHCTUTYIIIHHO-TIPABOBUX 3acajl B3aeMOAIl JIOJWHUA 1 JepKaBU B yMOBax
iHbopMarliitHoro cycniabcTBa. HamaHo pO3rOpHYTY XapakTEpPUCTHKY CY4acHOTO
CTaHy 1 MePCIEeKTHB PO3BUTKY KOHCTUTYI[IHHO-TIPABOBOTO 3a0€3MEeUEHHS B3a€MOIIT
JOOWHU 1  Jep)KaBU B yMoOBaxX 1H(QOpPMAIIHHOTO CyCHiIbCTBA B YKpaiHi,
chopMyIbOBAaHO HAayKOBO OOIPYHTOBaH1 MPOMO3MIII I0JAO0 BIOCKOHAJCHHS
KOHCTUTYIIIHHO-TIPABOBUX 3acaJl y TOCTIKYBaHil chepi.

OO6rpyHTOBaHO TE€3y TMpPO T, IMO B AaCMEKTI IEHE3W CBITOBOIO
KOHCTUTYIIIOHANII3MY Ha (OpPMHU, 3MICT 1 IMHAMIKY B3a€MOJIIi JIIOJUHU 1 Iep>KaBU
ICTOTHO BIUIMBAlOTh, 3 OJAHOr0 OOKy, 1H(opMailiiiHi peBOJIOINIi, a 3 IHIIOTO —

«HAIlIAPYBAHHS» TPOSIBIB NPABOBOI JepxkaBU (CIOYATKY Ji0epaibHUN, MOTIM



JEMOKpPaTUYHUMA, a 3r0JIOM 1 COLialibHUI), OOTPYHTOBAHO, 110 HA ChOTOJHI Taka
B3a€EMOJIsl  BiIOYyBaeThcsi B YMOBAaX pO3rOPTaHHS  IIOCTOI  (MEPEXEBOi)
1HpopMaIliitHOT peBoIIOLIi Ta Po30YJ0BH COLIIAIbHOI TPABOBOI 1€PKABHOCTI.

CTBepKYy€eThCS, 1110 CTAHOBJIEHHS KOHCTUTYLINHOI JEP>KaBHOCTI B aCIMEKTI
iHpopMarlliiiHoi B3aeMOJii JIIOAMHM 1 JepKaBU BinOyBajocs B HANpPSIMKY
PO3LIMPEHHS HOPUANYHUX MOXJIMBOCTEM g rpomaisH (miggaHux): a) OpaTu
y4acThb B OOrOBOPEHHI JIepKaBHO-BIAIHUX PIIIEHb, Y T.4. MiJAaBaTH 1X MyOaI4H1N
KPUTHILL; 0) 3BEpTATHUCS 10 OPTaHiB JIep>KaBHOI BJIA/IM 31 CKapraMu 1 NpONo3uLiIMH;
B) 3/IIMICHIOBAaTH KOHTPOJIb 32 OpraHaMu JiepKaBu, TOOTO OTpUMYBATH 1H(POPMAITIO
o iX IISUTbHICTD, IPUNHSATI PILICHHS Ta aKTH 3 MOSICHEHHSM MPUYHH 1 OYIKYBaHUX
HACJIAKIB X MPUIAHATTS.

KoncratoBano, 110 iHopmariiiina B3aEMOo/Iisi MK 0COO0F0 1 KOHCTUTYIIHHOIO
JepKaBOKO TIPHU3BEIA JI0 BU3HAHHS 1 3aKPITUICHHS HU3KA OCHOBHHX IpaB i cBOOOA
JIOJMHU 1 TPOMaJsgHMHA (TaKUX, SK CBOOOJa cioBa, cBOOOJA NPYyKy, cBOOOna
NeTUIlid, mpaBo Ha iH(opMallio), aeskux ¢opMm Oe3rnocepeHbOi JeMOKpaTii,
30Kkpema BUOOPIB 1 pedepeHyMiB (B 000X BUMAAKaX BiJ rPOMaJsiHUHA BUMATraeThCs
BUCJIOBUTH CBOIO JYMKY, MO3UIlII0 3 NMPUBOJY IMEBHUX KAHIUJAATYp YU MHUTaHb
CYyCHUTBHOTO 3HAYECHHS), a TAKOXXK BIATOBIIHOI 3MIHH B MOPSAIAKY (TEXHOJIOTIT) iX
peaizaiii.

3anmponoHOBaHO TOPSA 13 HASBHUMH TapaMmeTpaMud  iHQopMaiiiHoi
pPEANbHOCTI BKJIIOYUTH OO0 11 XapaKTePUCTUKHU JIIOJUHOBUMIPHI 3MIHH, KOTpI
BinmOyBalOThCI B HIHM, TOOTO JOMOBHUTH  COIIAILHO-TEXHIYHUNA  oOpa3
iHGOpPMAIIIITHOTO CYCHUIBCTBA COIIATBbHO-aHTPOMOJOTTYHUMH O3HAKaMHU 1, TAaKUM
YIUHOM, 3a()IKCYBaTH MOSIBY «IIOJAUHH 1HHOPMAIIHOT», KOTPA BUCTYIIAE €IEMEHTOM
iHbOpMAaITiiTHOT pealbHOCTI HE TUTBKH SIK CYO’€KT, aje U sIK «omu(poBaHa 4acTKa
T HKUTATBHOTO TIPOCTOPY.

3BepHYTO yBary Ha Te, Mo (opMyBaHHS MiKHAPOIHO-TIPABOBUX CTAH/IAPTIB
B3a€MO/11 TIOJIUHM 1 IEpKABU B yMOBaX 1H(GOPMaLIHOTO CyCIIbCTBA B11OYBA€ThCS
3a JBOMa OCHOBHMMHM HampsiMaMu: a) 3a0e3meueHHs TMpaB JIOAWHU B

iH(pOopMaIlitHOMY CYCIHUIBCTBI; 0) pO3BUTOK €IEKTpOHHOro BpsanyBaHHs. Cepen



MDKHAapOJHUX CTaHAApPTIB 3a0e3leyeHHsl MpaB JIOJUHU B 1H(QOpMaLIHHOMY
CYCIUJIbCTB1 MO’KHA BUOKPEMUTH CTaHJAPTH BU3HAHHS 1HPOpMaLIMHKUX MpaB 0cooH,
CTaHJApPTU JOCTYIy A0 Mepexi IHTEepHEeT 1 cTaHAapTH MOBOIKEHHSA B Mepexi. Y
CBOIO 4Yepry, cepel CTaHJIapTIB E€JIEKTPOHHOIO BPSAYBaHHS BHUPIZHAIOTHCS
CTaHAapTu 1H(OPMAIIHHOT BIAKPUTOCTI AepxkaBu (y T.4. CTaHIAPTH JAOCTYILY 0
nyOniyHoi 1H(opmanii), cTaHAapTH HaJAaHHS EJIEKTPOHHUX MYOIIYHUX MOCHYT 1
CTaHJAPTH €JICKTPOHHOT IEMOKpATIi.

[IponemMoHCTpOBaHO, 110 KOHCTUTYIIHHO-TIPABOBE 3a0€3MEUCHHS BITHOCUHU
JIOJIUHH 1 IepKaBU B yMOBax 1H(OOPMAIIIHOTO CyCHUTLCTBA 3A1MCHIOETHCS IIUISIXOM
CEKTOPAJIIBHOTO 3aKOHOJABUOTO pPETYNIOBAaHHSA, TOOTO BHOPMYBAHHS OKpPEMHUX
acnekTiB peanizamii iHGopmaiiitHux npaB ocobu Ta BukopuctanHs IKT vy
3MIMCHEHH1 TyOJiyHOT BIAaW, 30KpeMa depe3 3alpoBaPKEHHS TEXHOJOTIH
CJICKTPOHHOTO BPSIYBaHHS Ta EJIEKTPOHHOTO TMPAaBOCYAIsA. 3HAYHY pOJIb Yy
KOHCTUTYIITHO-TIPAaBOBOMY PETYJIFOBaHHI JOCIIKYBaHOI cdepu CyCHUTBHUX
BITHOCUH TPAJMIIINHO 3IIMCHIOETHCS 3a JOMOMOTOI TOJIITHKO-TIPABOBUX aKTiB
JIEKJIapaTUBHOTO XapakTepy (IeKimaparlliii, cTpaTerii, riaHiB).

Bigznaueno, mo ceporo CyMDKHUX 1HTEPECIB JIFOJAUHU 1 IEP>KaBU B yMOBax
iH(pOpMaIIIITHOTO CYCIIbCTBA € KibepOesneka. [Ipu 1iboMy 3araibHUM HAIIPSIMKOM
JIEp>KaBHOI MOITHKYU € IPUUHATTS AePKABHUX MPOrpam (CTpaTerii), CipSsMOBaHUX
Ha 3a0e3nedeHHs iHpopMaIliiHoi 6e31eKu B MepexKi [HTepHeT, a OHUM 13 HAHO LTBIIT
MOIMUPEHUX METOMIB pEryiatoBaHHS B Miid cdepl — OOMEKEHHS IOCTymy 0
iHbOpMAaIIITHIX PecypcCiB, SKI MOMMPIOIOTHCA 3 BUKOPUCTAHHSAM Il MEpexi, Ta
NPUTSATHEHHS 10 HOPUINYHOI BiIMOBiAAIBHOCTI 0Ci0, BHHHUX Y BYHHCHHI
MpaBoNOpyIIeHb 13 BUkopuctanusm IKT.

AKIIEHTOBaHO yBary Ha Te, IO TiIHO 3 4MHHOI0 KoHcTuTyIieo YkpaiHu
B3aEMOJIIS JIIOAMHU 1 JIepaBM B YMOBax I1H(QOPMAIIMHOTO CYCHUTIHCTBA MAa€
IPYHTYBAaTUCh Ha BU3HAHHI MpaB JIOAWHM (y T.4. iHPOpMAIIHHUX MpaB 1 cBOOON) i
OyTH opieHTOBaHa Ha 3a0e3mnedeHHs 1i Oe3neKku 1 BceOIYHOro pPO3BUTKY, aine 0e3
3alpOBAKEHHS 1IEH3YpHUX 3axoiB. [Ipu npoMy, 3 oryisiay Ha BUMOTH 4. 2 cT. 19

OcHoOBHOTO 3aKOHY, BC1 OpraHu JIep>KaBHOI BJIaJIA Ta X OCag0B1 0coOu 3000B’ A3aH1



3a0e3nedyBaT O3HAYEH1 LIl W MPIOPUTETH, AIIOYM JIMIIE HA MIJACTaBl, B MEXaxX
MOBHOBAXXEHb Ta y cnoci0, mio nepegodoadeHi KoHcTutymiero ta 3akoHaMu Y KpaiHu.

BusnaueHo, 110 perynroBaHHA KOHCTUTYLIMHO-TIPABOBUX 3acaj] B3aeMOJii
JIIOJIMHY 1 IEp’KaBU B yMOBaX 1HPOPMaIIiftHOTO CycNiIbCTBAa B YKpaiHi Bi10 yBaeThCs
3a 4OTUpPMa OCHOBHUMHM HampsMKaMmH (CeKkTopamu): 1) 3acaau mpaBOBOTO CTATyCy
ocodu B 1H(GOpMAIIMHOMY CYCIUIBCTBI; 2) 3acaJd NPaBOBOTO CTAaTyCy 3aco0iB
macoBoi 1H(popmallii B iHopManiiHOMY CycnuibCcTBi; 3) 3acaad MyOIIYHOTO
BpsAyBaHHS B yMoBax iH(opmaunidHoro cycniuibcTBa (y T.4. €JIEKTPOHHE
BpSAYBaHHS Ta €NEKTPOHHI PopMuU AeMOKparii y4acTi); 4) 3acaau iHGOpMaIIHOT
Oe3neku JIOAMHU 1 JepkaBU B yMOBax IH(poOpMaliiHOro cycmnuibcTBa. Take
CEKTOpaJIbHE pPETYNIOBaHHS BapTO TNPOJOBKUTH, OCKUIBKH BOHO CKJIAJIOCS
00’ €KTHUBHO, BIANOBIIa€ BHYTPIIIHHOCUCTEMHHM 3B’ s13KaM y Mexax iH(popMaIiiHo1
chepu 1 3apyOXKHIM MPAKTUII HOPMOTBOPEHHS 1 MPABO3aCTOCYBaHHSI.

OOG6rpyHTOBaHO HEOOXIAHICTH po3poOku HOBOI CrpaTerii  poO3BUTKY
iHhOpMaIIIITHOTO CYCIUIBCTBA B YKpaiHi, pPO3paxOBaHOi Ha JIOBTOCTPOKOBY
nepcriektuBy (1o 2050 p.). Bona Mae mnepenbayaTtv, 30KpeMa, PpPO3BHUTOK
€JIEKTPOHHOT JIeMOKpaTii, €JIeKTPOHHOT EKOHOMIKH, eJEKTPOHHOI KOoMepIlii,
CJIEKTPOHHOTO CYAOUYMHCTBA, EJIEKTPOHHUX TMOCIYT, EJEKTPOHHOI KYJIbTYpH,
€JICKTPOHHO1 OCBITH, €JICKTPOHHOI METUIIMHH, €JIEKTPOHHO1 1HPPaCTPYKTYpH TOIIIO.

OnHuM 13 TIPIOPUTETHUX 3aBAaHb y cdepi 3a0e3nedeHHsT KOHCTUTYIIHHUX
3acaji B3a€EMO/I11 JIIOJIMHU 1 IepKaBU B CYYaCHUX YMOBaX PO3BUTKY iH(OPMAIIHHOTO
CYCIIUIbCTBA B YKpaiHi € yHOPMYBaHHS MIsUIBHOCTI B KibepmpocTopi. [Ipu npomy
HEOOX1THO, 3 OJTHOTO0 OOKYy, HaJIMHO 3aXHCTHUTH KOHCTHUTYIIIHHI ITpaBa i cBOOOIU
JIOJIMHU 1 TPOMAJSTHUHA B KIOEpIPOCTOPi, a 3 IHIIOTO — YHUKHYTH TOTaJTITapHUX
MpOsBIB Ta CcHpo0 NPHUIYIICHHS OMO3UIIMHMX enekTpoHHuX 3MI. Bomnouac
HEOOXITHO TPOJOBKUTH «iH(OpMATH3AIiO» yCiX chep CYCHUIBHOTO >XUTTA 1,
BIJIMOBITHO, «IIPOHUKHEHHS» HOPM 1H(QOPMAIIHHOTO XapakTepy 10 IHIIUX
3aKOHOAaBYMX akTiB. [lepeyciM 11e CTOCYEThCS HaAaHHS aAMIHICTPATUBHUX MOCIYT
Ta 31MCHEHHS PaBOCY/IIA.
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ABSTRACT

Roskoshnyi 1. V. Constitutional and legal principles of human-state
interaction in the information society. — Qualification scholarly paper: a
manuscript.

Thesis submitted for obtaining the Doctor of Philosophy Degree in Law,
Speciality 081 — Law. — V. N. Karazin Kharkiv National University, Ministry of
Education and Science of Ukraine, Kharkiv, 2021.

The dissertation is devoted to the formation of an integral concept of the
constitutional and legal foundations of human-state interaction in the information
society, which can become a doctrinal basis for the corresponding political and legal
reforms in Ukraine.

The work clarifies the historical prerequisites for the formation and
development of constitutional and legal relations between a person and the state in
the information society, reveals the main concepts of the information society and
their impact on constitutional and legal relations, characterizes the main theories and
concepts of human-state interaction in the information society. In addition, the work
highlights international legal standards for human-state interaction in the
information society and determine their impact on constitutional legislation,
summarizes and critically evaluates the experience of foreign states in the formation
of the constitutional and legal foundations of human-state interaction in the
information society. A detailed description of the current state and prospects for the
development of constitutional and legal support for human-state interaction in the
information society in Ukraine is presented, scientifically grounded proposals are
formulated to improve the constitutional and legal framework in the field under
study.

The thesis is substantiated that, in the aspect of the genesis of world
constitutionalism, the forms, content and dynamics of interaction between man and
the state are significantly influenced, on the one hand, by information revolutions,
and on the other, by the "stratification" of manifestations of the rule of law (first
liberal, then democratic, and later and social), it is substantiated that today such



interaction takes place in the context of the deployment of the sixth (network)
information revolution and the development of social legal statehood.

It is argued that the formation of constitutional statehood in terms of
information interaction between man and the state was in the direction of expanding
legal opportunities for citizens (subjects): a) to participate in the discussion of
government decisions, including subject them to public criticism; b) appeal to public
authorities with complaints and suggestions; c) exercise control over state bodies,
I.e. receive information about their activities, decisions and acts with an explanation
of the reasons and expected consequences of their adoption.

It is stated that the information interaction between a person and the
constitutional state has led to the recognition and consolidation of a number of
fundamental human and civil rights and freedoms (such as freedom of speech,
freedom of the press, freedom of petition, right to information), some forms of direct
democracy, including elections and referendums. (in both cases, the citizen is
required to express his opinion, position on certain candidates or issues of public
importance), as well as the corresponding change in the order (technology) of their
implementation.

It is proposed to include along with the available parameters of information
reality to its characteristics of human-dimensional changes that occur in it, i.e. to
supplement the socio-technical image of the information society with socio-
anthropological features and thus record the emergence of "information man", which
Is an element of information reality. as a subject, but also as a "digitized particle" of
digital space;

Attention is drawn to the fact that the formation of international legal
standards of human-state interaction in the information society takes place in two
main areas: a) ensuring human rights in the information society; b) development of
e-government. Among the international standards of human rights in the information
society are the standards of recognition of information rights of the individual,
standards of access to the Internet and standards of conduct on the Internet. In turn,
e-government standards include standards of state information openness (including

standards of access to public information), standards for the provision of e-public



services and e-democracy standards.

It is demonstrated that the constitutional and legal support of the relationship
between man and the state in the information society is carried out through sectoral
legislation, i.e. standardization of certain aspects of information rights and the use
of ICT in public administration, in particular through the introduction of e-
government and e-justice. A significant role in the constitutional and legal regulation
of the studied sphere of public relations is traditionally carried out by means of
political and legal acts of declarative nature (declarations, strategies, plans).

It is noted that the area of related interests of man and the state in the
information society is cybersecurity. At the same time, the general direction of state
policy is the adoption of state programs (strategies) aimed at ensuring information
security on the Internet, and one of the most common methods of regulation in this
area - restricting access to information resources distributed using this network and
attracting legal liability of persons guilty of committing offenses using ICT.

Emphasis is placed on the fact that with the current Constitution of Ukraine,
the interaction of man and the state in the information society should be based on
the recognition of human rights (including information rights and freedoms) and be
focused on ensuring its security and comprehensive development, but without
censorship measures. In this case, given the requirements of Part 2 of Art. 19 of the
Basic Law, all public authorities and their officials are obliged to ensure these goals
and priorities, acting only on the basis, within the powers and in the manner
prescribed by the Constitution and laws of Ukraine.

It is determined that the regulation of the constitutional and legal principles of
human-state interaction in the information society in Ukraine takes place in four
main areas (sectors): 1) the principles of the legal status of a person in the
information society; 2) the principles of the legal status of the media in the
information society; 3) principles of public governance in the information society
(including e-government and electronic forms of participatory democracy); 4) the
principles of information security of man and the state in the information society.
Such sectoral regulation should be continued, as it has developed objectively,



corresponds to intra-system relations within the information sphere and foreign
practice of rule-making and law enforcement.

Conceptual approaches to reforming the constitutional and legal foundations
of human-state interaction in the information society in Ukraine are proposed, in
particular: 1) the thesis on the inexpediency of continuing work on the development
of the Information Code of Ukraine is substantiated; 2) it is proposed to continue
regulation in this area in four main areas (sectors): a) the principles of the legal status
of the person in the information society; b) the principles of the legal status of the
media in the information society; c¢) principles of public governance in the
information society; d) the principles of information security of man and the state in
the information society; 3) proved the need to develop a new Strategy for the
development of the information society in Ukraine, designed for the long term (until
2050), proposed its main directions and principles.

The necessity of developing a new Strategy for the development of the
information society in Ukraine, designed for the long term (until 2050), is
substantiated. It should include, in particular, the development of e-democracy, e-
economy, e-commerce, e-justice, e-services, e-culture, e-education, e-medicine, e-
infrastructure, etc.

One of the priority tasks in the field of ensuring the constitutional principles
of human-state interaction in the modern conditions of information society
development in Ukraine is the standardization of activities in cyberspace. At the
same time, on the one hand, it is necessary to reliably protect the constitutional rights
and freedoms of man and citizen in cyberspace, and on the other - to avoid
totalitarian manifestations and attempts to suppress opposition electronic media. At
the same time, it is necessary to continue the "informatization" of all spheres of
public life and, accordingly, the "penetration” of information norms into other
legislative acts. This primarily concerns the provision of administrative services and
the administration of justice.

Key words: information, information society, constitutional principles of
social order, constitutional state, e-government, e-democracy, information human

rights, international standards.



