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cepelHiid Ta BUCOKHIA) c(hOopMOBAHOCTI MPOpECIHHOI KOMIETEHTHOCTI 0 peaji3allii
1HpopMaliiHOoi Oe3nekn y MaifOyTHIX (axiBUiB 1isl CHEPH EIECKTPOHIKK, METPOIOTI]
Ta PagIOTEICKOMYHIKALIA y KPUTEPISIX (CUCTEMHO-YIPABIIHCHKUI, HOPMATUBHUI Ta
MOTHUBAIIAHUN ), KOHKPETU30BAHO METOAOJOrIYHI Ta PO3KpUTO 1H(OPMAIliiiHO-
TEXHOJIOTIYHI acneKkTH 3albe3neueHHs (opMyBaHHs MPO(PECIiHHOT KOMIETEHTHOCTI
MaiOyTHIX (axiBuiB a0 peanizauii iHGopManiiHOi Oe3nekn y cepl eNeKTPOHIKH,
METPOJIOTI] Ta paalOTENCKOMYHIKALIH;, CPOPMYJIbOBAHO Y ABTOPCHKOMY TJIYMAU€HHI
aeQiHinli — «mpodeciiiHa mAroToBKa MaiOyTHIX (axiBuiB 10 peamisamii
1HpOopMaLIHiHOT Oe3nexu y chepi EIICKTPOHIKH, METPOJIOTTi Ta
pamioTeNEKOMYHIKaLiiiy, «npouec npodeciiiHoi miAroToBKA MaiOyTHIX (haxiBUIB 31
3a0e3neueHHs: HaOyTTs MPOodeciiiHOi KOMIETEHTHOCTI A0 peanizanii iHpopmariiHoi
Oesnekn Yy cepl  CNEKTPOHIKM, METPOJIOTrI Ta  PaalOTEICKOMYHIKAIIi»;
Bepr(IKOBaHO 3a OanbHUM OLIHIOBAaHHIM €(EKTUBHOCTI MOAEII OpraHizamii
(dhopMyBaHHs PodeCiiiHOT KOMIETEHTHOCTI A0 peajtizailii iHpopMaliifHOi O€3MEKu y
MaiOyTHIX (axiBLiB 1yis CPEPH CIEKTPOHIKH, METPOJIOTIT Ta PaalIOTENEKOMYHIKAIIIi;
MOJAJTBIIONO PO3BUTKY HAOYJIM METOOJIOTIYHI MOJIOKEHHS 3MICTOBOTO HAMOBHEHHS
Ta HAyKOBO-METOJMYHOIO, 1HPOPMALIIfHO-TEXHOIOTTYHOrO CYMpOBOAY MpoQeciiiHOi
NiArOTOBKM MaiOyTHIX (paxiBUiB 10 peamizamii iH(popmauniiHoi Oe3neku y chepi
EJICKTPOHIKH, METPOJIOTIi Ta paalOTEIEKOMYHIKALIIH.

[IpakTiyHEe 3HAUEHHS OJCP)KAHMX PE3YJIBTATIB MOJSArae y TOMY, WLIO:
po3pobiieHo 1 anpodoBaHo «KBAPTETY oCBITHIX MOIyJIB 3a IUKJIAMHA 3arajbHo1,
npodeciitHoi Ta chemiajbHOi MIATOTOBKA B OCBITHIX KOMIOHEHTaX AMCIMILIIH 1
NPAKTHK Npo¢eciiiHol miAroToBku MaiiOyTHIX (paxiBuiB 1uist rajry3i 3HaHb A OCBITa,
cnemianbHocTi A Ilpodeciitna ocpita, cnemiamizamii «{uppoBi TexHOMOM» Ta
«EnexTpoHika, METPOJIOris Ta paaioTENICKOMYHIKallli» — coliaiabHa Ta 1HdopMaliiina
MOJIITUKA, METPOJIOTis, 1H(OpMAaIIiHI MEHEIKMEHT Ta Oe€3leKa, TEXHOJOrIN;
3aMpOMOHOBAHO  MOJEPHI30BAHWIA 3MICT MPOTPAMHHMX PE3YJIbTaTiB HABYAHHS,
3aralbHUX KOMIIETEHTHOCTEH, crnemiabHuX ((paxoBHX) KOMIIETEHTHOCTEH 3ayis
(¢opMyBaHHsS MPOMO3UIIA A0 OHOBJICHHS CTaHAapTy BUIIOI OCBITHM YKpaiHM 3a

cnemianbHicTio 015 «IIpodeciiina ocBiTa (32 coemiamizamissMH)» Ui MEPIIOTO



(OaKkalaBpChbKOTO) PIBHS BWIINOI  OCBITH, PO3pOOJEHO 3aco0M METOJAMYHOTO
CYNPOBOAY OCBITHIX KOMIIOHEHTIB i cnemiamizamiid «ugposl TexHomoriiy —
«Beryn no0 cnemansHOCTY, «OcHOBM KiOepOe3nekn», «TexXHOnorii HaB4YaHHS,
iHpopMmaiiHl  TexHoJorii  (MepexkeBl)» Ta «EnekTpoHika, MeTposioris Ta
pamiorenekomyHikamii» — «Beryn mo daxy», «Indopmaniiina Ge3neka Ta 3axucT
tHpopMmarii», « L {TudppoBi OCBITHI Ta KOMYHIKATUBHI TEXHOJIOTI] B ramy3i».

Knrwuoei cnoea: npogeciiina  niocomoska, — ingopmayiiina  besznexa,
HayionaneHa Oesnexd, 3aXuUcm OaHux, eleKmpoHHi cucmemu, bezneyna nepeoadd
OanUx, KOHMPOIIOBAHHS OOCMYNY, THPOpMayiliHi mexnonoeil, 3akiao suuoi oceimu,
MaibymHi paxisyi, eJIeKmpoHixd, Memponocis,  padiomeieKoOMyHIKayil,
iHGhoOpMayitiHO-KOMYHIKAYIHI  MexHON02ll, KOMYHIKayil, yugpoesizayis, meopis i
Memoouka npodgecitinol ocgimu, baxanaspu npogheciiiHoi ocgimu, 3acodu XMapHux

MexXHON02IN, OCCIMHIT npoyec, OP2AHI3AYIs OCBIMHLO20 Npoyecy.



ANNOTATION

Mabhilevskyi V.V. Professional training of future specialists for the
implementation of information security in the field of electronics, metrology, and
radiotelecommunications. — Qualifying scientific work as a manuscript.

Dissertation for the degree of Doctor of Philosophy in specialty 011
"Educational, Pedagogical Sciences" — Drahomanov Ukrainian State University,
Kyiv, 2026.

The dissertation research achieves its goal, which consists in the development,
theoretical substantiation, and experimental verification of a model for organizing the
formation of professional competence for the implementation of information security
in  future specialists for the field of electronics, metrology, and
radiotelecommunications.

The research tasks have been solved, namely: an axiological and comparative
analysis of the thesaurus, state, and prospects of the pedagogical problem in academic
achievements was performed; content, formal-logical, and comparative analyses of
international and national regulatory and legal support for the professional training of
future specialists were conducted; the design of a model for organizing the formation
of professional competence of future specialists for the implementation of
information  security in  the field of electronics, metrology, and
radiotelecommunications was developed and substantiated; the effectiveness of the
model was experimentally verified under specific pedagogical conditions based on a
developed criteria apparatus for assessing the level of professional competence.

The scientific apparatus of the study is defined, substantiated, and disclosed:
the object of the study is the process of professional training of future specialists to
ensure the acquisition of professional competence for information security
implementation; the subject of the study is the organizational model (content, forms,
and methods) of forming professional competence for information security
implementation for future specialists in the field of electronics, metrology, and

radiotelecommunications.
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The scientific novelty of the findings of the pedagogical research is highlighted
— for the first time: the theoretical and methodological foundations of the pedagogical
problem of professional training of future specialists for the implementation of
information  security 1n  the field of electronics, metrology, and
radiotelecommunications were substantiated; an organizational model for forming
professional competence for the implementation of information security in future
specialists for the field of electronics, metrology, and radiotelecommunications was
developed, substantiated, and verified; a "QUARTET" of educational modules was
introduced according to the cycles of general, professional, and special training in the
educational components of professional training of future specialists for Knowledge
area A Education, specialty A15 Professional Education, specializations "Digital
Technologies" and "Electronics, Metrology, and Radiotelecommunications" (social
and information policy, metrology, information management and security,
technologies); pedagogical conditions for the implementation of professional training
of future specialists for the implementation of information security in the field of
electronics, metrology, and radiotelecommunications were developed, substantiated,
and verified (formation of a favorable environment for fostering information culture
— educational project "Information Reconnaissance: from data search chains to
determining their reliability"; equipping the toolkit of information-technological
support/service — the outlines of the structure of modern information-technological
support and service in HEIs were defined, an algorithm for applying scientometric
services 1n the educational process "Scientometric digital profile of a young
researcher" was proposed, and network information security of the system — an
intensive special course "Cybersecurity in the field of education, science, and
mnovation: from training to competence” and a guide on cyber-hygiene for students
were developed); a criteria apparatus for diagnosing levels (sufficient, average, and
high) of the formation of professional competence for the implementation of
information security in future specialists for the field of electronics, metrology, and
radiotelecommunications 1n criteria  (systemic-managerial, normative, and

motivational ); methodological aspects were specified and information-technological
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aspects of ensuring the formation of professional competence of future specialists for
the implementation of information security in the field of electronics, metrology, and
radiotelecommunications were disclosed; definitions were formulated in the author's
interpretation — "professional training of future specialists for the implementation of
information  security in  the field of electronics, metrology, and
radiotelecommunications”, "the process of professional training of future specialists
to ensure the acquisition of professional competence for the implementation of
information  security in  the field of electronics, metrology, and
radiotelecommunications”; the effectiveness of the model for organizing the
formation of professional competence for the implementation of information security
in  future specialists for the field of electronics, metrology, and
radiotelecommunications was verified by scoring assessment; methodological
provisions of content filling and scientific-methodological, information-technological
support of professional training of future specialists for the implementation of
information  security in  the field of electronics, metrology, and
radiotelecommunications were further developed.

The practical significance of the results obtained lies in the fact that: the
"QUARTET" of educational modules has been developed and tested across the cycles
of general, professional, and special training in the educational components of
disciplines and practices of professional training of future specialists for the field of
knowledge A Education, specialty A Professional Education, specializations "Digital
Technologies" and "Electronics, Metrology, and Radiotelecommunications”" — social
and information policy, metrology, information management and security,
technologies ; the modernized content of program learning outcomes, general
competencies, and special (professional) competencies has been proposed for the
formation of proposals for updating the Standard of Higher Education of Ukraine for
specialty 015 "Professional Education (by specializations)" for the first (bachelor's)
level of higher education ; means of methodological support for educational
components have been developed for the specializations "Digital Technologies" —

"Introduction to the Specialty," "Fundamentals of Cybersecurity,” "Learning
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Technologies, Information Technologies (network)" and "Electronics, Metrology,
and Radiotelecommunications" — "Introduction to the Profession," "Information
Security and Data Protection,” "Digital Educational and Communicative
Technologies in the Field".

Keywords: professional training, information security, national security, data
protection, electronic systems, secure data transmission, access control, information
technologies, higher education institution, future specialists, electronics, metrology,
radiotelecommunications,  information — and  communication  technologies,
communications, digitalization, theory and methodology of professional education,
bachelors of professional education, cloud technology tools, educational process,

organization of the educational process.



10

CHUCOK NMYBJIKALIA 3105YBAUA

Hayxkogi npaui, B skux omy0/1iKOBaHO OCHOBHI pe3yJ/JibTaTH AUCePTaLil
CrarTi B HayKoBHX (paxOBHX BUIAHHSAX Y KpaiHu

1. MarineBcsknii B.B. ®opmyBaHHs npodeciiHuX KOMIIETEHTHOCTEH
(daxiBiB JuIs 3a0€3MeueHHs 1HPOpMaIIifHOiI OE3MEeKN B PallOTEICKOMYHIKAIIAHUX.
[leoacociuna Axaoemis: wnaykoei sanucku. 2025. Neld4. URL: https://pedagogical-
academy.com/index.php/journal/article/view/572.

2. MarineBcsknii B.B. Iligroropka maiiOyTHiX (haxiBUiB A0 1HTErparii
CYYaCHMX METOMIB 3aXHUCTy JAHUX Y CPEPI EICKTPOHIKK Ta METPOJIOTIi. [HHOGayitiHa
neoaeoeixa. 2025. Ne82, Tom 2.C. 99-107.

3. MarineBcbknii  B.B.  BuKOpuCTaHHSd  Cy4YacHMX  CTaHAApTiB
1HpopMmaliiHoi Oe3nekn y npodeciiiHiil mAroToBl (HaxiBUiB PAIIOTEICKOMYHIKALIHA.
Innosayiiina neoaeocixa. 2025. Ne83, Tom 2. C. 111-117

4. Marinescsknii B.B., Pineii HM. Ouinka e(eKTHBHOCTI OCBITHIX
nporpam i OIArOTOBKM — (QaxiBuwiB 10 1H(opmauiiiHoi Oe3nekn y  cepi
pamioTenekoMyHikawii. Haykoei innosayii ma nepeooesi mexnonocii, 2025. Bumyck
Ne9(49). C. 1927-1945.

CrarTi y 3apy0i’KHMX HAYKOBHX NEPIOANYHUX BUIAHHSX

5. Mabhilevskyi V. Content analysis of technical regulation means for
training future specialists to implement information security in the field of
electronics, metrology, and radiotelecommunications. Paradigm of knowledge. 2025.

Vol 5, Ne 69. URL: https://naukajournal.org/index.php/Paradigm/issue/view/276.

Hayxkogi npaui, siki 3acBif4yOTh anpodaniroo MarepiajiiB Aucepraumii

6. MarineBcsknii B.B. 1{u(ppoBi IHCTPYMEHTH MEAATOTTYHOTO CYMPOBOAY
MalOyTHIX (paxiBUIB pagioTeIeKOMYHIKaLiiH y cdepi 1HpopManiiHOi Oe3neKku.
36ipnux  mamepianie  VIII  Miosxnapoonoi  naykoeo-npaxmuunoi  xomgepenyii
«Cyyacni ceimogi menoenyii  po3GUMKY HAYKU Md IHGOPMAYITIHUX MEXHON0IT,

29-30 Tpasns 2025 p. M. Oneca. C. 8-14.



11

7. Marinescsknii B.B. Ilemaroriyni ymoBu (OpMyBaHHS TOTOBHOCTI
MaiOyTHIX (axiBuiB g0 3a0e3neueHHs 1HQopmariitHoi Oe3neku y  cdepi
TENEKOMYHIKALINA. 30ipnux mamepianie XVI Miscnapoonoi uaykogo-npakmudnoi

KoHGepenyii « Axkmyanvni npobiemu cyyacHol Hayku ma oceimuy, 7-8 nHucromnana

2025 poky, JIeBiB. C. 66-69.



3MICT

CITUCOK ITYBJIKALUM 3JIOBYBAYA ... ...
[MTEPEJIIK YMOBHUX CKOPOYEHD... .............o .
PO3ALUT 1. TEOPETHUYHI 3ACAIA [TPO®ECIMHOI
IMJCOTOBKU  MAMWBYTHIX  @®AXIBIIB JIO  PEAJIBAILUL
IHO®OPMALIIMHOI BE3ITEKU V CPEPI EJJEKTPOHIKH, METPOJIOI'TI
TA PAJUOTEJIEKOMYHIKALUM ... oo
1.1. AKCIOJIOTIYHMIA Ta TOPIBHSJILHUN aHaji3 Te3aypycy,
CTaHy 1 TNEPCHEKTHB MEAAroriyHoi MpoOneMH TOCHIHKEHHS Y
AKATEMTYHIX HATMOAHHSX .. ... o\t tv it et et et e e e e e e e
1.2 KoHTeHT-aHaI13 MIKHAPOJHOTO HOPMATUBHO-IPABOBOTO
3a0e3meueHHsl MIArOTOBKM MailOyTHIX (axiBLIB A0 peasizamii
iHpopMmaniiiHoi O0e3nekn y cdepl eNEKTPOHIKH, METPOJIOrii Ta
PAMIOTENCKOMYHIKAIIH ... ... ... e e e,
1.3 ~ ®opManbHO-JIOTIYHMKA  Ta  KOMMNAPATUBHWUH  aHamI3
HOPMAaTUBHO-MTPABOBOr0 3a0e3mnedeHHst TpodeciiHOi MiArOTOBKA
MaiOyTHIX (axiBUiB 10 peamizauii 1HpopMaliiHOI Oe3neKn y
c(epi eNeKTPOHIKN, METPOJIOTIi Ta paalOTEICKOMYHIKAILi. .. ... ....
BUcHOBKU 00 NEPULOCO POZOITLY ... ... oo e e e e
CRucoxk BUKOpUCmanol aiimepamypu 00 REPULO2O PO3OLILY ... ... ... .ccoevee e e ..
PO3AJT2. OBI'PYHTYBAHHA TA PO3POBJIEHHSA MOJEJI
OPTAHIBALII ®OPMYBAHHS TTPO®ECIMHOI KOMITETEHTHOCTI
MAUBYTHIX ®AXIBLIB JIO PEAJRBALI IHOOPMAIIMHOI
BE3IIEKK YV  CO®OEPI  EJEKTPOHIKM, METPOJIOIIl TA
PAJIIOTEJIEKOMYHIKALUM. .. ..o oo,

10
12
14

26

26

52

116
119

152

12



2.1 IlpoektyBanHst MoAem opraHizauii popmyBaHHs TpoeciiiHO

KOMIIETEHTHOCTI 10 peam3anii 1HpopmaliiiHoi Oe3neku y

MalOyTHIX (axiBuiB A cHepu ENECKTPOHIKK, METPOJIOTii Ta
PAMIOTEAEKOMYHIKAIIM. .. ... ...

2.2. lleparoriuni yMoBH peamizauii mpodeciiiHoi MmiAroTOBKA

MaiOyTHIX (axiBuiB n0 peamizamii 1H(popManiiHOT Oe3neku y

c(epl eNEKTPOHIKH, METPOJIOTT Ta PAIIOTENICKOMYHIKAIIHA. .. ... ....

Bucto6ru 00 0py2020 PO3OIILY ... ... ... ... o e e

CRucoxk BUKOPUCMAHOT AIMepamypu 00 Opy2020 PO3OILY ... ... ... .cccuever e oo. ...

PO3A1JT3. EKCIIEPUMEHTAJIBHA TIEPEBIPKA MOJIEJII

OPTAHIBALII ®OPMYBAHHS TTPO®ECIMHOI KOMITETEHTHOCTI

JIO PEAJIBALII IH®OPMALIMHOI BE3IEKU Y MAMUBYTHIX

®AXIBLIB JUISI C®EPHU EJIEKTPOHIKM, METPOJIOII TA
PAJIIOTEJIEKOMYHIKALUM. .. ..o oo

3.1 KpurepianbHuii amapar MIarHOCTUKKA PIBHIB COPMOBAHOCTI

npoeciiHOl KOMMETEHTHOCTI 10 peami3anii  1H(popManiiHo1

Oe3nexkn y MaiOyTHIX (QaxiBuiB Uil cPepu  EIECKTPOHIKH,
METPOJIOTI] Ta PAAIOTEIEKOMYHIKALIN ... ... .o

3.2 TlenaroriuyHiid €KCOEPHMEHT... ... ... ..t ie e et e e e e
Bucnosru 00 mpemv0c0 POZOUILY ... ... ... ... ... ..o et e e e
CRucok BUKOpUCMAaHoi aAimepamypu 00 mpemv020 PO3OILY ... ... ....cccceweue .. ... :

152

177
194
197

199

199
220
234
237
238
246

13













































































































































































































































































































































173

3aco0M TEXHIYHOTO PErJIAMEHTYBAHHS CIIYTYHOThb YMHHHKOM PAaBOBHX
rapaHTiii 10nycKy O€3MneuHoro 00yaHaHHs 10 poOOTH y TPOPECIitHNX CEPEIOBUIIA,
rapaHToM OE3MEKH KUTTS MEPCOHATY. Y KOHTEKCTI OXOPOHM Ipawi MaiOyTHI (haxiBii
HECYTh BIAMOBIIAJBHICTh 3a MapaMmeTpu Oe3neku poOoyvoi 30HM MEPCOHATY, TOMY
3100yBayl OCBITH OMAHOBYKOTh METOAAMHM MPOTHO3YBAaHHSI, 3aN00ITaHHs TA YCYHECHHS
CKJIQJIHUX 1 KPUTUYHHUX CUTYalli ajist yoe3neueHHs: poOOTH B raiysi.

3anpornoHOBAaHO TEMATHYHY PYyOpUKY TMPAKTUKYMIB, sKI 3a0e3MeUyroTh
CUCTEMHICTh HABMYOK 1 YMiHb 3 IH(OpMaliifHOi Oe3MeKku Ta OXOPOHHM Mpall y
METPOJIOTi, EIEKTPOHIKH Ta PAIIOTENEKOMYHIKAIH .

Tema 1 «MeTponoriyamii Keilc HAAIMHOCTI Ta 3aXMCTy MPOrPAMHOTO
3a0e3neueHHs» Tnepeadadae BHBUCHHS — ayauTy BHUTPUBAJIOCTI MPOTPAMHOIO
3a0€e3MeUeHHs] BUMIPIOBAJIBHOTO MPOTPAMHO-aNapaTHOr0 KOMIUIEKCY MPUJIaaiB 010
3aCTOCYBaHHs  KpuntorpadiuHoro mupyBaHHs Yy Bepudikamii OPOMIMTTS
ociiyiorpadiB abo aHami3aTopiB CHEKTPIB BCTAHOBJICHHS MOJU(IKAIIAHUX KOJIB,;
BaliAanii MPOTOKOIIB OMNpPALIOBAHHS JAHUX 3 EKCHEPUMEHTAIBHOK O0O0pPOOKOIO
NEPEBIPKH CTIAKOCTI THTENEKTYAIIbBHAX CUCTEM 10 BKHAY (albIlIOBAHUX JAHUX (3
anrn. — False Data Injection, nam — FDI) Ta MmaHinymsuiiHAX 3M1H METPOJIOTTYHUAX
3BITIB; 3aXUCT iHTEPQEICIB KamOpyBaHHs Npyu 3a0e3MeUeHH1 0aratTopiBHEBUX BXOIIB
Ta aBTeHTH(iKauwii s HudbkopiBHEBHX cepBicHux mnoptriBe (UART, JTAG)
EJICKTPOHHUX MOJYJIIB 32 JUIs OJIOKYBaHHSI HECAHKI[IOHOBAHUX MEPENPOLIABOK.

Tema 2 «IHdopmarniiiHa Oe3neka B paalOTEIEKOMYHIKYBaHH] Ta €EKTPOHILD»
nependadae — aHaIi3yBaHHs TEXHIYHUX MOTOKIB BUTOKY 1H(QOpPMAIitHMX JaHWX 3a
NoOIYHUX EJIEKTPOMArHITHUX BUMPOMIHIOBAHb Ta HABEJACHb NPH 3aCTOCYBaHHI
BUMIPIOBAJIbHUX TMpUIMaYiB JIarHOCTUKH CHUTHAIIB, BUIPOMIHIOBAHHS KaOemiB
nepeaadi, Momyk crnoco0iB 0e30ap’epHOCTI Ui UU(PPOBUX KaHAMIB 3B SI3KY 31
MOJICTIIOBAHHSIM MPOLEAYP MPOTUAli HABMHUCHHAM pamiodap’epaM «IIyMIHH» (3
aHrJI. — Jamming) Ta aHaji3 JOCTOBIPHOCTI MEPEaadl METPOJIOTTYHUX MOKA3HUKIB 3a
YMOB TIOCWJICHHS TEPEHIKOJ, AaHAI3yBaHHs MapameTpiB Oe3neku Oe3apOTOBHX

CEHCOPHHMX cucTeM mpoueciB (3 anrn. — LoRaWan/ZigBee), umdpyBanHs
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KOPEKIIEK MPUCBOEHHS KamlOpyBaIbHUX KOCQILIEHTIB Y MpUIaJaX BHUMIPIHOBAHHS,
oprasizaiisi YHOPMOBAHOTO JOKYMEHTOOOIy NUIIXOM CTaHJAapTH3alli mpoueayp
TEXHIYHUX TOKYMEHTIB (ITacOPTU3aLlisl), TPOTOKOJIB Ta CEPTU(]PIKATIB BCTAHOBIICHHS
BIJIMOBITHOCTI 3aC001B Pa1103B’ I3KY.

Po3kpuTo apxiTekTypy Oprasizamii MIArOTOBKM 3a0€3MECYEHHS HABKOJIO
Oesnexkn (3 aHrn. — Secbrity Framwork) maiiOytHiMum QaxiBusmu Ha 0Gasuci
CTaHJApTH3Aalll IUTICHOCTI HEMOPYWIHOCTI 1 AOCTYNMY Y CKIAAOBHX. amaparHoi
Oe3neku (3 anrn. — Hardware Security), a came crneumiku 3axucTy BiJl BILUIMBY
YPOKEHHs anaparHUX TPOSIHIB MIKPOCXEM Ta KEPYBaHHS (DI3MUYHUM IOCTYIOM [0
TEICKOMYHIKAIMHMX KOMIPOK CXOBHWII, METPOJOriyHa Oe€3MeKa, MEHEIKMEHT
pH3MKIB 1 HeOe3nek (anbir(yBaHHs — 3aMiH BUMIPIOBATBHAX MOKA3HUKIB (3 aHTIL. —
Data Integrity), a caMme onaHyBaHHS 3HaHb 1 0COOJIMBOCTEN 3aCTOCYBAaHHS CTaHIAPTIB
JACTY ISO 10012 momo CHUCTEM MEHEIKMEHTY BHMIPIOBaHb, MEHEIHKMEHT
IHIUACHTIB 3 O(opMiieHHsM (OPMYJISIpIB  BIAHOBJICHHS KaHAIB 3B S3Ky Ta
MPOBEICHHS MOHITOPMHIOBUX CHUCTEM TICAs OJOKYBaHHS MEPEXK 3B’sI3Ky ado
MacCOBOT0 aTAKyBaHHS HA YIPABIIIHHS PAXIOKOMYHIKALIISIMH.

Crneuu@ika ramy3eBoro 3MmicTy Tpuaaum — Enekrponika, Mertpooris,
PaniorenexkomyHikarii y OCBITHIX MporpaMax MIATOTOBKM MaiOyTHIX (axiBIiB
(meparorie  mpoQeCiiHOro  HaBYaHHsI) NEPEa0AUYeHO  IHTErpamilo  MUTaHb
MEHEKMEHTY yV TEXHIYHI OCBITHI KOMIIOHEHTH: LIOJO0 EJIEKTPOHIKM — YIPABIIIHHS
KaHaJaMW TOCTAYaHHS Uil 3amoOiraHHsl BTPyYaHHs KOHTpa(dakTHUX Ta
LIMATYHCHKUX MIKPOCHCTEM Y MPOLIECHO-ANapaTHI KOMIUIEKCH; LIOAO0 METPOJIOTIi —
OpraHizaiisi CHCTEMH METPHKHM 1 Bepu(ikalii «METPOJOTIYHOIO CIIIY» Y TOBIPYMX
JIAHIIOTax BIJ JIATrHOCTUKKA PpoOOYMX JATUYMKIB /10 3a0€3MEUCHHS BIIMNOBITHOCTI
JIEpKaBHUM €TaJlOHaM B cepenoBuin nu@posizamii  npodeciiiHoi  3aiHATOCTI
MaiHOyTHIX (axiBLIB, MOAO PATIOTEIEKOMYHIKALII — CHUCTEMHE AIMIHICTPYBAHHS
Panlo4acTOTHUX CHEKTPIB Ta AOTPAMAHHsI OE3MEKOBHX MPOTOKOJIB MEpenayl JaHUX

(SDN, NFV).
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Y rtabmumi 2.1 m0OpeAacTaBAeHO MOACTbL  MATPUIll  THIIOBOTO  MPOLECY
METPOJIOTTYHOT METPUKM KEpPYBaHHs TeJleKOMyHikamiid ta y Jlomatky B BkazaHo

po3noait GpyHKIIOHATY MaiOyTHIX (paxiBIIIB.

Tabnuys 2.1
Marpuust RACI — MeHeKMeHT 0e31eKH Ta MeTPOJIOrit
Ipouecu/3HaueHHsI IoBHOBa:KeHHs (paxiBLHA-MeTPOJIOTA
Heonpommska BUMIpIOBaJIbHOTO | A (3aTBep/KeHHs  BIAMOBINAJIBHUM 32

oOaHaHHS pe3yJIbTaT MpoIecy)

Bamiganiss Ta mnepeBipka gocroBipHOCTI | R/A (BukoHaseus/ BiAMOBIAaIbHA 0c00a)
IATYUKIB

Peakuii Ha xiGepinuenenr y mnpouecax | C (OLiHIOBaHHA BIUIMBIB Ha JE€HB), EKCIEPT,
3B’SI3KY KOHCYJIBTAHT

Harmnsin 3a enekrpoMarHiTHUM poHOM C (oprani3zanist JIarHOCTUKH NPUJIATIB)

PesepHe  komitoBaHHs ~ MerposoriyHux | C (BU3HA4YEHHS TePMiHIB/ IO HPOPMYBaHHS)
3BITIB

3B°s3kM  O€3MEKM  KUTTEMISUTBHOCTI  Ta  MPalCOXOPOHW  3a0e3neduye
1HpOpMALIHHUI MEHEDKMEHT Yepe3 MIATPUMKY O€3MEKOBHX PIIICHb IIOMAO:
OUDKUTAM3alii  CHUCTeM  YOPABIIHHA — MPallcOXOPOHM  —  MOJEpHi3alis
ABTOMATHU30BAHOTO MOHITOPUHIY CTaHy TOTOBHOCTI MailOyTHIX (paxiBI(iB 1 3a1STHOTO
NEPCOHATY Ta OPraHi3allis eJICKTPOHHUX MPOTOKOJIB IHCTPYKTAXKIB 3 OXOPOHM TpaLli;
AHTUKPHU30BHIA MEHEIDKMEHT — po30yaoBa apxiTeKTypu Tpadiky, WMo y pasl
aBapifHUX CUTYyallil OrnepaTHBHO 3a0€3MeUy€ aKTUBHICTh CUTHAIIIB €KCTPEHUX CITYXKO
Ha/x 3BUYAHUM Tpadikom y Mmepexax, marpuili «BUKOHaBelb, BiANOBINANBHUM,
eKCHepT, iHpopMoBaHuii» (3 aHmI. — Responsible, Accountable, Consulted, Informed,
naim — RACI), mo cnpusroTe BA3HAYCHHIO 000B’A3KIB (PYyHKIIOHATY MK TEXHIYHUMHU
(axiBUsAMM Ta MEHEIKMEHTOM CHCTEMHHMX aJMIHICTPATOpiB 3a Ui peaii3arii
1HpopMaLIiHOT O€3NEKN 3TTHO METPOJIOTTYHOT TOYHOCTI METPUKHA BUMIPIOBAHHS

NOKA3HUKIB (JIOMYCTUMMX, HAAIHHOCTI).
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dopMyBaHHS  CEpEAOBHINA COPUSHHS 1HQOPMALIHHOI  KyJbTypu  SK
NEeAAroriyHoi yMOBH Tojisira€ y 3a0€3MEUCHHl LUTICHOI HEMEPEPBHOI CHCTEMU
NIArOTOBKM Ta OpraHisarii OCBITHBOTO mpouecy 13 (opMary TpaHCIALii 3HAHb Y
IOPOCTIP aKTMBHOI HABYAJBHO-II3HABAJIBHOI B3a€EMOJIi YCIX YYaCHHKIB OCBITHBOTO
POLECY 3r1AHO MOTPed y HiIbOBIH 1H(OpMAaLii 3a MPU3HAYCHHSIM KOPUCTYBayiB.

Po3risiHyTO ME€xaH13MU HApOLICHHS NOTEHIIANY 1H()OPMAaLIHHOT KyJIbTYpH:

po3po0Ka MPOEKTY 3MICTOBOIO HAMOBHEHHS LMKIIB 1 CTPYKTYPH HaBYAHHS,
IHTErpallisi OCBITHIX 3aBJIaHb s 3100yBayiB 1 CMOKMBAYIB MOCIYI HA HABYAIBHO-
HAYKOBO-MI3HABAJIbHY MAISUTbHICT Ta MOLIYK, KPATHYHE AHATI3YBAHHS Ta E€THUYHE
BUKOPHCTAHHS 1H(QOPMALIHHAX JaHUX, a HE JIMIIE B IH(POPMALIiifHI MOIYII,

(opMyBaHHS LH(PPOBOrO OCBITHROTO MPOCTOPY 31 BOPOBAHKCHHIM XMapHUX
TEXHOJIOT1, MYJbTUMEIIMHUX 3ac00IB Ta BIPTyadbHUX O10JIOTEK, MO 3a0e3neuye
HEMEPEPBHUI TOCTYI A0 SAKICHUX OCBITHIX PECYPCIB;

3aMpPOBA/KEHHS. IHTCPAKTUBHUX METOJIB HABUAHHS 31 3aCTOCYBAHHSM BeO-
KBECTIB, TehMi(ikarii/irpoBizamii Ta TPOEKTHOI IISUIBHOCTI uist  (hOpMyBaHHsS
NPAKTUYHUX HABUYOK 1 YMIHb 3 1H(OpPMALIHOI AISUTBHOCTI 32 NPU3HAYEHHSIM
cepeaoBHIL MailOyTHROT MPodeciifHOT 3aHHATOCTI,

3pOCTaHHS MOTEHLaTy 1H(HOPMALIHHOT KyJIBTYPH MEJAroriYHAX MPalliBHUKIB,
HAJAaBayviB MOCHYr SK MOJEParopiB 1H(QOpPMALIfHMX MAaCUBIB JaHWUX CYYaCHHX
HAYKOBHMX 3HaHb rajly3l 3 BIAMOBIAHUM PiBHEM LM(POBOI, EKOHOMIYHOI, EKOJIOTTYHOT
Ta ME1arpaMOTHOCTI Ta TEXHOJIOTTYHOI KOMIIETEHTHOCTI,

MOTHBAIlliiHEe 3a0e3MeueHHsl Ui PO3BUTKY Yy 3100yBayiB OCBITH YCTalCHOI
BHYTPILIHBOI MOTPEOM B HEMEPEPBHOMY OHOBJIICHHI CyYaCHUX HAYKOBUX 3HAHb 1
CaMOCTIHHOT HAyKOBO-MOINYKOBIM AisUTBHOCTI 3 METOK CaMOBIOCKOHAJICHHS 4Yepe3
CaMOOCBITY, CAMOMEHELDKMEHT 1 TPOo(eCciiiHE 3pOCTaHHS.

[Hpopmaniiinnii OpUHUMII Yy Opradi3amii OCBITHBOTO MPOLECY CIPUSsIE
NEPEXOAY BIJI PIBHS «KOMMI'IOTEPHOT OOIZHAHOCTI» 10 CHOPMOBAHOIO MOTCHINATY
1H(pOpMaLIiHOT KyJIbTYpH 3400yBayiB OCBITH, CBIJOMOIO ICHYBAaHHS B YMOBAax

nudpoBizailii CyCnijibCTBA.



179

TexHiyHl Ta  MOporpaMHl  IHCTPYMEHTH  (OPMYBAaHHS  CEPEIOBMILA
iHpopmaniiiHoi KynabTypu B 3BO 3amns 3a0e3nedeHHst HOoro (pyHKIIOHYBAHHS SIK
NEAAroriyHOi YMOBH Niepeadadae THTETPaLiio KIFOYOBUX 3aC001B 1HCTPYMEHTAPIKO, a
came:

— cuctemMu kepyBaHHs HaBuaHHsIM (LMS) — Google Classroom, Moodle,
Canvas;

— XMapHi cepBicH Ui KoprnoparuBHOi crmiBnpaul — Google Workspace (Docs,
Sheets), Miro, Padlet;

— IHCTPYMEHTapii Bi3yam3alii Ta KpPeaTMBHOCTI, a4 TAKOK MPOEKTYBAHHS,

MOJCNIOBaHHs, qu3aiiny — Canva, Genially, Prezi;

— 3acobu Hamsay Ta camonepeBipkn — Kahoot!, Quizizz, Plagiarisma
(Turnitin);
— ENEKTPOHH1  O10moTeKknW,  apxXiBU  Ta  OCBITHI  1H(QOpManiiHO-

TEJIEKOMYHIKaliiHI mnaTdopMu i HAyKOBO-MeTpuyHi 0a3u — Scopus, Web of sience,
Google Scholar, Coursera, EdEra.

BuokpemneHo kputepii Ta TOKAa3HWKH METPUKM BHMIPIOBAHHS PIBHS
copMoBaHOCTI 1HQOpPMAIIHHOI KyJIbTYypu Yy 3100yBadiB OCBITH. 3 METOIO
OLIHIOBaHHS €(PEKTUBHOCTI (PYHKIIOHATY OCBITHBOIO CEPEAOBHINA B YMOBAX
nugposizanii, HagaBadl MNOCAYr CHOUPAKOTBCS HA CHCTEMY B3a€EMOY3TOKCHOIO
KPUTEPIAJBHOTO anapary CKPUHIHTOBOTO CTaHy JOCHIKEHHS — BiAMOBIAHOCTI
NEeAAroriyHUX YMOB MOTpedaM opradizaiii OCBITHBOTO MPOLIECY:

KOTHITUBHHMI KpUTEpId — nepeadadae yCBIIOMIICHHS YYACHUKAMHU OCBITHBOTO
NPOLECY MEXaHI3MIB POOOTH MOINYKOBHX AITOPUTMIB/CHCTEM, OOI3HAHICTH IIOMAO
ABTOPCHKOTO TMpaBa, IHTEJIEKTyalbHOI BJIACHOCTI Ta MPaBWJI aAKaJACMIYHOTO
LUTYBAHHS, AaKaJEMIYHOI €THMKM Ta JOOPOYECHOCTI, KEPIBHUX MNPUHIUIIB
iH(popmarriitHoi Ta KiOepOe3nekn M 0coONMMBOCTEH (DYHKIIOHYBAHHS CEPEIOBUIIA
HABYAHHS, JOCJITHUITBA i ITHHOBATUKK B yMOBax IU(poBi3allii,

TISUTBHICHANA ~ KPUTEPI — BW3HAYa€ [MOMIYKOBY AKTHBHICTh YYAaCHHKIB
OCBITHBOI'O TpOLECY (30ATHICTh ONMEPATHBHO 1ICHTU(IKYBATH PEIICBAHTHI JaHI 3

PI3HUX JOKEPENT TOXOMKCHHS, TEXHOJOrYHY aJanTUBHICT y J000pl Ta
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iH(poOpMaIIHHUX JaHUX WIOJ0 BUMOT aKAaJAECMIYHOI €TUKH Ta J00pOYECHOCTI i
anpoOarlii 3 IHCTPYMEHTAPIEM BI3yaJIbHOTO OMPUJIIOJHEHHS PE3YJIbTATIB HABYAJIbHUX
JNOCATHEHb  3700yBayiB  OCBITH 3a I [APAMETPATBHOI  OWIHKM  SIKOCTI
1HpOpMaLIHHUX MACHBIB JAHWUX 3 METOK BHPILICHHS CKJIAJHUX 1 KPATHYHHX
cuTyauii moao iHpopMaiiHoi OE3MEKN CUCTEMU.

BuokpemieHo etanu alnroputMy MiJArOTOBKA HAaBYAIBLHOTO MPOEKTY, a CaMme:
nepmuii eran «@OpMyBaHHs 3aBJAHHS K 3aMOBJICHHS Ha PO3POOKY (KOTHITUBHUI
aCreKT)», Apyruid eran «DuibTparisi, KOHLUEHTPALis, BU3HAYCHHS Ta KPUTHYHWH
aHai3 (aHATITHYHUI acmlekT)», TpeTid eran «CmiBmpans Ta akaAcMivuHA €THKa
(LIHHICHUHM aCIIEeKT)» Ta 4eTBepTuil eTan «Kpeawuiline onpamntoBaHHs (OpraHi3ariiiHo-
JUSUTbHICHUH aClEKT)y.

3aBAaHHs MEPUIOro €ramy nojisrac y (OpMyJIIOBaHHI MIOHAHMEHIIE TPhOX
(PYHKIIOHATBHUX MOMIYKOBUX 3AMUTIB 3 BUKOPUCTAHHSIM JIOTTYHUX CEPBICIB (JIANKH
JUTsl KOHKpeTH3allli (JOpMyJIrOBaHb, OMEPATOP «—» JJIsl BUIYUYEHHS HEBIAMOBIAHOCTEH
K Pe3yJbTaTiB MOUIYKY TOLIO), IHCTpyMeHTapiid: Google Scholar, iHII momykosi
CUCTEMH, OYIKYBAaHI PE3YJIbTATH. YKOMIUIEKTYBaHHS HAOOpy 13 M'ATH ICTOTHUX Y
3MICTOBOMY CEHCI JDKEpEN, a caMe€ — HAyKOBI CTarTi, MoHorpadii, aucepramii,
POEKTH, BlACOMATEPIAIIH, MMIIKACTH KOHTEHTIB).

3aBaaHHs aApyroro erany «®uibTpaiis, KOHIICHTpAIlil, BHU3HAYCHHS Ta
KPUTHUYHUN aHai3 (AHAJTITUYHUN aCNEKT))» — MPOBAIUTH OLIHIOBAHHS BUOKPEMIIEHUX
1HpopMmaLiiHuX Hkepen 3a nonomororo CRAAP-Tecty:

AKTYQJIbHICTD (3 @HIJI. — CUITENCY) — JaTa ONPWIFOJHEHHS Ta BIAMOBIIHICTH
CYYaCHOMY CTaHy MPOOJIEMH TOCITIKCHHSI,

pENeBaHTHICTL (3 aHrl. — relevance) — BIAMOBIAHICT BU3HAYCHIM METI
JTIOCITIPKCHHS

ABTOPUTETHICTH (3 aHMI. — authority) — mpodeciiiHa KOMIETEHTHICTH aABTOPIB,
iX penmyTamiiHe peHOME,

TOYHICTH (3 aHINI. — accuracy) — HasBHICTb JOKAa30BOi JOBEICHOCTI Ta

KOPCKTHHX IMOCHUJIAHb HA MCPIIOLKCPCIIA,
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METa (3 aHIl. — purpose) 3 aHria. — iHQOPMYBaHHs, KOMEPLIHHUNA BIUIMB YU
MPONAraHAUCTChKAM, MONYJIChbKUH, TPOCBITHUIIBKUNA XapaKTeP JOPOOKY.

OuikyBaHMi pe3yabTar — 3A1HCHEHO N00Ip HE MEHLIE TPhOX AOCTOBIPHUX Ta
HAYKOBO BHU3HAHWX JDKEPEN y MAHYKOUHMX TEOPISX 1 MEPEKOHAHHSAX aKaAeMI4HOI
CHUTBHOTH.

3aBaaHHa TpeThoro eramy «CHiBmpams Ta akaAcMiuHa €TUKA (LIHHICHUH
aCrEKT)». CTBOPEHHS CHUILHOT MEHTaNbHOI KapTh (3 aHmi. — Mind Map) abo
IHTEPAKTUBHOIO OTOJIOLIEHHS, /1€ KO>KEH YYACHUK NMPE3EHTYE OAHY KIIHOYOBY TE3y 3i
CBOr0 JKEpena 3 000B’SI3KOBOK) AKTHMBI3ALIEI0 TINEPNOCUIAHD HA MEPIIOIKEPENA,;
3aCTOCyBaHHs iHCTpyMeHTapito — Miro, Padlet, Google Jamboard.

Oxkpemi BH3HAQUEHO BUMOTW INOJO YHUKHECHHsS MNPSAMOr0 UUTYBaHHsS O€3
HAJIC)KHUX TMOCWJIAaHb TPH MOAA4Yl 3MICTOBMX KOHTEHTIB y (opmiaTi KOPEKTHHUX
nepedpazyBaHb 3 TOTPUMAHHAM MPUHIIMITIB aKaJAEMIYHOI JOOPOUYECHOCTI.

3aBnanHa uerBeproro erany «KpeatiiiHe onmpamroBaHHs (AisUTbHICHUH
acmekT)» nependadae y3arajlbHEHHS 3MICTOBOTNO HABUAHHS KOHTEHTY MarepiajiiB 1
PO3POOKY OCBITHBOTO MPOAYKTY Yy SIKOCTI pecypey A anpoodaiii Tta Bepudikartii.
[Ipuknanm OCBITHIX TMPOAYKTIB — NPOEKTYBAHHS AaHATITUYHOI 1H(porpadpiku
(3acobamu  Canva); po3poOKa HaBUAJIBHMX BiAcompe3eHTauid y  ¢opmari
npu3HaucHHs: comianeHux Mepex (Tik-Tok/Reels crunictukm), 1HTEpakTUBHMN
nudpoBuii  moct/TUIakaT/mMoaeab,  oQopMIIEHHH  3aco0amMu  THCTPYMEHTapItO
(ctBopenmii y Genially).

OOrpyHTOBaHO KpUTEPIi OL[IHIOBAHHS HABYAIBHOIO TPOEKTY:

PENICBAHTHICTh MEPENIKY JpKepen (2 Oann). BUKOPUCTAHHS PO3JIOrOro CHeKTpa
1H(pOopMaIlIitHUX pecypciB (CTATTI, BiICO-KOHTEHTH, aBTOPCHKI KYPCH, HAyKOBI Iparll
TOILO) 3 Bepu(iKaLi€ro iX JOCTOBIPHOI HAMIHHOCTI,

JOTpUMaHHS Bu3HA4eHOi momTuku 3BO akaaeMivyHOT €THKK 1 10OPOYECHOCTI
(2 Oamm). kopekTHE O(OPMIICHHS 3TITHO BHMOI CTaHaapTiB OidmiorpadiuHmux

NOKJIMKaHb, BIICYTHICTh O3HAK IJ1ariary,
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CcaMOCTIHHOT poOOTH —  OLIHIOBAHHS  SIKOCTI  HAyKOBUX  JOPOOKIB
iHpopmaiiiHux kepen  (3okpema  Journal Metrics) 3 METOK0  HaBYaHHS
audepeHnianii MpoBiIHUX HAYKOBUX BHJaHb, MYOIIMCTUYHUX Ta TPOCBITHULBKHX;
3aBJaHHS — BU3HAYCHHs MPUHAICKHOCTI 10 Kinacudikamii kBaptunis (Q1-Q4)
JKYPHAJTIB 3a MOKa3HUKAMKM PEUTHHTY KypHAIYy Scimago (3 aHmi. — Scimago Journal
Rank, mami — SJR) 3 MeTot0 (hopMyBaHHS KPUTUYHOIO AHATITUYHOTO CTABJICHHS 10
N000py HAYKOBHX, JOBIIKOBHMX, HABYAIBHUX JHKEPEN Ta CBIAOMOro BHOOPY (haxoBHX
HAYKOBO-METPUYHUX TUIAT(HOPM U1 myOsTiKalii HAyKOBUX PE3YJIBTATIB JOCIIIKEHb.

VY tabmuni 2.3 HABEACHO MPAKTUYHWIA aIrOpPUTM Y €Tanax MPakTUYHOI CXEMU

IHTErpallii 10 OCBITHBOTO KOMIIOHEHTY.

Tabnuys 2.3
IIpakTH4Ha cxema iHTerpauii B OCBITHI KOMIIOHEHTH
Eran AJaropurm aJjisi 3100yBaviB PesyabTat

Iadopmauitinoro | Bukopucranss oneparopis Boolean | BiamosigHa peneBaHTHICTh O4iKyBaHb
MOLITYKY y Scopus II0/10 MPU3HAYEHHS MEePETKY JUKepes

30epiraHHs ImmopT Merananux y Zotero Bnacha mmugposa 6i6moreka

JaHHUX
AHan3yBaHHS IopiBHAHHS 1HAEKCIB XipiTa Bu3HaHHS HAyKOBHUX TPEHIIB,
NPOBIAHUX HAYKOBLIB IP1OPUTETIB, HAIPSIMIB AOCJIIYKEHb
[TyOnikamii [Teperipka skypHAIy B MEPENiKy AkaneMiyHa eTHKa Ta MOJITHKA
¢axosux Buganb MOH Yxkpainw/ Oe3nexu
Scopus/ WoS

dopmar NpakTHYHOTO 3aX0ay BopKuon «HaykoBe MUCbMO, HAYKOMETPIs» ISt
MOETAMHOTO OMPAIFOBAHHS TEKCTOBUX KOHTEHTIB Ta iX iIHBEHTapu3allii y BHAAHHSIX
BCTAHOBJICHOTO HAyKOBO-METPUYHOrOo (opmMary 3 I1HCTPYMEHTApIl0 METPUKH
OLIIHIOBaHHS BU3HAHHS HAYKOBUX PE3YJIBTATIB.

3anponoHOBAaHO 3MICT 1 CTPYKTYPY OCBITHBOIO KOMIOHEHTa «lludpose
3a0e3neueHHs Ta 1H(popManiiHa KyJbTypa Y HAyKOBUX JOCHILKEHHIX Y MOIYJIAX),
o0 Ma€ Ha METI — (POpMyBaHHS KOMIICTCHIIM aBTOMAaTHU3aIli HAayKOBO-AOCIIAHOT
pobotu. Moayne 1. «Crpareris mouryky» nepeadadae HaBITalliko MO MI>KHAPOHUAM
HaykoMeTpuuHuM mnatgopmam  (Scopus Tta Web of Science), npodeciiina
MaNCTEPHICTh IIOAO PAaHXYBAHHs KIACU(IKALIHHUX O3HAK y XPOHOJIOTIi, THIAX

nyOmikamidi Ta y rainy3sx Hayk 1 3HaHb. Moaynb 2. «KepyBaHHS KEPETBHICTIO



188

iHpopmaniiinux 0a3) nepeadavae — podoTy 13 Zotero (HaJamTyBaHHS 1HTErpamii 3
Opay3epaMH Ta TEKCTOBUMH  PEIAKTOpPaMH), (OpPMYBaHHS  NEPCOHAIBHUX
KOTHITUBHHX MNpPOQUIB sK OaHKIHTYy CyYaCHMX HAyKOBMX 3HaHb. Moaynb 3.
«AKazeMiuHa €TUKa 1 J0OpOYECHICTh, 1AcHTU(IKaLis» mnepeadadae CTBOPEHHS
npodutrie B ORCID Ta ResearchGate;, mpaBoBl Ta €TH4YHI aClEKTH COILIAJIbHOI ©
aKaJaeMI4HOi BIAMOBIAAIBHOCTI. Moynb 4. « AHAIITUYHE OL[IHKOBAHHS i €KCIepTH3a
SKOCTI KYPHAJIIB» MA€ HA METI OLIHIOBAHHS ABTOPUTETHOCTI BUAAHB 32 JOMOMOTOK)
aHamiTnyHOi iargopmu SJR.

BuokpeMieHO TOKPOKOBA MIHI-THCTPYKIIs A/ 3100yBaviB OCBITH :

JITOPUTM MOLIYKY €TAJIOHHUX myOsikamiii — Biakpuiite Google Scholar; mns
OTPUMaHHs JOCTYIY A0 MOBHOTEKCTOBUX MaTepiaiiB nonaaite oneparop filetype:pdf;
00epiTh 1HCTPYMEHT «lluTtyBarm», mas WIBUAKOTO CTBOPCHHS TMOKJIMKAHHS 3a
cranaaprom APA abo JICTY; 30epexiTh 3HAXIIKK Y MEPCOHAIBHOMY KaOlHETI 3a
J0moMoror QpyHkiii «Most 010m10TeKay,

MpoIleC aBTOMAaTH3alli COUCKy jiTeparypu (Zotero) — 3aBaHTaxkTe Zotero
Connector s Chrome/Firefox; mig 4wac nepernmsay nyOmikamii Ha mopranti
BUJIABHULTBA, HATUCHITh HA MIKTOTpaMy PO3IIMPEHHS (MeTagaHi crarti OyAayTh
ABTOMATUYHO IMIOPTOBaHI J0 MEPCOHANBbHOI 0a3m), y Tekcti podotn (MS Word)
ckopuctaiitech Bkiaakow «Add/Edit Citation», 00epiTh NOTpiOHE MKEpPENo 1
CUCTEMAa aBTOMATWYHO C(HOPMY€ KOPEKTHI TMOKIWKAHHA Ta  (iHAIbHWH
610miorpadgiuHuii CKMCOK,;

NEPEBIpKa akaaeMIqHOi TOOPOUYECHOCTI KypHAIy — BUIMINITh HAMEHYBaHHS
BUaHHsa abo #oro koa ISSN; 3HalifiTh CTOPIHKY 4Yacomucy Ha pecypei SIR;
BCTAHOBITh — HAsIBHICTh MapKEPIB SKOCTI (MPUHAJICKHICTh BUAAHb 10 KBapTwiiB Q1
abo 2, cralinbHY MO3WTUBHY AWHAMIKY TpadikiB SK MiATBEPIKEHHS iX BHCOKOI
permyTarii).

OxpecneHo HeoOX1H1 PeCypcH Juisl EAAroriB, HAyKOBIIIB, a came TiarGopm —
Coursera: Genealogies of Knowledge, mo cnpsiMmoBaHa Ha KOHIIENTYaJIbHUNA aHAITI3
TEHE3UCY Ta €BOJIOUII HAyKOBHX TEKCTIB, odimiitHi pecypcu Big Clarivate sk

YKPAiHOMOBH1 BeOlHApH, sIKI MPUCBAYEHO METOMOJIOTT POOOTH 3 MIKHAPOIHOK)
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ABTOMATUYHE HAKOMWYCHHS JIOCATHEHb 3700yBauiB (ceprudikatu Coursera,
Prometheus Tomio, HaykoB1 myOsikaitii).

[Tpuknan NpakTUYHOIO KEeHCy BUKIIaJa4l HaJar0Th 32 JOMOMOIOK MOKJIMKAHHS
(30KpeMa Ha IHTepakTUBHY HowKy Padlet) 31 iHTErpOBaHMMH MOLIYKOBUMH 3alTATAMU
B Scopus; madnonu ajig penaryBanHs Google Docs; mepenik aBTOMaTH30BaHHUX
cucrem/miepeBipok Ha miariar Ta LI, mo 3a0e3neuye 3100yBa4aM OCBITH aJITOPUTM
JOCIITHULBKUX J1H 1H(QOPMAaIHiHO-TEXHOJIOTTYHOTO 3a0€3NEYEHHS Ta CEPBICY.

Mepexea iHpopmariiitHa Oe3neka (mam — MIB) y opranizaui nmpodeciitnoi
miaroroBkn B 3BO BOA4aeTbecsl HE JMIIE SIK TEXHIYHUHA KOHTEKCT 31 3aXUCTY
iHpopMalIiHUX JaHMX, a sK iHpopmaniitHo-0e3nekoBuid Oa3uc (HOpMyBaHHs
npogeciiiHoi mMAroToBKM MaiOyTHIX (axiBUiB B HUPPOBOMY OCBITHBOMY HPOCTOPI
Ta yOe3nedye Oprasizaiito OCBITHbOro npouecy. 3abesneucnns MIb y npodeciiiniii
N1ArOTOBLI MaOYTHIX (axiBLIB PEANTi3y€ThCSA HA TPhOX B3AEMOMNOB’ I3aHUX PiBHSX:

TEXHOJIOTTYHANA piBeHb (1H(PACTPYKTypa), Ha SIKOMY CTBOPIOETHCS O€3MEUHE
cepenoBHILIE Ul 3400yBaviB OCBITH Ta HAJaBadiB MOCIYr 3 aBTCHTU(IKAILIEK Ta
JOCTYNOM MPH BOPOBAIKEHHI ABO(MakTopHOi aBTeHTU(ikamii (2FA) mis Bxoay B
LMS (Moodle) 1 xoprmopaTuBHY MOWITY; 3aXUCT Y MEPEKI KaHAIIB 3B’SI3Ky MpH
BUKopucTtanHi VPN mns mpoctymy a0 akaaemiyHux pecypciB 3BO ta mmdpyBaHHs
nanux (SSL/TLS); ¢inbTpariisi KOHTEHTIB 3 HAJIALITYBAHHSIM MEPEKEBUX EKPaHIB (3
anrn. — Firewalls) ans GokyBaHHsT HEOE3NEUHUX PECYPCIB Y BHYTPILIHINA Mepexi
YHIBEPCHTETY;

OCBITHBO-METOJMYHUANA PIBEHBb (3MICTOBE HAMOBHEHHS HABYAHHS) , HA SKOMY
MIb HeoOX1AHO IHTErpyBaTH B OCBITHI MPOrpaMH SIK HACKPI3HY KOMIICTEHIIIO
KIOEpririeHu JUisi HaBYaHHS MPOTUAl (IMIMHTY, peamizamii MPOEKTIB COLIAIBHOT
THKEHEPIi Ta 3aXMCTY MEPCOHATBHUX JAHUX, & TAKOXK aKaJeMIuHOi O€3MeKH (3aXUCTy
ABTOPCBKHX TPAB, IHTEIEKTYaJbHOI BJIACHOCTI BUKOpHCTaHHs jdiueH3id Creative
Commons); ¢popMyBaHHs HABUYOK, YMIiHb, 3AATHOCTEN A0 yIpaBlliHHA «IA(PPOBUM
ciiaoM» 3a0€3MeUeHHs, PO3YMIHHS NPUYMHHO-HACTIAKOBHX 3B 3KIB AKTUBHOCTI Y
MEPEKax HUHI Ta BIUIMBY HA iX (YYaCHHKIB OCBITHBOTO MPOLECY) MaiOyTHIO

npodeciiiny penyrauiro (3 anr. — Personal branding security).
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€TUKO-TTPAaBOBUIl piBeHb (1H(OpMaliiiHa KyJIbTypa), HA SKOMY Peali3yeThCs
JOTPUMAHHS KOPHNOPATUBHUX CTAaHAAPTIB TMOBCAIHKM MaHOyTHIMU (haxiBUAMU
LHUIIXOM  YOPOBaKCHHA [lONMITHKM NPUHAHATHOTO BUKOPUCTAaHHS (3 aHIJ. —
Acceptable Use Policy, nami — AUP). PO3BUTOK KPUTHYHOTO MUCJICHHS JUIs
Bepudikauii iHpopmanii, mporuaii ¢elikam Ta MaHimyJsALisM y npodeciiiniii chepi,
3aXMUICHICTh MAPTHEPCHKOI CHIBIpaLl y po3poOKax 31 XMAPHUMH CEpPBICaMU (TaKUX
sk Google Workspace, Teams). Y TabOnuii 2.4 Bi3yajli30Ba0 MEeAAroriuHuid BILIAB

MepPEkeBOi 1H(POpMaLIHOT Oe3MeKn K YMOBH 3a0e3ne4eHHs e(pekTuBHOCTI Moaeni.

Tabnuys 2.4
3at6e3neyennss MIb sik mexaroriynoi ymoBu
KomnonenTn Henaroriuna nis PesyabTaTn
IIpeBeHTUBHUI Tpeninru 3 xibepbe3nexkn s MiHimi3aLisl pU3HUKIB BTPATH
abiTypieHTiB, CiyxadiB i 3100yBa4iB iHpOopMaI THUX TaHUX
M1 IV xypciB
HasuanbHo- MonemoBaHHs Kibep3arpo3 y HaBuuku ta yMiHHS
HAyKOBO- npodeciiiniii chepi omeparifHOro pearyBaHHs Ha
IISUIBHI CHAR IHIUAEHTH HEBIAMOBI AHOCTEN
Harmnsnosuii MOHITOPUHT AOTPUMAHHS MPABUI DopmyBanHs npodeciitHol
ETUKH MEPEeKEBOi Oe3MmeKu KOMIIETEHTHOCTI Ta
BiJITIOBi JAJIHOCTI

[Ipaktnuny poboty «Kibep-malimanunk» s 3100yBadiB  BHINOi OCBITH
JOUIIbHO  BIPOBAPKYBATH 3  BIPTYaJbHUMH CHUMYJISLISAMH s BUPIIIEHHS
npogeciiHuX 3aBJaHb B yMOBax IMiTauli kideparak ab0 HOTpUMaHHS OOMEKEHOIO
JOCTYIy, IO CHOPUATHME IMi3HABAIBHIA TpaHchopMmalli TEOPETUYHHX 3HAHb VY
npodeciitHi 31aTHOCTI Ta KOMIIETEHTHOCTI HA TPAKTHILI.

Cucrema mMepexeBoi 0e3nekn y 3BO 3a0e3neuye BUKOHaHHs (QyHKIIT 3aXHCTY
U(POBOr0 OCBITHBOTO CEPEJOBHINA Ta € THCTPYMEHTAPIEM TApPAHTI aKkaaeMI4HOi
cBOOOIM.

Po3pobneno iHTeHcuB-cnienkype «KibepOesneka B cepi OCBITH, HAyKH W
IHHOBATUKH: BlJ HABYAHHS J0 KOMIETEHTHOCTI» y Gopmari nukiay 3 BeOGiHApiB (MO

60 XBWJIMH) 3 NPAKTHYHUM TPeHIHroM: 1) ririeHa kibepOe3neku OOMIKOBUX JaHUX —
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(https://www.coursera.org/learn/it-security-ua);, ans 3100yBayiB OCBITH — Y4YacTh Y
IHTEPaKTUBHIN rpi «Interland»
(https://beinternetawesome. withgoogle.com/uk ua/interland) Bim  Google  mis
HaBYaHHS 1HQOpManiiiHid Oe3neni 3 BUKOPUCTAHHSAM OCBITHIX ceplajliB 3
kiOepririenn Ha nopram [is.OcBiTa.

MepesxeBa iH(popManiiHa Oe3neka peani3yeTbes K MeJaroriyHa ymMoBa MpH
BITPOBADKEHHI MEPEXOAY BlJ TEXHIYHOIO 3aXUCTY A0 CTBOPEHHS O0€3MEKOBOI CUCTEMU
Ta nepeadavyac Kpoku crparerii: popmyBaHHs «Jl0BIpUOro MUQPoOBOro CEPeIOBUIIAN
(IHpPACTPYKTYPH)»;, CEPBICH, SKMMH KOPUCTYIOTbCS 3100yBaul OCBITH € €TalOHHO
0e3neYHnMH — IHTErpanis TEXHOIOr1i aBTeHThdiKkanli (3 anrt. — Single Sign-On, gaimi
— SSO) 3 BHUKOPUCTAaHHSM €IUHOTO KOPHOPATUBHOIO OOJIKOBOIO  3amUCy
(manpuknan, Google Workspace for Education), mo nependayae 00OB’SI3KOBY
NBO(MAKTOPHY aBTCHTH(IKAIIIEID;, CETMEHTAIllI MEPEXI — HaB4YajbHI MPOOJEMHI
naGoparopii MOBHHHI MAaTW 130JbOBAaHI KOMIPKM Yy MeEpexi, ne 3m00yBadi BULION
OCBITH MArOTh 3MOTY €KCIIEPUMEHTYBATH 3 MPOrPaMHUM 3a0€3NEUCHHAM 0€3 PU3UKY
s mepexk 3BO; Bukopucranas VPN-cepsiciB 3BO ans goctyny A0 BHYTPILIHIX
aKaJeMIYHMAX CXOBUII JAHUX Ta PEMO3UTAPIiB, IO MPUBYAE A0 HEOOXITHOCTI 3aXUCTY
KaHAJIB 3B’SI3KY; BIPOBaIKEeHHs « Hackpi3HOT KiIOEPTirieHn» Ik METOAMYHUI KPOK, B
pasi Koy Oe3MeKa € YaCTUHOK HABYAIBHHUX 3aHSATh, 4 HE JIUIIEC OKPEMHUM KypPCOM 31
3acTocyBaHHsIM miaxony «besneka 3a po3poOkoro» (3 anrm. — Safe by Design),
OCKUIbKM Oyb-SK€E 3aBAaHHS (Y1 TO CTBOPEHHS CATy, 0a3n JaHWX, HAITMCAHHS KOY)
OLIHIOETHCA HE JIAIIE 34 (PYHKIIOHATBHICTh, a ¥ 3a PIBEHb OC3MEKH 3aXUCTY NaHUX,
3aCTOCYBAHHsS MPAKTUKyMIB Bepu(ikamii 3 BHKOPUCTAHHSIM 1HCTPYMEHTapIO
JT1arHOCTHKM pkepen (Hampukian, Who.is st nmepeBipku AokyMeHTiB abo VirusTotal
JUId aHami3y (aiimiB) mepen iX BUKOPHUCTAHHSAM Y HAyKOBO-IOCIIIHHUIIBKIA POOOTI,
aKaJeMiuHa €THKa Ta JO0OpPOYECHICTh K 3amopyka O€3meku Mepesk — podorta 3
Unicheck abo y iHmmx cuctemax aHturiariaty ta nepeBipkn Ha LI sk cnoci®
3aXMCTY BJIACHOTO 1HTEJICKTYAIBHOIO HaAOaHHsS, 3a0e3neyeHHs (OpMyBaHHs
KOprnoparuBHOi  KyneTypu «LlmdpoBoro imyHiTeTy» sK peamsamis cy0 eKT-

Cy0’€KTHHX BIIHOCHH y BUXOBAHHI BHYTPIIIHBOTO KOHTPOJIIO 3100yBayiB OCBITH Ta
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HAJAaBayviB OCBITHIX MOCTYT MiJ Yac HABYaHHS 3ac00aMH CUMYJIALI TPA MPOBEICHH1
3aMJIaHOBAHKUX «(IMIMHIOBUX aTak» Bl LIEeHTpy MOHITOPHHTY 3a0€3MEeUEHHs SKOCTI
oCBITH; po3poOka «Koaekcy nudpoBoi MOBEAIHKWY Y CHIBMpaIll 31 3700yBaYamMu Jiis
BITPOBA/DKEHHS MPABUJI B3aeMOJIIi B MEpEkKax (€TMKa YaTiB, 3aXMCT MEPCOHATBHHUX
JAHKUX YCIX YYACHUKIB OCBITHBOTO MPOLECY ); CHPUSHHS PO3BUTKY MEI1arpaMOTHOCTI,
a caMe HABYaHHs PO3MI3HABAHHIO MAaHIMYJSALIA Ta 1HPOPMALIIHO-ICUXOIOTTYHOT
onepanii (pam — I[ICO), mo € kputuyHuM Ui 1HQOPMAaLiHHOT Oe3MeKn Mepex
MaHOyTHIX Ta IHCTUTYLIAHMX  npodeciiHux  cepenoBull,  3a0e3MeUCHHs
()YHKIIIOHYBaHHSI CHCTEM MOHITOPUHTY Ta cepTu(dikamii (Harmsn), a came nuQppoBuit
CTaTyC y BOPOBAIKECHHI CUCTEMH cepTu(ikaiii (HampuKIam, Micas MPOXOIKEHHS
tecty Ha Skills for All Bix Cisco), 1O MIATBEPIKYE TOTOBHICTh 1
31aTHICTH3100yBaviB OCBITH A0 pOOOTH 3 KOH(]PIACHIIHHOK 1H(HOPMALIER;, KOHTPOJIb
0e3nexn nudpPOBOro MPOCTOPY Y€pe3 NMEPIOANYHE OMUTYBAHHS IIOAO0 JOCTYMHOCTI Ta
3PYYHOCTI O€3MEKOBUX CEPBICIB MIATPUMKHA 3 METOK BCTAHOBJIEHHS MPUXOBAHUX
(HeOe3MeYHNX ) METOIB MEpeayl JaHUX CEPE]l YHACHUKIB OCBITHBOTO MTPOLECY.

VY pesynbrari 3700yBadl HE JMIIE ONAHOBYIOTh Npodecito, a i HAOyBarOTh
3naTHOCTEH mpodeciiHO MiSTH B yMOBax Kidep3arpos3, 3a0e3neuyBaTh 3axXHCT
HAaBUAJIbHUX 3J00YTKIB, akKaJeMIUYHUX Haa0aHb, penyTaili MNepcoHaIbHOI Ta

iHcTUTYIIHOT (3BO).

BucHoBKH 10 ApYyroro po3aiiy

Po3pobiieHo 1 00rpyHTOBAHO MPOEKTYBAHHS MOJEII OopraHizaiii (popmMyBaHHs
npogeciiiHoi KOMIIETEHTHOCTI A0 peamizauii iHpopmauiifHoi Oe3nekn y MaiOyTHIX
(daxiBuiB sl chEpPU CICKTPOHIKKM, METPOJIOTIT Ta palOTEIEKOMYHIKAIIA AJ1 rany3i
A Ocsita, cnemianbHocTi A5 Ilpodeciiina ocsita (cnemiamizanii — Lludposi
TeXHONOrli Ta ENEeKTpoHIKAa, METPOJIOris Ta PaalOTENEKOMYHIKAIli) 3 OCBITHBOIO
kBamiQikamiero — OakamaBp mnpodeciiiHoi ocBiTH. Bu3HaueHo ii MIACHCTEMH Y
CUHEPIEeTUYHIA €IHOCTI, a caMe: IUIbOBA, 3MICTOBA, METOJWYHO-OpraHi3alliiiHa,
NpOLIECHA Ta pe3yjbTaTMBHA. Y  UUIbOBIA MIJCUCTEMI BU3HAYEHO METY

1HpopMaIiiHOT Oe3MEeKM Ta METY OpraHizauii, BpaxoBaHO LIJOBI COLIAIbHI MOTPEOH
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pe3yJAbTAaTHBHIA MIACHCTEMI MOJENl opradizamii  (GopMmyBaHHsS mpodeciifHOoi
KOMIETEHTHOCTI 10 peanizauli iHpopmariiitHoi Oe3nekn y MaidOyTHIX (paxiBLiB AJist

chepu €NEKTPOHIKHM, METPOJIOTIi Ta paalOTENICKOMYHIKAIIH.
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Ocegimuiti komnonenm yukiy npoghecitinoi niocomosku «leopemurxo-npasosi
ocnosu npogpecitinoi (npoghecitino-mexniunoi) ocgimu» Ma€ HE METI OMAHYyBaHHS
TCOPETUYHUX AaCMEKTIB Ta HOPMATHUBHO-NIPABOBMX 3acajl 3a0e€3MEyeHHs Ta
YIPaBJIiHHS CHCTEMOKO MTPOPECiHHOT OCBITH; (POPMYBAHHS KOMHemeHmHocmeil IK-To
3IATHOCTEH: 10 peamizamli rpoMaAsHCBKO-NPABOBOI CYO €KTHOCTI SIK AKTHMBHOTO
Ccy0’€KTa MPABOBIJTHOCHH, AaKCIOJIOTTYHOTO OCMHCJIEHHS 3aca] TPaHCIAPEHTHOCTI
JEMOKPATUYHOTO CYCHIJIbCTBA, IMIICPATHBIB CTAJIOTO PO3BUTKY Ta JOKTPUHU
BEPXOBEHCTBA MpaBa K (yHAAMEHTAIBHUX FAPaHTIB 3aXUCTY MPaB 1 CBOOO JIIOIMHA
B HAIlIOHAJHLHOMY TMPABOBOMY MOJ1 YKpaiHM, /0 CUCTEMHOI IMILUIEMEHTAIi
KJACUYHMX Ta HOBITHIX OCBITHIX TEOpPIA, a TaKOXK HAYKOBO OOIPYHTOBAHMX
METOJOJIOTIA Yy MPAKTHYHY IUIOLIMHY OCBITHBOTO TMPOLIECY [UIsl JOCSATHEHHS
MPOrHO30BAHUX PE3YJIbTATIB HABUYAHHS, 3a0€3MEYCHHS BUCOKOTO PIBHS MPAaBOBOi
KYJIbTYPA TEeAArorie mpo(eciiHOro HaBYaHHS, IO BUSBISETHCS Y TMPOBAIKEHHI
TISUTBHOCTI B ME)Kax MPAaBOBOrO TMOJsS, BH3HAYECHOTO YMHHUM 33aKOHOJABCTBOM
VYkpainu, nep>KaBHUMHU CTaHAapTamMu Npo(eciiiHOl OCBITH Ta JIOKATbHUMH aKTaMu
IHCTUTYL[IHHOTO PETYJIFOBAHHS, 10 IHTErpamii Ta MNPAKTUYHOIO 3aCTOCYBAHHS
TE3aypPyCy, METOMOJIOTIYHOIO I1HCTPYMEHTApit0 Ta (YHIAMEHTAIBHUX MPUHLMIIB
OPUPOJHUYMX 1 COLIATBHO-TYMAHITAPHUX HAYK y PO3B'SA3aHHI MPHUKJIAIHUX 3aBIAHb
npoeciitHoi OCBITH, 0 MPOEKTYBAaHHS Ta peaji3ailli MEXaHi3MiB 3a0€3MCUCHHS
SAKOCTI OCBITHBOTO MPOLECY, 3MIMCHEHHs (YHKIH YOPABIIHHA CTPYKTypaMu
3aKJIaIB MPOQECIiHHOI OCBITH HA OCHOBI MPUHUMIIB CTPATETIYHOTO, aHTHKPH30BOIO
Ta KOH(QITIKT-MEHEKMEHTY .

ChopmynbOBaHO  npocpamui  pe3yibmamu — HAGYAHHS:  OBOJIOIIHHS
apXITEKTYpPOK) HOPMATHBHO-MPABOBOi 0a3W, Trajdy3eBUM 3aKOHOJABCTBOM Ta
JEPKAaBHUMM CTaHJAPTaAMU, IO PEMIAMEHTYIOTh MPOQECIiiHY AisUIbHICTh B 3aKJIaAaX
npogeciiiHoi OCBITH (A TaKOX YCTAHOBAX 1 MIANPUEMCTBAX), YMIHHS aKTyasli3yBaTh
MpPaBOBI HOPMHU Yy KOHTEKCTI TOTOYHOTO BUPOOHMYOrO HABYAHHS, OMNAHYBATH
KOHIICNITyaJIbH1 ~ 3acaJl  TCUXOJIOrii, MEAaroriku, a TakoXK  Te3aypycy
(yHIAMEHTATBHUX 1 MPUKIAAHUX HAYK Ha PiBHI, TOCTATHBOMY JUIsl 3a0€3MECUYCHHS

LUTICHOCTI  OCBITHBOIO TPOLECY Ta JOCATHECHHS JCCKPUNTOPIB  HABYAHHS,
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BU3HAUEHUX  OCBITHBOK  NPOrpPaMOKd; HABMYKH  YIPOBAKCHHS  CYYaCHHMX
IUIAKTAYHUX MAPagUrM Ta METOAMYHMX 3aCaj Y MPAKTUKY BHUKIIAJaHHS HABYAJIBHUX
JUCLMILIIH, 3JaTHICTh O CTPATETTYHOrO BUOOPY Ta ajanTal(li IHHOBALIHHAX OCBITHIX
TEXHOJIOT1H 1 METOJIMK HABYAHHS 3 METOI0 3a0€3NEYEHHS IKOCTI OCBITHHOTO MPOIIECY;
YCBIJOMJICHO BOJIOJITH JIAJNECKTUKOKO TUHAMIYHHUX COI1aJIbHO-CKOHOMIYHUX MPOIECIB
y  BUMIpI  DIOOambHOT  TypOYJIEHTHOCTI,  OBOJIOMIHHA  METOJOJIOTTYHUM
THCTPYMEHTAPIEM e(PEKTUBHOTO rOCIIOJAPHOBAHHS Ta PaLliOHANIBHOTO
NPUPOJTOKOPUCTYBAHHS HA 3acajax CTajoro PO3BUTKY, OBOJIOAIHHS METOHOJOTIE0
VIPABIiHHS JIFOJACBKHM KAIliTaJlOM Ta MATEPIAIbBHUMHA PECYPCAMHU;, OMAHYBaHHS
HABUYKAMHU CTPATErIYHOrO IJIAHYBAHHS, MOHITOPWHIY, ayauTy Ta Bepudikamii
3BITHOCTI HA MIAMPUEMCTBAX 1 B YCTAHOBAX Tajy3€BOi CHPSAMOBAHOCTI, YMIHHS
pealidyBaTH YMOBHM  IHKJIKO3UBHOTO MNpPO(QeECciiiHOro cepenoBuila Ha OCHOBI
JOTPUMAHHS ~ NPUHUMOIB ~ TEHACPHONO  TNAPUTETY,  PIBHONPABHOCTI  Ta
HEJIMCKPUMIHAILI.

II. OcpitHiid MOaynwb «Memponoeis (cmanoapmusayis, 6unpooysanus i
GUMIDIOGAHHS)»  TIPEACTABICHO Y KOHTEKCTI OCBITHIX KOMIOHEHTIB LUKy
npogeciiiHoi miaroroBku 3100yBayiB BULIOi OCBITH — «HopMaTBHO-MeTOIMYHA Oa3a
y chepi Merposoriiy, «OCHOBM METPOJIOTIi Ta METPOJIOTIUHOIO 3a0€3MECUCHHS,
TEXHIYHOIO PETyJIOBaHHs», «Ceprudikamis MpoayKiii, MOCIyTr Ta MEPCOHATY» Ta
«KBamiTonoris i cucTeMu yrpasiiiHHS SKICTEOY.

OCBITHI KOMIOHEHT «/Hopmamueno-memooudna basza y cghepi memponozciin
Mae Ha MeTi GpopMmyBaHHA y 3100yBadiB OCBITM KOMIUIEKCY HAYKOBMX 3HAHb MPO
HOPMAaTHBHI1 IMIIEPaTHBH, METOAMYHE 3a0e3MeyeHHs (YHKI[IOHATY METPOJIOrii,
NPABOBI 3aCad METPOJIOTIYHOI ISIIBHOCTI Ta CUCTEMH HOPMATHMBHUX JOKYMEHTIB,
mo 3a0e3MeuyroTh LUIICHY €JHICTh METOAWKH BUMIPIOBAHb,  (PopmyEaHtis
KoMnemenmHocmeil SK-TO 3JaTHOCTEH: N0 PO3B’sI3aHHS OararOKpUTeEplaIbHUX
3aBJaHb T4 IMIUIEMEHTALli MPUKIAJAHUX aNroOpuTMiB y cdepl mpodeciiiHoi OCBITH;
CUHTE3 (PYHJAMEHTAIBHHUX MEAAroriYHUX TEOPId Ta rany3eBUX METOIMK (30Kpema
METPOJIOTIYHOTO 3a0€3MEYCHHSI) B YMOBAX INIOOAIBHOI TYpOYJICHTHOCTI CyCHLJIbCTBRA

Ta HEMHIMHOCTI COIABHO-TEXHIYHUX TMPOIECIB, Yy SKOCTI CHOPOMOKHOCTI [0






205

()YHKIIIOHYBaHHSI HAL[IOHAJBHOI Ta MI>KHAPOAHOI METPOJOTTYHHUX CUCTEM, a TaKOXK
OMAHYBAaHHS  HOPMATMBHO-NIPABOBHX  3acCajJ TEXHIYHOIO  PETYJIOBAHHS  SK
(¢yHIamMeHTaTbHOT 0a3n 3a0e3neveHHs SKOCTI Ta Oe3meku (MPOAYKLii, TPOUECIB 1
nocnyr) Ta O€3NeKH >KUTTESUIBHOCTI COLIOKYIBTYPHHX (QOpM; popmysaniis
KomMnemenmHocmeil  SK-TO  3AaTHOCTEH  J10: CHUCTEMATHMYHOIrO  OMAaHyBaHHs
IHHOBALIHHAX METOJIB BUMIPIOBAHb, YNHHUX CTAHJAPTIB 1 PETJIAMEHTIB TEXHIYHOTO
PErYJIFOBaHHS y Cepl METPOJIOTIi Ta METPOJIOTTYHOTO 3a0€3NEUYCHHS; CTUMYJISAIIT Ta
MOTHBaIlli 3100yBaviB OCBITM Ha JOCSITHEHHS BHCOKMX CTaHJApTIB TOYHOCTI Ta
BIPOBA/DKEHHSI TMEPEAOBUX METPOJIOTTYHUX MPAKTHK, IMIUIEMEHTALli Cy4YacHUX
1HpOpMALIHHUX CHCTEM Ta CHELIATI30BAHOIO MPOTPAMHOTO 3a0€3MECUYEHHS s
aBTOMAaTHU3allli BUMIPIOBaHb Ta 0OPOOKK pe3ynbTariB 1a00PaTOPHUX 1H(POPMALIHHAX
MEHELDKMEHT-CUCTEM (3 aHril. — Laboratory Information Management System, LIMS)
MiJ 4ac OpraHizaifli OCBITHBOTO MPOLECY, AU(EPEHINallli OIIHIOBAHHSI HAa OCHOBI
KpuTepiiB  Bepu@ikamii  (KoMneTeHwii  po3polnsATH,  OOITPYHTOBYBaTH  Ta
YIPOBAPKYBATH  JIArHOCTMYHI ~ CTpATerii ~ METPOJIOTIYHOrO  3a0€3MEYCHHS ),
EKCIEPTH3M Ta AQHATITUYHOIO OLIHIOBAHHS 3ac00IB  BHMIPIOBAJIBHOI TEXHIKH;
CUCTEMHOTO aHamidy, BHOOpPY Ta €(QEKTUBHOI €KCIUTyaranii BHMIPIOBAJIBHOTO
oOnaHaHHS 3 METOXO MiHIMI3amli MOXUOOK Ta 3a0€3MEYECHHS BIAMOBITHOCTI BUMOTram
TEXHIYHUX  PEIJIAMEHTIB,  €()EKTHBHOTO  BUKOPUCTAHHS  CHELIATI30BAHOIO
OPOrPaMHOr0 3a0€3MEUYEHHS, 1HCTPYMEHTApiss AN PO3PAXYHKY HEBU3HAYECHOCTI
BUMIPIOBAaHb, KamiOpyBaHHS 3ac00iB BUMIPKOBAIBHOI TEXHIKM Ta CTATUCTUYHOIO
VIPABIiHHS TEXHOJOTTYHUMHM TPOLECAMU MOHITOPUHTY Ta KOHTPOJIKO SKOCTI
nponykiii (3 anmn.  —  Statistical Process Control); iHTerpamii  3akoHiB
(yHIAMEHTATbHUX HAayK Ta 3arajibHOi Teopii BHMIPIOBaHb y XOJ1 BHPILICHHS
CKIQJHUX MNPHUKJIAJHUX 3aBJaHb METPOJIOTIYHOrO 3a0€3MEYCHHS, METPOJIOTTYHOTO
CYNPOBOAY PO3PaxyHKIB MapaMeTPiB TEXHOJOTYHMX MPOIECIB 13 BpaxyBaHHIM
BIUIMBY 30BHIIIHIX YWHHWKIB HA TOYHICTh pPE3yJbTaTy, aHaIi3yBaHHS Ta
IHTEpIpeTanii pe3yJsibTariB BUMIPIOBaHb, a caM¢ Bajiifalii MEPBUHHUX NAHUX, iX
CTATHCTUYHOTO 00poOneHHs Ta (OpMyBaHHS OOIPYHTOBAHWMX BHCHOBKIB MIOJ0

BIJIMOBITHOCTI 00'€KTa BCTAHOBJICHUM JIONMYyCKaM; 3a0e3neueHHs (YHKIIOHYBAHHS
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CUCTEMH MCHEKMEHTY SIKOCTI B OCBITHIH YCTAaHOBI 3r1HO 31 cTanaapramu cepii [SO
9001/17025 Ta METPONOTTYHOTO MEHETKMEHTY B OCBITI.

KoHKpeTu3oBaHo npocpamvii pesyivmamu Hag4danis OOTPYHTOBAHO SIK BMIHHS
0.  3a0e3NEYCHHsT ~ METPOJIOTIYHOI  Ta  TEXHIYHOI  IHTEPONEpadenbHOCTI
BUMIPIOBAJIbHUX CHUCTEM y Mekax 1H(OPMAILIITHOTO OCBITHBOTO MPOCTOPY Y rajaysi
EJICKTPOHIKH, METPOJIOT] Ta PAAIOTENEKOMYHIKAL[H; 1ineHTH(IKaLi, aHaTI3yBaHHS Ta
Bepr(IKaLii TEXHIYHUX i METPOJIOTIYHUX PU3UKIB Y rany3i €JICKTPOHIKK, METPOJIOTi
Ta  PagiOTEICKOMYHIKALM, peali3yBaTd  METPOJIOTIYHUI  KOHCAITHHI  Ta
3a0e3neuyBar PU3MK-OPIEHTOBAHMI MEHEDKMEHT IOAO peamidalii iHpopMamiiHoi
Oe3neku; po3poOisTH Ta YIPOBAIHKYBATH CTPATErTUHE TUIAHYBAHHS, MPOTHO3YBaHHS
Ta ONEpaLiIHHUNA MEHEKMEHT OCBITHIX 1 BUPOOHMYMX MPOLECIB 13 JTOTPUMAHHSM
NPUHLHAIIB METPOJIOTIYHOI €TUKH Ta POPMYBAHHS KYIbTYPHOTEHIIATY 3a0€3MICUEHHS
AKOCTI;, nrdposizauii Ta BepuQikanii METPOJOTIYHUX NAaHWUX (MOLIYKY, KPUTHYHOTO
aHal3y Ta CTAaTUCTU4HOI 00poOkuM mpodeciiinoi 1H(popMamii 13 3aCTOCYBAHHIM
cnenianizoBaHoro mnporpamMmHoro 3adesneueHHs Ta IKT);, aHamITUKO-CUHTETUYHOI
TISUTBHOCTI 3 METOK0 BHUKOHAHHS CKJIIQAHUX MIAPAXYHKIB  HEBU3HAYEHOCTI
BUMIPIOBAaHb, MAPAMETPIB TEXHOJOTIYHHX PEXKUMIB Ta MNOKA3HUKIB HAIIHHOCTI
TEXHIYHUX CHUCTEM; PO3B’SI3yBaTW CKJIAJHI 33Ja4l METPOJIOTTYHOIO CIPSMYBaHHS 3
NPOEKTYBAHHS O0'€KTIB Ta BUOOPY MATEpialiB, CIAPAOYUCh HA METOAM TEXHIYHOIO
HOPMYBaHHS, PO3PAaxXyHKOBI JOMYCKM Ta BUMOTH B3a€MO3AMIHHOCTI, 31HCHIOBATH
HAYKOBO BMBXCHMIA M1AOIp €TaJIOHHOI 043 METOIB BUMIPIOBAHb Ta KOHTPOJIBHOIO
YCTAaTKYBaHHS U1l PO3B’S3aHHS CKJIQJHUX TEXHIYHHMX 3aBJAHb 3T1THO 3 KPUTEPIIMHU
TOYHOCTI;, YNPABIIHHS KaQJAPOBUM PECYPCOM 1 MATEPlaJIbHUMU AKTUBAMH, HABUUKAMU
CTPATEriyHOrO IUIAHYBAHHS, BHYTPIIIHBOIO ayAUTy Ta (POPMYBaHHS METPOJIOTTYHOT
3BITHOCTI BIJJMOBIJHO O BUMOT cTaHaapTiB cepii [SO.

OcBiTHIH KOMNOHEHT «Cepmudpixayis npooyxyii, nociye ma nepcoHay» Mae
HA METI OMAHYBaHHS MPOLEAYPaMK MIATBEP/LKEHHS BIAMOBIAHOCTI 00'€KTIB/MPOLECIB
BUMOIaM aKkpeauTarii/ceprudikarnii mpoayKIli, HOCAYr Ta NEPCOHANY; (opmyearits
KoMnemenmHocmeil SK-TO 3JaTHOCTEH [10: AHAIITAYHOTO OLIHIOBAHHS BUMOT

TEXHIYHOTO PErYIKOBAHHS 1 TPOUEAYP cepTUdIKaLii MPOAYKIii, MOCITYT Ta NEPCOHATY
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NPUHLHAIIB €KOJIOTTYHOI OE3MEKH, PECYPCO- Ta CHEPro30EPEKEHHS, OXOPOHH TpaLl,
TirieHA Tpail Ta OE€3MEKH SKUTTEAISUIBHOCTI, 3a0€3Meuyoud BIAMOBIAHICTE YMOB
mpaifi Cy4YacHMM CTaHJapTaM 1 HOpMaTWBaM COLIAJIbHOI Ta €KOJIOT14HOi
BIJIMOBIIAJILHOCTI, CTAHJAPTaM JI0 BUMPOOYBaJIbHUX JIaboparopiid Ta iHdopMaiiitHo-
TEXHOJIOTTYHUX CHCTEM.

ChopmynbOBaHO npocpammi pe3yivmamu Hag4aHis OOTPYHTOBAHO SIK BMIHHS
J0: OMEpPYBATH CHUCTEMOK) YMHHMX HOPMATHUBHO-NMPABOBUX AKTIB, HAI[IOHAJBHUX 1
MDKHApOJHUX CTaHJAPTIB, Taly3€BUX PEIIAMEHTIB, aHATI3yBaTH Ta OLIHIOBATH
pu3uKM, 1AcHTU(]IKYBaTM TpoONEeMHl cuTyauii y mnpodeciiiHiii  IisiIbHOCTI,
OOrpyHTOBYBaTH Ta OOMpaTH €(PEKTUBHI CTpATErii iX PO3B’s3aHHS 3 ypaxXyBaHHIM
BUMOI' CTaHJAPTIB 1 MpoueAayp cepTudikanii, MPOEKTyBaTH Ta BIOPOBAIHKYBATH
OCBITHI i MpoQeCiiHO OPIEHTOBAHI MPOEKTH, CIPSIMOBAHI HA MIJABUIICHHS SIKOCTI
OIATOTOBKM  (paxiBLIB Ta YAOCKOHAIEHHS NPOQECIHHUX KOMIETEHTHOCTENH;
JIarHOCTYBAaTW Ta MPOTHO3YBAaTH  PE3YJIBTATUBHICTh  OCBITHBOTO  MPOILECY,
3a0e3neuyBaru HOro €(peKTHBHICTh HUIIXOM KOPHUTYBaHHs 3MICTy, OpPM 1 METOIB
HABYaHHS Ui JOCSTHECHHS BU3HAYCHHMX MPOTPAMHHX PE3YJbTATIB Ta MIATPUMKHA
peamizanii 1HAWBIAyaJIbHUX OCBITHIX TPAEKTOPIA 3400yBadiB OCBITH, BUKOHYBaTH
po3paxyHku y cdepl crangapthzamnii Tta ceprudikailli, a TaKoXX 3aCTOCOBYBATH
BIJIMOBIJTHI METOJMKM OI[IHIOBAHHS TOKA3HMKIB SKOCTI MPOAYKINi, MOCAYr 1
npodeciitHoi MisUTBHOCTI NEPCOHAY; PO3B’SI3yBAaTH THUIOBI CHEIIATI30BaHI 3aBJaHHS
y npodeciiiniii cdepi; 3acTOCOBYBAaTH y MpodeciifHii MpaKTHI HAL[IOHAJIBHI Ta
MIKHAPOJIHI CTAHJAPTH, PErJAMEHTH 1 MPOUEAYPH, U0 3a0€3MeUyroTh SKICTb,
Oe3MeuHICTh Ta BIAMOBIAHICTE CTAHAAPTAM MPOAYKIIi, MOCAYr 1 NEPCOHATY
BCTAHOBJICHAM BHMOIaM; 3J1HCHIOBATM TNJIAHYBaHHsS, OpPraHi3alilo, KOHTPOJb Ta
MIJrOTOBKY 3BITHOI JOKYMEHTAIlli B YCTAHOBAX, OPraHi3allisX 1 Ha MiANPUEMCTBRAX;
JOTPUMYBATUCS MPUHLMITIB PIBHOCTI MOXKIIMBOCTEH, reHACPHOI 30aJTaHCOBAHOCTI Ta
HEAMCKpUMIHALIL Yy  mpodeciiiHiif  MISIbHOCTI,  CHOpHUSOYM  (POPMYBAHHIO
THKJTFO3UBHOI'O T ETUYHOrO MPOECIHHOTO CEPEAOBHUINA.

OCBITHIH KOMOOHEHT «K6animoaoeis i cucmemu Ynpasiitms saKicmioy Ma€ Ha

MeTl (GOpMYyBaHHS y 3100yBayiB OCBITA CHCTEMHOIO MIAXOAY IO YIPABIIHHS SKICTHO
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Ha MIANPUEMCTBI/Oprani3ailli/ycTaHoBl/3aK1aal Ha OCHOBl MI>KHAPOJHUX CTaHJAPTIB
cepii ISO 9000; onaHyBaHHsS METOJAAMH KOHTPOJIIO Ta aHAJI3Y SKOCTI, (POpMyBaHHS
KomMnemenmHocmeil SK-T0 3AATHOCTEH J0: PpO3B’S3aHHSA CKIQJAHUX NPOPUIBHUX
3aBJaHb NPAKTHYHOTO  CHOPSMYBAHHS Y  KOHTEKCTI  MDKIMCUUILUTIHAPHOCTI
BU3HAUEHOTO CHEHIATITETY, 3aCTOCYBaHHS TEOPETUYHHMX 1 METOJOJOTIYHMX OCHOB
MEJArOrIKA 1 METOIMKHN MPO(PECItHOr0 HaBYaHHS, OCHOBHUX MOJI0KEHb KBATITOJIOTI;
€(PEKTUBHOIO YIMPABIIHHS OCBITHIMM PECYpPCaMM HA 3acaiax 3a0e3MEUYEHHsS SKOCTI
OCBITH Ta HAyKOBUX JOCIIKEHb, MOHITOPUHTY PE3YJIbTATHBHOCTI OCBITHIX MPOLIECIB
13 BukopucTanHsM IKT, HemepepBHOro HaBYaHHS IIOJO OMAHYBAaHHS CyYaCHUMH
HAYKOBMMH 3HAHHSAMM 3a Ui 3a0€3MEUEHHs IKOCTI OCBITH, TUIAHYBAaHHS, peaii3arii
Ta OIIHIOBAHHS PE3YJIbTATIB OCBITHBOI JISUIBHOCTI Ta 3rIJHO BHU3HAYEHOTO
cnemianitety; iHTerpanii cydacHux IKT Ta mporpamuoro 3a0e3medeHHsl MiJ 4ac
Oprasizaiii OCBITHBOTO MPOLECY/BUPOOHMYMX MPOLECIB, peaiizamii crTparerid Ta
NPUHLUMIB  (TPAHCHAPEHTHOCTI, OO0 €KTMBHOCTI Ta BAJIIJHOCTI) OLIHIOBAHHS
PE3YJIbTATIB (OCBITHIX, BAPOOHWYHMX ), 3a0€3M€UEHHST MPOQPECIHHOT AISUTBHOCTI 3T1AHO
YMHHAX BHUMOI 3aKOHOJABCTBA YKpAiHW, YHPOBAKCHHS C(PEKTUBHUX METOMIB
oprasizamii mpai 3 JTOTPUMAHHIM BUMOT 1H(OPMAIIHHOT, COIAIBHOI, €KOJOTTYHOI
Oe3nekn, OE3MEKH IKUTTENISTIBHOCTI, OXOPOHM Ta TIr€HM Tpali, €HEepro- 1
PECYPCO30EPEIKECHHSI.

IIpocpamui pezyromamu nagyanisi OOTPYHTOBAHO SIK BMIHHS. OBOJIOJIHHS
HOPMAaTUBHO-MTPABOBOKD 0Aa3010, Taly3eBUMHM CTaHAApTaM Ta PEIAMEHTaMH, IO
BA3HAYAIOTh BUMOTH 110 oprasizariii TiSUTBHOCTIL
YCTAHOB/MIANPHEMCTB/Oprafizauiii/3aKnaaiB  OCBITH Y  cepi  EIEKTPOHIKH,
METPOJIOTIi Ta PaalOTEICKOMYHIKAIIA, MISTA CBIAOMO 1 MParHyTd 10 COLIAJIbHOI
BIANOBIAAIBHOCTI Y KOHTEKCTI JEMOKPATUYHMX NPHHLMIIB 1 MIHHOCTEH SK
CKIQJI0OBUX HAI[IOHABHOT CHCTEMH CTajoro PO3BUTKY YKpaiHu, 3a0e3mnedyBaTw
e(PEKTUBHY KOMYHIKal[ll0 y MNpodeciiiHiii B3aeMopdii Ta CHiBIpani, 30KpeMa Ha
MDKKYJIBTYPHOMY Ta MDKHAIIOHATBHOMY PIBHSIX 3 JOTPUMAHHSAM TMPUHLMIIB
aKageMI4HOi €THKM 1 JO0OpPOYECHOCTI, TOJEPAHTHOCTI Ta TEHAEPHOI PIBHOCTI,

1AcHTU(IKYBAaTH, aHAI3YBAaTH Ta OL(IHIOBATH MPOOJIEMHI CHUTyallli;, 3aCTOCOBYBaTH
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OCBITHBOTO  1H(OPMALIAHOTO CEPEAOBHINA JJIs ONTHMI3alll KOMYHIKALIHHAX
npoueciB;, 3a0e3nevyBaTH IHKIFO3UBHICTE Ta MEPEXKEBY €THKY (3 (¢paHLm. —
Netiquette) y  MyJbTUKYJIBTYPHOMY [U(POBOMY MPOCTOpl;, J0 peanizanii
IHHOBALIHHAX OCBITHIX CTapTamiB/MPOEKTIB/BOPKINOMIB/TPEHIHTIB Ha  3acanax
TeHJICPHOI PIBHOCTI, HM(POBOi TPAHCMAPEHTHOCTI Ta MAPTUCUNATII; TPOEKTYBAHHS
IHAMBIAyaJIbHAX OCBITHIX TPAEKTOPIA 3400yBayiB OCBITH 3aco0amMu aJaNTUBHUX
TEXHONOT1# 3 BUKOpUcTaHHAM 111, OBOOIHHS METOAMKOKO HU(POBOTO OLTHIOBAHHS
Ta 3BOPOTHOr0 (PiA0EKY HA OCHOBI KPUTEPIAILHOTO MIAXOAY JUIS CTUMYJIFOBAHHS
aKaJIEMIYHOTO TTPOrPECY B EJCKTPOHHOMY OCBITHBOMY CEPEIOBHIIII.

IIpocpamui pezyremamu nagyanisi OOTPYHTOBAHO SIK BMIHHS 3/1MCHIOBATH
YIPaBJIiHHS TPOOJEMHUMH CHTYALISIMU, MPOEKTAMHU, TPAKTUKAMU 3 BUKOPUCTAHHAM
IKT; 3actocoByBarH mnporpamHe 3a0€3MEYCHHS 3 BUKOPUCTAHHSAM TEXHOJIOTIN
€JICKTPOHHOTO HaB4yaHHs (3 aHnl. — E-learning) Ta auCTaHUiHHOrO/3MIMIAHOTO
(dopmaTy HaBuYaHHS, OOTPYHTOBYBATH MPUHLMIKA KPOCKYJBTYPHOI Lu(poBizaiii Ta
MEPEKEBOI  B3aemojli/konabopanii B yMoBax  MIOOAmbHOI  TypOYJIEHTHOCTI
CyCNUIbCTBA JUIsi peajizailii 1HdopmMalliitHoi Oe3MeKu; MOJACTIOBAaTH aJarnTUBHI
cTparerii nUpoBOi KOMYHIKAI(li HAa 3acajaxX akaJeMIYHOi €THKHU 1 JOOPOYECHOCTI B
yMOBaX JUCTaHIIAHOIO/3MIMAHOTO (OpMaTy OpraHizaiii OCBITHHOIO MPOIIECY;
3MIACHIOBATH CUCTEMHMI aHamii3, Bepudikarito npoeCiiHuX PU3UKIB Y HHUPPOBOMY
OCBITHBOMY CEPEIOBUIII, MPOrHO3YBaHHS, MEPEAOAUYEHHS Ta MOJOJIAHHS KPU30BHX
npodeciiHux cuTyanid ans peamizanii iHpopMmamiiHOi O€3MeKu; MPOEKTYBATH
OCBITHI TPA€EKTOPIi (1HIMBIyaJIbHOT Ta TPYNOBOT KOMIUIEKTAIII) 1010 3a0€3NECYCHHS
npo(eciiHOro Po3BUTKY MailOyTHIX (axiBUIB Cepr EIEKTPOHIKH, METPOJIOTIi Ta
pPamIOTENEKOMYHIKAL[I; OmepyBaTH  METOJUKAMHW  MOLIYKY, KPUTHYHOIO Ta
CUCTEMHOTO aHami3y, iHTepnperamii iHpopmamii 3acobamu IKT Tta I 3
BUKOPHCTAHHSAM CHELIaI30BAHOTO MPOTrPaMHOro 3a0€3MEUYCHHS, BUKOPUCTOBYBATH
NICUXOJIOTO-NIEIArOTIYHUIA ~ IHCTPYMEHTApii  Ta  METOJOJOTI  YINPAaBIIHHS
IHHOBALIMHMUMKA  TpOEKTaMH y  cdepl  €IEKTPOHIKHA,  METpOJIorii  Ta

PaJioOTEICKOMYHIKAILIIHA.
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LOUIIXOM ~ KPUTHYHOTO  OLIHIOBAaHHS  1H(OPMALIHHOT  KOH'FOHKTYPH  Tamy3l
EJICKTPOHIKH, METPOJIOTIi Ta PaalOTEIEKOMYHIKALii, 3A1HCHIOBATH MOBHUN LUK
AHATITUKO-CUHTETUYHOI epepoOku iHopmartii 13 3actocyBanHsaM IKT; nmpoekryBartu
Ta IMIUIEMEHTYBATH OCBITHIH KOHTCHT Ha OCHOBI MEPBUHHUX HAYKOBHX JIKEPEN IS
CTBOPEHHS METOJMYHHUX KOMIUIEKCIB T4 IHHOBALIMHMX PO3BUBAIBHUX MPOEKTIB,
BOJIOAITH MIAXOJaMHM Ta MPUHLMIAMHA (YHKIIIOHYBAHHS amapaTHOro 3a0e3MeueHHs
AHAJTITUKO-CUHTETUYHOI MepepoOku 1H(GOpMaNii; Ha 3acagax CHCTEMHOrO AaHami3y
OLIHIOBAaTH  €(EKTUBHICTh  EKCIUTyaTalllfHMX  MapamMeTpiB  OPOrPaMHOro
3a0e3meueHHs/  YCTaTKyBaHHS B Taly3l  €JIEKTPOHIKHM,  METPOJIOTii  Ta
panioTeneKoMyHiKarii; 00poOasSTH HAYKOBO-TEXHIUYHY TOKYMEHTALI] 3 TOTPUMAHHAM
MDKHApOJHMX Ta HamioHaapHuxX crangaptie (ISO, HACTY) npu ¢dopmyBaHH1
1H(pOpMAaLIHUX 3aMMTIB, IHACKCYBAHHI Ta CTBOPEHHI BTOPUHHUX JTOKYMEHTIB.
OCBITHI KOMIIOHEHT «/[OKYMeHmMO3HABCMB0» MAE Ha METl BHBYCHHS
TEOPETUYHUX 3acajJ CTBOPCHHS, (yHKIIOHATY Ta OCOOMMBOCTEH 30epiraHHs
JIOKYMEHTIB sIK JpKepen 1HdopMallii Ta FopuIMYHUX JI0Ka31B; ONMaHyBaHHI 1 BOJIOIHHS
TUTNOJIOT13aLl €F0/KIaCH(PIKALIE0 JOKYMEHTIB, (opMmyS8aHis KOMNemeHmHocmeil K-
TO 3JATHOCTEH: MO MPUHAHATTS OPraHizaliiHO-yIPaBIIHCHKUX PIIICHh HA OCHOBI
CUCTEMHOI0 aHAJII3Yy PEJICBAHTHOI JOKYMEHTAI1iHOT 0a3u; OBOJIOJIHHS METOJUKOI)
Ta METOJAAMH OLIIHKOBAHHS JOCTOBIPHOCTI Ta MOBHOTH 1HQOpMALIl 3 TOTPUMAHHSIM
OPUHLHUIIB 1HQOpManiiiHOi Oe3MeKn; OnepyBaHHs IHCTPYMEHTapiEM CHCTEM €-
OO0KyMeHTo00iry 3acobamu IKT, BHKOPHCTaHHS CHELiaTi30BaHOTO MPOrPAMHOIO
3a0e3meueHHsl sl aBTOMaTH3alli >KATTEBOTO LMKIY JOKYMEHTAa Ta CTBOPCHHS
M(PPOBOrO OCBITHBOIO KOHTEHTY, JO0 3aCTOCYBaHHs 1HHOBAIlli y KOHTEKCTI
nu(poBizanii JOKYMEHTO3HABCTBA Ta apXIBO3HABCTBA, aianTallii HAyKOBHX 3HAHb Y
NPAKTHUHY NPoQeCiiiHy MISIBHICTE 3 METOK T'eHEPYBaHHS Ta peaii3aili craprar-
NPOEKTIB y cdepl 1HPOpMAIIHHOTO CEPBICY Ta JOKYMEHTALIMHOrO 3a0€3MCUEHHS
VIPaBiHHA, [0 aIMIHICTPYBAHHS MPOEKTIB 3 PEIHKHUHIPUHTY JOKYMEHTHHUX
MPOLIECIB Ta BIPOBAKEHHST O€3ManepoBUX TEXHOJOTIHA; A0 (acutiTailii OCBITHHOTO
IPOLECY Yepe3 MPOEKTYBAHHS PAllOHATbHUX 1H(OpMaLIHHUX 3B sA3KIB; (POPMYyBaHHS

npodeciiiHoi  maiicrepHocTi 3 IHQOpPMAaWiHOI  KyJbTypH,  3a0€3MeUeHHs
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iHpopMaLIiHOT Oe3NMeKkn MiA Yac ONEPYBAHHS AOKYMEHTALIMHUMM MpOLEcaMu Y
cepl eNEKTPOHIKHA, METPOJIOTIT Ta PadlOTEAEKOMYHIKAIli; JOTPUMAHHS PErJIAMEHTIB
3axuCTy 1H(popMalii 3 0OMEKEHUM JOCTYIIOM.

IIpocpamui pezyremamu nagyanisi OOTPYHTOBAHO SIK BMIHHS. 3/1MCHIOBATH
npodeciiiny MISIpHICTh Ha 3acafax crparerii iHpopMaiiHoi Oe3MeKu; BOJOMITH Ta
3aCTOCOBYBATH HalioHaNBHI cTanaaptH (3okpema JICTY 4163:2020) ta Mi>kHApOIHI
pernamentu (ISO 15489) mono cTBOopeHHs, yHi(iKalii Ta 30epiraHHsi JTOKyMEHTIB Y
cepl ENEKTPOHIKM, METPOJIOTii Ta PpaJioOTEJICKOMYHIKALINA; 1IEHTU(IKYBAaTH Ta
MIHIMI3YBaTH  JOKYMEHTHI  pu3MKH  (BTpara 1H(dopmamii, BHTIK JaHMHX,
danbcudikanisl); OmnepyBarTd  AHANITUYHAM  IHCTPYMEHTApiEM  OLIHIOBAHHS
e(PEKTUBHOCTI JOKYMEHTONOTOKIB Ta PO3POOJICHHS CTpaTerii  aHTUKPU30BOTO
yIpaBiiHHS 1HPOPMALITHUMKU PECYPCAMK;, OTIEPYBAaTH JOKYMEHTHOI 1H(OPMALIE)
13 3AIYYCHHSIM CUCTEM €-JI0KYMEHTOO0IrY; EKCIIEPTHOIO BIAOOPY 1HCTPYMEHTATIBHHUX
3ac001B 0OpOOKH Ta AOBrOTPUBAIOrO 30€piraHHs LA(PPOBOTO KOHTEHTY BIIMOBIAHO
70 mapaMeTpiB 1H(pOpMaLiifHOT Oe3NeKn; peali3yBaTh OCBITHI MPOEKTH, CIPSIMOBaH1
HA TMIJBHIIEHHS PiBHS LM(POBOI T'PaMOTHOCTI Ta PO3BUTOK I1H(POPMALIAHOT
KYJIbTYPH, MOJETIOBATH CTPYKTYPH €-JOKYMEHTIB Ta (POPMYJIOBAHHS BHMOT [0
HOCIiB 1H(OpMAaILii; OBOJIOAIHHS METOAaMU (popMati3aliii Ta po3paxyHKy napaMmeTpiB
CUCTEM JTOKYMEHTALIHHOTO 3a0e3NEUYCHHS ISl ONTUMI3alii MPOCKTYBAHHS TEXHIYHUX
00'€KTIB Tay31l €JIEKTPOHIKH, METPOJIOTI Ta PamioTEICKOMYHIKALIi, YIIPOBaIKEHHS
AHTHKPHA30BOIO0 MEHEKMEHTY, CTPATErIyHOrO IUIAHYBAHHS Ta NPOTHO3YBaHHS,
MOHITOPHHTY Ta Bepu(ikamii 3BITHOCTI B OpraHizauisx; aaMIHICTPyBaHHS
1H(pOpMaLIHHUX TPOLECIB ACTETYBAHHS MOBHOBAKEHD YEPE3 CHCTEMY PO3MOPSAYO]
JOKYMEHTAIi.

OCBITHIH ~ KOMIOHEHT  «Hopmamusno-mexuiunuii  ma  elexmpOoHHUL
OoKkymenmoobiey Mae Ha METI OMAHYyBaTH — HOPMATHMBHO-NPABOBHMH HOPMAMH €-
JOKYMEHTOOOITY,  TEXHOJIOTISIMM KJIACHYHOTO Ta €-AUIOBOACTBA, (PYHKIIOHATY
CUCTEMH EJICKTPOHHOIO JOKYMEHTOOOIry (30KpeMa 3 BUKOPUCTAHHSAM €JIEKTPOHHOIO
nu(poBOro MIANUCY) HA NOpUHOMNAX 1H(opMauiiHOi Oe3neku; Gopmysantis

KOMNnemeHmHocmeti SK-TO 3JaTHOCTEH J0: TPUUHATTS PEJICBAHTHUX pIMIEHb HA
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OCBITHBOT'O MPOLECY 13 IHTErPALIEI0 THCTPYMEHTIB €JIEKTPOHHOTO AOKYMEHTOOOITY;
YIPOBAKYBATH NPUHIMNKM  (PYHKIIOHYBAHHS anapartHoi 1HQPacTpyKTypu AJis
3a0e3neucHHss  Oe3mepebifHOr0  TEXHIYHOrO — JOKYMEHTOOOIry,  BHKOHYBATH
CHeniani30BaHl PO3PaxXyHKU Ta MOJECTIOBATH KUTTEBUN MUK TEXHIYHUX OO'€EKTIB y
MEXaxX I1HTETPOBAHMX CUCTEM TMPOCKTYBAHHS, BH3HA4YaTW poyib  LU(PPOBOI
TpaHcopMallii Ta €JIEKTPOHHOrO ypsayBaHHs (3 aHria. — E-Government) vy
ro0AaTbHUX  COLIAIbHO-CKOHOMIYHMX — Ipolecax,  €(QEeKTUBHO  ONEpPyBaTu
1HpOpMaLIHHUMU PecypcaMu 3 3a0e3neyeHHs 1HpopmaniitHoi Oe3nekn y chepi

EJICKTPOHIKH, METPOJIOTIi Ta Paa1OTENEKOMYHIKAILIiA.

3.2 llearoriyHuii eKCrepuMeHT

[lenaroriunuii €KCIEPUMEHT BKIIFOYAB €TANM JOCHIDKEHHS — KaMepalbHUIA,
MOTHBALIIfHAN, KOHCTaTyBaIBHUI, (POPMYBaTIbHOTOMIA T TPAKCEOIOTTYHUMA.

EkcriepuMeHTaNbHOK TUIOMIAKO BHCTYNWIM MpoBiaHi 3BO — YkpaiHcekuid
JepKaBHUI YHIBepcUTEeT iMeH1 Muxaiina J[paromaHoBa, bepasHcekuii nep>kaBHUN
neAaroriyHuii yHiBepeuTeT 1 XapKiBCbKUAN HAIlOHAIbHUI aBTOMOOLIBHO-TOPOXKHIN
VHIBEPCHUTET, B SIKUX 3AIMCHIOETBCS MpodeciiiHa miaroToBka 3100yBaviB OCBITH
raimy3i 3Hanb A OcBiTa, crienianbHocTi A15 Ipodeciiina ocBita 3a crneniamizanissMu
— DUwudpori TexHonorii; EnexkTpoHika, MeTponoris 1 paaioTeNIeKOMYyHIKaIii
OCBITHBOTO CTyrneHsa «bakanmaBpy. 3araiom BuOIpKa PECHOHJCHTIB CTAaHOBHJIA
239 oci10, 3 Hux 120 ocobu BimHECEHO 10 KOHTPOAbHOI rpynu (nami — K1), a 119 — oo
eKCrepuMeHTaIbHOT rpynu (nam — ET).

Ha xamepanbHOMy €Tani eKCepuMEHTY OOIPYHTOBAHO MPOrPAMHI PE3YIbTATH
HABYaHHSI, 3arajibHl Ta crnenianbHi ((paxoBi) KOMIOETEHTHOCTI BIAMOBIIHO 32 UKIAMHU
3aranbHOi 1 mpodeciiiHoi miaroToBkn MaiOyTHIX (axiBiiB ramy3i A OcsiTa,
cnemianbHocTi  AlS [lpogeciiina  oceita  (EnexkTpoHika,  MeTponoris  Ta
pamioTeNneKoOMyHiKalii) s nepmoro (0akaJaBpChbKOro) piBHS BUILIOI CTYNEHS 3115
(opMyBaHHS KPUTEPIAIBHOI  amapary MIarHOCTUKKA  PIBHIB  C(POPMOBAHOCTI
npogeciiiHoi KOMIIETEHTHOCTI A0 peamizauii iHpopmariiiHoi 6e3nekn y MaidOyTHIX

(daxiBuiB 1151 chepH CICKTPOHIKK, METPOJIOTT Ta palOTEICKOMYHIKAITIH.
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Tabnuys 3.2
Ioka3nuku cpopmoBaHocTi npodeciiiHOT KOMIIETEHTHOCTI A0 peasizamii
iHpopmaniiiHoi 6e3neKku y Maii0yTHIX (paxiBuiB 1Jis cepu eJIeKTPOHIKH,
METPOJIOrii Ta pagioresekomyHikauiii 3100yBauiB ocitu EI' i KT’

HA KOHCTATYBAJIBHOMY €Talli eKCIEPUMEHTY

Kpurepii

MOTHBALIHHUH HOPMATHBHHH CHCTEMHO-YNPaBJiHCbKHH

Pipni El KT El KT El KT

K-cTb| % K-ctb| % |k-ctb| % |k-ctb| % |[Kk-ctb| % |[K-cTB| %

Bucokmii | 28 | 235 | 28 | 234 | 21 |[177] 21 |175] 13 |[109| 14 | 117

Cepenmiii | 49 | 412 | 50 | 414 | 50 |420| 50 |41,7| 48 | 403 | 49 | 408

Tocrathiii | 42 | 353 | 42 [ 352 | 48 |403| 49 |408 | 58 |488 | 57 | 475

Bevoeo 119 | 100 120 | 100 | 119 | 100 | 120 | 100 | 119 | 100 | 120 | 100

Y rtabmumi 3.2 Ta Ha pucyHky 3.1 OpeAcTaBneHO  Pe3yibTaTH
KOHCTaTyBaJIbHOIO €TIy MEJArOriYHHIO EKCIKPUMEHTY — TIOKa3HUKW PIBHIB
c(hopMoOBaHOCTI MPOQECIHHOT KOMITETEHTHOCTI A0 peanizaiii iHpopMaliifHoi Oe3meKn
y  MaiOyTHix  ¢axiBumiB i cpepu  E€NEKTPOHIKM,  METPOJOrii  Ta
paaioTenekomyHikaniii 3100yBauiB ociTd EI' 1 KI' BignoBigHO:

v J0CTaTHI (3a MoTuBaUiiHUM KputepieM — 353 1 352 %, 3a
HopMatuBHUM — 40,3 140,8%, 3a cucTeMHO-ynpaBaiHCbkUM — 48,8 147,5%);

v cepenHii (3a MoTtuBauiiHuM kputepiem — 412 1 4147%, 3a
HOopMaTuBHUM — 42,0 141,7%, 3a cucteMHo-ynpasiaiHcbkum — 40,3 1 40,8%);

v BUCOKMH (32 MOTMBaliiHUM KputepieM — 235 1 234%, 3a
HOopMaTuBHUM — 17 71 17,5 %, 3a cuctemHo-ynaBmHcbkum — 10,9 1 11,7%)).

[Tix yac GopMyBaTLHOrO EKCIEPUMEHTY MpOodeciiiHa MAroTOBKa 3100yBaviB
oceith EI' Oyma opradizoBaHa 3a CHOEHIATBHO PO3POOJTICHOK MPOTPaMOr0
YIPOBAIPKEHHST MOJEN oprasizanii ¢gopmyBaHHsS npPOo(deciiHOT KOMIETETHOCTI
peamzauii iHpopmaniiHoi Oe3nekn y MaiOyTHIX (paxiBUiB Ans cPepu €IEKTPOHIKH,
meTposorii Ta pagiorenekomyHikauiif, «KBAPTETy» OCBITHIX MOAYIB 3a LHAKJIAMHA
3arajpHoi, mpodeciiiHoi Ta chemianbHOi MIATOTOBKM B OCBITHIX KOMIOHEHTaX

JUCLMILIIH 1 MPAKTUK MPOQeCiiiHOl MArOTOBKH MaiOyTHIX (paxiBLiB s ramysi







JliHaMika piBHIB CPOPMOBAHOCTI MPOPECIHHOT KOMIETEHTHOCTI A0 peani3amii
1HpopMmaniiHoi Oe3nekn y MaifOyTHIX (axiBLiB i C(HEPH EIEKTPOHIKK, METPOIOTIT
Ta PpadiOTENICKOMYHIKAIIA Michas 3acTocyBaHHs po3podnennx y EI' — mogem
opraHizamii  (opMmyBaHHS  TpodeciiiHOi  KOMIETEHTHOCTI 0  peamizarlii
1HpopMmaliiHOoi Oe3nekn y MaiiOyTHIX (axiBLiB 1uist CHEPH EINEKTPOHIKHA, METPOJIOTTT
ta pamorenckomyHikaniii; «KKBAPTETy» OCBITHIX MOAYJIIB 3a LUKJIAMH 3arajbHOi,
npodeciitHoi Ta chemniajbHOi MIATOTOBKA B OCBITHIX KOMIOHEHTaX AMCIMILIIH 1
NPAKTUK Npo¢eciiiHoi miAroToBKM MaiiOyTHIX (paxiBuiB 1uist rayry3i 3HaHb A OCBITa,
cnemianbHoCTi A Ilpodeciitna ocpita, cnemianizamli «Ludposi TexHoMOrI» Ta
«EnexTpoHika, METPOJIOTIS Ta paAioTENEOMYHIKALl» — coliaibHa Ta 1H(popMaliiina
MOJIITUKA, METPOJIOTisl, 1H(OpMaIliiHI MEHEIKMEHT Ta Oe€3MeKa, TEXHOJIOrIT,
NEAAroriyHX yMOB peanmizamii npodeciiiHoi miaAroroBku MaiOyTHIX (haxiBIiB 10
peam3anii iH(popmaniiHOi Oe3nekn Yy cdepl  ENEKTPOHIKM, METPOJIOTii Ta
PaalOTEICKOMYHIKAIIA, CTPYKTypH MOpodeciiiHOi KOMMETEHTHOCTI JI0 peamzarii
1HpopMariiHoi 6e3nekn y MaifOyTHIX (axiBLiB 1yisl CHEPH EIECKTPOHIKK, METPOIOTI]
Ta PAIIOTEIIEKOMYHIKAI[ Ta KPUTEPIATBHOTO armapaTy JIarHOCTUKK C(OPMOBAHOCTI
npogeciiiHOi KOMIIETEHTHOCTI A0 peanmizauii iHpopmariiiHoi 6e3nekn y MaidOyTHIX
(paxiBIiB A5 c(hepH EIEKTPOHIKH, METPOJIOTI] Ta paaiOTENEKOMYHIKaLIA y KPATEPISX
(MOTUBaLIHUI, HOPMATUBHUI Ta CHUCTEMHO-YIPABIIHCHKHIA) TMPEACTABIEHO B

Tabnwi 3.5.
Tabnuys 3.5

IHopiBHsiIbHUI aHAJI3 PIBHIB chopMOBaHOCTI npodeciiiHOT KOMIETEHTHOCTI 10
peaJizauii iHpopmaniiiHoi Oe3nexn y Maii0yTHIX (paxiBuis 1 cpepu
€JIEKTPOHIKH, METPOJIOTiT Ta paaioTeIeKOMYHIKaLii
J0 1 Mic/Isi MeAArorivYHOro eKCrnepuMeHTy, y %

Kpurepii
MOTHBALIHHUH HOPMATHBHUM CHCTEMHO-YNPABJIIHCHbKHH
Pinni El KT El KT El | KT
Jlo | Hicna | Jlo | licas | Jlo | llicaa | Jlo | Hlicasa | Jlo | licaa | Jlo | Iicas

Bucoxnii | 23,5 | 33,6 | 23.4] 258 [17.7] 286 [175] 20,8 [109] 193 [ 11,7 125

Cepenniit | 412 ] 462 [414| 434 [420] 454 [41,7] 425 [403] 454 [ 408 | 417

Tocratwiii | 353 | 202 [ 352 308 [403] 26,1 408 36,7 [488] 353 | 475] 458

Bewvoeo 100 [ 100 | 100 | 100 | 100 | 100 | 100 | 100 | 100 | 100 | 100 100
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[TopiBHsUIBHMI aHAMI3 PIBHIB CPOPMOBAHOCTI TPOPECIHHOT KOMIIETEHTHOCTI JI0
peam3auii iHpopmauiitHoi 6e3nekn y MailOyTHIX QaxiBUiB a1 CPEPHA E€IEKTPOHIKH,
METPOJIOTii Ta panioTesNieKoMyHikaii 3a00yBavie ocBith EI' 1 KI' mixm wdac
KOHCTaTyBaJIbHOrO Ta (OPMYyBaJIbHOrO €TamiB MPOBEACHHS  EKCIICPUMEHTY

BI3yaJli30BaHO HA PUCYHKY 3.3.



















































