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VY nucepraiii onep>kaHo Taki HOB1 HAYKOBI pe3yJIbTaTu:

Brnepiie 3anmponoHOBaHO METOJ aJalTHUBHOTO EHEPrOOPIEHTOBAHOTO KEPyBaHHS
KpurnrorpadiuHuM HaBaHTakeHHsIM Fog-By3na, sikuii, Ha BIIMIHY BiJ HasSBHUX IiJIXO/IB, Y
npoiieci (PyHKI[IOHYBaHHS TUHAMIYHO Y3TOJKY€ BUOIP CUMETPUYHOTO KPUNTOIPadiqHOrOo
MPUMITUBY 3 TIOTOYHUM pIBHEM eHepro3amacy amaparHoi miaardopmu. lle mae 3mory
pealnizyBaTi KOHIIEMIII0 KEPOBAHOI Jerpajallli: THMYaCOBUM TEpexia 0 aJTOPUTMIB 13
MEHIIIOI0 00YHCITIIOBAIEHOIO CKIIA/IHICTIO PO3MIISIIAETHCS HE SIK 3HIDKEHHS PiBHS O€3MeKH, a
AK MEXaHI3M 3a0€3MeYeHHs KMUBYYOCTI CHCTEMU Ta MPOTHUAIl aTakaM Ha BUCHAKCHHS
Oarapei.

Halyna mogaibioro po3BUTKY KOHIEMIIA 3a0€3MeUeHHs anapaTHol >KUBYYOCT1 TSI
MIKPOTPOLIECOPHUX CUCTEM MOOUTBLHOTO [0T: 3ampornoHOBaHO MeEXaHi3M, 3a SKUM Y
KPUTUYHUX CHEPIreTHYHHX pPEKHMaX CHCTEMa KepyBaHHS MATpUMYE  (i3UdHY
Mpare3 aTHICTh anapaTHOTO By3Jia BHACIIIOK CBIJOMOTO 3HWKEHHS OOYHMCIIIOBAIBLHOTO
HaBaHTAXXEHHS Ha MIKPOIPOIIECOP.

Brnepiie 0oOrpyHTOBaHO BHUKOPUCTAHHS I1HTErPAJbHOTO KPUTEPIIO SKOCTI [ SIK
AQHATITUYHOTO  1HCTPYMEHTYy nJisi  (opmamizaiii KOMIPOMICY MDK  3aTPUMKOIO,
€HeproBUTpaTaMi Ta OOYMCIIOBAIHLHUMH MOMJIMBOCTSMH, IO JAa€ 3MOTY MaT€MaTHYHO
MIITBEPAUTH aJIEKBaTHICTh KEPYBaHHS B JJOCIIKYBaHIN €JIEKTPOHHIN CHCTEMI.

VYIOCKOHANeHO  METOJOJIOTII0  amapaTHO-TIPOTPAMHOTO  MOJCIIOBaHHS — JIJIst
Bepu(iKaIlii eHeproopiEHTOBAHUX CUCTEM HAa aBTOHOMHOMY BY31i 3 ARM-apXiTekTyporo.
VrnockoHaneHHs — moisirae B IHTerpamii  po3poOJIeHOI  eMIIpUYHOI  MOjedi
€HEPrOCIIOKMBAHHS, 10 BCTAHOBIIIOE MPSIMHUN aHATITHYHUN 3B’SA30K MK 3aBaHTKCHHSIM

CPU rta crpymamu po3psiKaHHS €JI€MEHTIB KUBJICHHS.



VY nuceprartiitHiit po0OOTi 3A1HCHEHO TOTMOJIEHEe JOCTIKEHHS anapaTHoi )KUBYYOCTI
eneKkTpoHHUX Fog-By31iB MOO1IBHOTO [HTEpHETY peuei B yMOBaX KPUTUUHOTO OOMEKEHHS
CJIIEKTPOKUBJICHHS  JUIsI  YAOCKOHAJEHHS  IMpOLleCy  TMPOEKTyBaHHS  BOYIOBaHUX
MIKPOIIPOLIECOPHUX CHUCTEM ILUISIXOM BIPOBAKEHHS €HEProOpPIEHTOBAHOIO aJalTUBHOIO
KepyBaHHSI.

MeToro HoCHiIKEHHS € MMiIBUIIEHHS anapaTHOi KUBYYOCTI Ta €HEProePeKTUBHOCTI
esiekTpoHHux cucteMm Fog-By3niB MoOubHOTO [0T 110 mpatitoroTh B yMOBax aBTOHOMHOTO
CJIEKTPOKUBJICHHS IIUIIXOM PO3POOJICHHS METOAY aJalTUBHOTO KEPYBAaHHS MPOLIECOPHUM
HABAHTAXKEHHAM (3YMOBJICHHM KPUNTO3aXMCTOM) Ha 0a3l HewiTkoi Joriku. OO0’ exkTom
JOCIIIJDKEHHSI € KEepyBaHHS OOYMCIIIOBAIILHUMU pecypcamMu Ta 3abe3rnedeHHs (i3udHoi
’KUBYUYOCTI B alnapaTHUX By3jax TymMaHHuX oOuuciieHb (Fog Computing) moOinsHOTO 10T,
IPOLIECH EHEProCTIOKUBaHHSA. [IpenMeToM JOCIIPKEHHS € METOAM Ta MOJIENI aJalTUBHOTO
KEpyBaHHSI peXUMaMH POOOTH MIKPOIPOIIECOPHOI CUCTEMH 13 3aCTOCYBAaHHSAM HEUITKOT
JIOTIKM 117151 3a0€31eUeHHs eHeproe(peKTUBHOTO OanaHcy «0e3neKka—eHepris-3aTpUuMKa.

¥ po60oTi 3acTOCOBAaHO METOJIM CUCTEMHOTO aHai3y i hopMaizaiii eHepreTUHIHUX
00MEXXeHb, METOJIU T€OPli aBTOMAaTUYHOTO KEepyBaHHS (HEUITKA JIOTIKA) JJI TUHAMIYHOTO
BUOOPY PEKUMIB HABAHTAXKEHHSI, @ TAKOK METO/IA EMITIPUYHOTO ¥ anapaTHO-IIPOrpaMHOTO
MOJIETIIOBaHHS JIJIsl KaniOpyBaHHSI CHJIM CTPYMIB CIIOKMBAHHSI Ha peaJbHOMY (Pi3UYHOMY
IIPUCTPOI.

3MICT JIUCepTaIliiHOTO JOCHIKEHHSI BUKIAJIEHUN Y YOTHUPHOX PO3IAUIAX, y SKUX
MOJAHO PE3YNBTAaTH TEOPETUIHHX 1 EKCTIEPUMEHTAIBHUX JTOCITIIKEHb.

Y Berym gucepraimiiiHoi poOOTH OOTPYHTOBAHO JOIUIBHICTH 1 aKTyaJIbHICTh
oOpaHoro HanpsaMmy fnociimkeHb. [TokazaHo, 1o B apxiTektypax mobuisHoro loT nokanbsHi
anaparHi By3Jd (QYHKIIOHYIOTh B yYMOBAaX aBTOHOMHOIO €JEKTPOXHUBJICHHS (pe3epBHE
JDKepesio, akyMmyisiTopHa Oatapesi). BomHodac BOHM 3MyIiieH1 3aCTOCOBYBAaTH PECYPCOEMHI
aNrOpUTMHU KpUNTOrpad1yHOro 3axXucTy 1H(hOopMallii, IKi CTBOPIOIOTh 3HaYHE HABAHTAKEHHS
Ha EJIEKTPOHHI KOMIIOHEHTH. 3a TaKUX YMOB I1HTEHCHMBHI OOYMCIIOBaJbHI OIepalii,
O0COOJMBO 3a BIJICYTHOCTI BHUIUICHHX amapaTHUX KPHUMNTONPUCKOPIOBAUYIB, € TOJOBHUM
CIOKMBa4YeM eHeprii Mikporpoiecopa. Lle cnpuunHse mBHIKE BUCHaXEHHsS Oarapei Ta

¢b131uHy BIIMOBY yCTaTKyBaHHs. 3a3Ha4eHO MOTPedy B pO3pOOJIEHH] CUCTEM KEepyBaHHS, K1



0anaHCYIOTh MPOLIECOPHE HABAHTAXXCHHS Ta BUTpATy €HEPrii Ha omepaiiiHoMy piBHI
€JIEKTPOHHOTO TIPUCTPOIO.

Y mepmoMy po3niii HaBEACHO PE3yAbTaTH KPUTUYHOTO aHAJI3y OCOOIMBOCTEM
TEXHIYHUX pileHb sl moOynoBu amapaTHuX Fog-BysmiB. IlpoaHanizoBaHO apXiTEKTypy
BOymoBanux cucreM (System on a Chip (SoC)), oOMexeHHS aBTOHOMHHX JKEpen
€JIEKTPOKUBJICHHS Ta BIUIMB 1HTCHCUBHHMX OOYMCIIOBAJbHHUX OINEpaIlii Ha CHIIy CTPyMY
CIIO’KMBAHHSI MIKpOIIpoliecopa. 3’sicoBaHoO, 1110 (piKCOBaHI HaNAIITyBaHHS OOYMCIIOBAIILHO
CKJIQJIHUX aJTOPUTMIB € HeePeKTUBHUMHU. DYHKIIIOHYBaHHS €JIEKTPOHHOI KOMIOHEHTHOI
0a3u B peallbHUX YMOBax CIPUYMHSE TUHAMIYHY 3MIHY CIIO)KMBAHOI MOTYKHOCTI, SIKa €
MpsIMO MPOMOPLIMNHOI0 TAKTOBIM YacTOTI Ta KBaJpaTy HANPYTH KUBJICHHS. 32 BUCOKOTO
MEpEKEBOTO HABAHTAKCHHS pecypcoeMHI KpunrorpapiyHi IIEPETBOPEHHS
€KCITOHEHIT1aJIbHO 30UIBIITYIOTh BUTPATY €HEPTIi Ta 1HIIIIOI0Th EKCTIOHEHII1aIbHE 3pOCTaHHS
napasutHux crpymiB  BUTOKY B KMOH-TpaH3ucTtopax BHACIIJIOK HarpiBaHHs
HaIBIPOBIIHUKOBOIO Kpuctana. Lle siBuie popMye pu3HK amapaTHOTO Nepe3aBaHTAKEHHS
a0o0 crpallbOByBaHHS MEXaH13MiB TepMaJIbHOTO TPOTIiHTY (thermal throttling). 3 ornsany Ha
I[e JOBEACHO, IO CTaTWYHE 3aCTOCYBaHHS MAaKCHUMAaJbHOTO 3aXUCTY 3YMOBIIOE
HepallioHaJIbHE BUKOPUCTAHHS €HEprii Ta CTPIMKE BUCHaXKEHHS akymynsaropa. Ha
3aBEepIICHHS PO3AUTy C(HOpMyTbOBAaHO BHMOTH O EHEPrOOPIEHTOBAHOTO KEepyBaHHS
pecypcamu MiKporpoliecopa, 00TpyHTOBaHO aKTyaJbHICTh pOOOTH Ta BU3HAYEHO 3aBIaHHS
nociipKkeHHs. BetanoBieHo moTpedy peanizarllii cTpaTterii KOHTPOIbOBAHOI JAerpajaailii, 3a
AKOI 3HWKEHHS PIBHA 3axXUCTy BIJOyBa€TbCS KEpoBaHO, 30epiraroun  (PizuyuHy
Mpare3aaTHICTh TPUCTPOIO.

Y npyromy po3miiai BUKOHAHO TEOPETHYHE MOJCIIOBAHHS IPOIECIB aIallTUBHOTO
KepyBaHHSI TIPOIECOPHUM HaBaHTaKEHHSM. Fog-By301 QopmaiizoBaHO SIK KEpPOBaHUH
00’€kT 13 OOMEXeHUMHU pecypcamu. BekTop cTraHy Mojenl MOE€IHYy€ EHEepPreTHYHI,
oOuMcIioBaIbHI Ta Oe3nekoBl mnapameTpu (MOTOYHWM 3apsg Oarapei, 3aBaHTAKEHHS
LEHTPaIbHOTO MPOIECOpPa, IHTEHCUBHICTh TpadiKy Ta arperoBaHuil 1HAMKATOpP pIBHS
3arpo3). OOrpyHTOBAaHO 3aCTOCYBaHHS KOHTpoJjiepa Ha 6a3i HewiTkoi joriku (Fuzzy Logic

Controller), axuii TMHAMIYHO 3MIHIOE TApAMETPH POOOTH SApA 3aJI€HKHO BiJl CTAHY CUCTEMH.



KepyBanpHuii BuUXiJA MOAEN IHTEPNPETYIOTh SK BUOIP OJHOTO 3 JUCKPETHHUX
kpunrtorpadiuynux npodinis: Safe, Survival, Balanced abo Max.

CdopmoBaHo MaTeMaTUyHy MOJENb, Y SIKI BBEIEHO 1HTETPAIIbHUIA KPUTEPIH SAKOCTI
JUTSL aHATITUYHOTO OILIIHIOBAHHS KOMITPOMICY M1 MPOAYKTHUBHICTIO CUCTEMH Ta EKOHOMIEIO
e”eprii. DyHKIIOHAN arperye TpH 0a30BI HOPMOBaHI TOKAa3HUKHU: 3aTPUMKY CEpBiCY,
€HepreTUYH1 BUTPATH Ta BIAXWICHHS B IIJILOBOTO PiBHS O€3MeKH. 3aCTOCYBaHHS TaKOTO
0araTokpUTepiaibHOTO MIJIXOAY Ja€ 3MOTYy MaTeMaTH4YHO 30ajaHCyBaTU CyIepeuInBl
BUMOTH TIOJ0 3a0e3MeYeHHs] BHCOKOTO PIiBHSA KOHQIICHIIHHOCTI Ta HEOOXiTHOCTI
30epekeHHsl eHepropecypciB mHpucTporw. JloBeAeHO, 10 3ampONOHOBAaHUN METOJ
3a0e3mneuye KepoBaHy Jierpajaiiio (yHKI[iH Ha KOPUCTh MOJOBXKEHHS dYacy poOoTu
CJIEKTPOHHOI amapaTypd: B YMOBax KPUTUYHOTO AC(IIHUTY EIEKTPOKUBIICHHS CHUCTEMa
CBIIOMO OOMEXYy€ pecypCOoeMHI omepauii (HampuKIaJ, MEepPeXOAUTh N0 IOJIETIIEHUX
aJrOpUTMIB XEUTyBaHHs a00 MHU(PpPyBaHHA), YHUKAIOYH IOBHOI BIJIMOBH BYy3J1a.

TpeTiii po3aisl MICTUTh ONKC MPAKTUYHOI peati3anli po3po0sieHol cucTeMu Ha 0asi
KOHTEMHEPHOI MIKpoImporpamMHoi apxiTtekrypu. OOIrpyHTOBaHO BHOIp MIKPOKOMIT HOTEpa
Raspberry P1 5 3 6ararosinepuum ARM-niporiecopom (Cortex-A76) sik 6a30B0Oi €1EKTPOHHOI
mw1arGopMu Uil CTBOPEHHS JTOCIHIIHOTO amapaTrHO-NporpamMHoro crerjaa. CrpoeKToBaHO
nporpamHo-anapatauii komriekc ASM-¢dperiMmBopky (Adaptive Security Manager), sikuit
CKJIQJAEThCS 3 130JIbOBAHUX MOJYJIB: cepBicy npukiaaHoro iHtepdeiicy (ASM API) ta
agantuBHOoro areHra Oesneku (ASM-Agent). IloOymoBaHo ewmmipuyHy MOJAEIb
CHEprOCIIOKMBAHHS, SKAa BCTAHOBIIOE TMPSIMHUA 3B’SI30K MDK  OOYMCIIOBATHHUM
HABaHTA)XCHHSM, 3aBaHTAXCHHSIM IIPOLIECOPA Ta CTPYMaMH PO3PSIKAHHSL.

VYV Mexax peanizaiii HediTkuii koHTposiep Tumy Takari-CyreHo (Takagi-Sugeno)
HYJBOBOTO MOPSAAKY TMEPIOJUYHO 3UUTYE CHUCTEMHY TelleMeTpilo (pIBeHb 3apsiy,
3aBaHTAXCHHS S7Ep) Ta MOKA3HUK PIBHS 3arpo3u, MIicas 4oro (opmye y3araabHEHUN
MOKa3HUK PIBHA Oesrneku. /(s 3amoOiraHHs BUCOKOYACTOTHUM NEPEMHUKAHHSAM PEXKUMIB
(edexTy Ops3KOTY) 3aCTOCOBAHO MOPOTOBY JMCKPETH3AIlI0 Ta Tpamnerienoaioni GyHkii
HaJIeKHOCTI. BiAMOBIMHO 0 pillleHHs KOHTPOJIepa, CUCTEMa TUHAMIYHO 3aCTOCOBYE OJIUH
13 mpod1iB 3axucTy. IMiTanis KpunrorpadiuyHOro HaBaHTAXKEHHSI 3a0e31euy€e BIATBOPEHHS

MPOTIOPITIHHOT 00YMCITIOBATBHOI CKIIAIHOCTI PI3HUX KPUIITONPHUMITHBIB (BiJ] €KBIBaJICHTA



AES-256-GCM  no ChaCha20-Poly1305), wmarouun OesnocepenHiii  BIUIMB  Ha
TEIJIOBUAUICHHS Ta IMHAMIUHY BUTpATy €Heprii anaparHoi miargopmu.

Y yeTBepTOMY pPO3AUIL  TPOAHATI30BAHO PE3YAbTATH CKCIEPUMEHTATBHUX
JOCHIPKeHb, BUKOHAHUX 13 3acTocyBaHHAM MeTogofiorii Hardware-in-the-Loop (HiL) y
peaTpbHUX armapaTHuX ymoBax. [IpoBemeHo MOPIBHSUIBHUIA aHAJI3 TUHAMIKU PO3PSKAHHS
Oarapei mig KepyBaHHSIM HEYITKOI JIOT1KM (aanTHUBHI CTparerii) Ta B pekumMi (DiKCOBAHOTO
HaBaHTakeHHs (cTtatnuHi cTparerii Fixed Max ta Fixed Balanced). /{51 06’ ekTUBHOCTI BCl
CTparerii TECTyBaJH 3a 1ICHTUYHOTO YAaCOBOTO MPOQIiII0 MEPEKEBOTO HAaBAHTAKEHHS, 1110
iMiTyBaB (hoHOBY poOoTY, (hazy macoBanoi DDoS-araku (BUCOKuU piBeHb 3arpo3u) Ta (aszy
penakcaii. ExcriepuMeHTH OXOIUTIOBAJIM CIIEHApli TMOBHOTO 3a0€3MEUEHHS EHEPrielo
(mouatkoBui 3apsa 6nu3bko 100%) Ta KpuTHYHOTO AeDIUTY (MOYATKOBUM 3apsij] OJIU3BKO
35%).

3a pe3ynbTaraMH anapaTHOTO-NIPOTPAMHOTO MOJAETIOBAHHS 3’sICOBAaHO, IO Yy
MITATHOMY CIICHAapii 32 TOBHOTO 3a0€3MEUeHHS CHEPri€l0 BUTpaTa 3apsAay B aJalTUBHOMY
pexumi ctaHoBUTh 15.53% mopiBHsiHO 3 16.71% y cratmunomy mpodim Fixed Max. 3a
YMOB KPUTHYHOTO €HeprojediuTy aJalnTUBHA CHUCTEMa JIEMOHCTPYE HANOUIbIITY
edexTuBHICTh: BUTpara nopiBHioe 10.04% B amanTtuBHOMY pexkumi mpotu 16.71% y
ctaTuaHOMY. [IpakTW4HI BUMIPIOBaHHS CHUJIM CTPYMIB CIOXWBAaHHS Ta HaBaHTAXCHHS
mpoiecopa 0e33anepeyHo MIATBEPAWIA BHCHOBKM TEOPETUYHUX PpO3pPaxyHKIB. Y
KPUTUYHOMY CIIEHApPii KOHTPOJIEP MPUMYCOBO 3HIKYE OOUUCITIOBAIIbHE HABAHTAXKEHHS 10
npodiniB Survival abo Balanced, craOumizyroun cepeaHe 3aBaHTAXKEHHS Mpoliecopa Ha
oe3neunomy piBHi 31.06%. Lle mae 3mMory YHUKHYTH TEperpiBy HamiBIPOBIIHHUKOBOTO
KpHUCTalia, MiHIMI3yBaTH PU3UKH BIIMOB B 00CITyTOBYBaHHI Yepe3 MepernoBHEHHS arapaTHUX
Oy(depiB Ta NOAOBKUTHU YaC aBTOHOMHOI poO60TH fog-By311a 111 MEpeKEBUM HaBaHTAXKEHHSIM
B 1.7 paza.

3acTocyBaHHSl IHTErpajlbHOTO KPUTEPII0 SKOCTI MaTeMaTUYHO MIATBEPIUIIO
aJIeKBaTHICTh pOOOTH AJITOPUTMY KepyBaHHS: 32 HASIBHOCTI JOCTaTHbOTO PECYPCY CTpaTEris
MiHIMI3ye CcyMapHU 1mTpad, HAOMMIKAIOUMCh 10 €TAJOHHHUX TOKa3HHKIB Oe3neKu
CTaTUYHOTO TIpodiIt0, a B pasi eHeprogaedinuTy — Oe3aabTepPHATUBHO HAJA€ MPIOPUTET

(G13UYHOMY BUKMBAHHIO araparHoro By3jia. OKpEeciIeHO MeXl1 3aCTOCyBaHHS PO3pOOSIeHOT



cucteMu. BcraHoBiieHO, 10 BIJCYTHICTh BUIJIEHUX alapaTHUX KPUIITONPHUCKOPIOBAUIB Ha
0aratb0X MPOMUCIOBUX IUTaTGOpMax >KOPCTKO TIOB'Si3ye OE3MEKOBl aJTOPUTMH 3
CHEepProCIOKMBAaHHSAM IMPOLIECOpa, LI0 3YMOBIIOE TMOTPeOy KamiOpyBaHHS MOZENI IS
KOKHOTO HOBOTO TUIly SoC.

OTpumani pe3yabTaTd JOCITIKCHh MAIOTh MPAKTHYHE 3HAYCHHS 1 € MPUHHATHUMH
JUTSI BUKOPYCTAHHS IT1JT YaC MPOEKTYBAHHS Ta 00CIIyrOByBaHHS BOy10BaHUX MpUcTpoiB [oT.
Po3pobOiieni MareMaTWyHI Ta alTOPUTMIYHI MOJACII YMOXJIUBIIOOTH (OpPMYyBaHHS
MIKpOMIPOTPaMHOTO 3a0€3MeUeHHs UIsI PO3YMHUX KOHTPOJIEPIB JKUBJICHHS, CIIPSIMOBAHOTO
Ha MATpUMaHHA (I3UYHOI MPaIe31aTHOCTI €NEKTPOHIKA B YMOBAaX >KOPCTKOTO JeMiluTy
eHeprii. HasiBHICTh YITKO PO3MEKOBAHUX arapaTHUX MPO(UIB 3aBaHTAXEHHS CTBOPIOE
OCHOBY JIJISI pO3pOOJICHHSI CTIMKUX /10 aTak MPOMUCIIOBUX MUII031B. 3ampornonoBanHa Hil.-
METO/IMKA € e(heKTUBHOIO JIJI allapaTHOTO KajJiOpyBaHHS CUJIM CTPYMIB Ta TEIUIOBUILJICHHS
1] Yac MEPEHECEHHs PO3pOOJEHOT0 aAanTHBHOTO (peiMBOPKY Ha 1HII MPOMHCIOBI
€JIEKTPOHHI IJIaTPOpPMHU.

KuarouoBi cjoBa: BOygoBaHa cucCTeMa, MIKPOKOHTposiep, I[HTepHET peueH,
nepudepiiiii TpUCTpOoi, KpunTorpapiyHUil 3axXUCT, 3aXHCT 1HQopMalli, KidepoOesneka,
eHeproe(peKTUBHICTh, OOYHCITIOBAJIbHE HAaBaHTAXXCHHS, HAMIMHICTh OOJagHAHHS, HEUITKA

MHOHHA, OI[IHKa €()eKTUBHOCTI1, MOJICJIFOBAHHS, IIUTICHICTh JIAaHUX, KEPYBAHHS PECYPCaAMU.



SUMMARY

Savka M.S. Energy-aware adaptive management of cryptographic security in loT Fog
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The following new scientific results were obtained in the dissertation:

For the first time, a method of adaptive energy-aware management of the
cryptographic load of a Fog node is proposed, which, unlike existing approaches,
dynamically aligns the choice of a symmetric cryptographic primitive with the current
energy reserve level of the hardware platform during operation. This makes it possible to
implement the concept of managed degradation: a temporary transition to algorithms with
lower computational complexity is considered not as a decrease in the security level, but as
a mechanism for ensuring system survivability and countering battery depletion attacks.

The concept of ensuring hardware survivability for microprocessor systems of the
mobile IoT has been further developed: a mechanism is proposed by which, in critical energy
modes, the control system maintains the physical operability of the hardware node as a result
of a deliberate reduction of the computational load on the microprocessor.

For the first time, the use of an integral quality criterion as an analytical tool for
formalizing the trade-off between latency, energy consumption, and computational
capabilities 1s justified, which allows mathematically confirming the adequacy of
management in the studied electronic system.

The methodology of hardware-software modeling for the verification of energy-aware
systems on an autonomous node with ARM architecture has been improved. The
improvement consists in the integration of the developed empirical power consumption
model, which establishes a direct analytical relationship between CPU utilization and the
discharge currents of battery cells.

The dissertation carries out an in-depth study of the hardware survivability of

electronic Fog nodes of the mobile Internet of Things under critical power supply constraints



to improve the design process of embedded microprocessor systems through the
implementation of energy-aware adaptive management.

The purpose of the study is to increase the hardware survivability and energy
efficiency of electronic systems of mobile [oT Fog nodes operating under autonomous
power supply conditions by developing a method of adaptive management of the processor
load (caused by cryptographic protection) based on fuzzy logic. The object of the study is
the computational resource management, and physical survivability provision in hardware
nodes of fog computing of the mobile 10T, processes of energy consumption. The subject of
the study is the methods and models of adaptive management of microprocessor system
operating modes using fuzzy logic to ensure an energy-efficient "security-energy-delay"
balance.

The work applies methods of system analysis to formalize energy constraints,
methods of automatic control theory (fuzzy logic) for the dynamic selection of load modes,
as well as methods of empirical and hardware-software modeling for calibrating power
consumption currents on a real physical device.

The content of the dissertation research is presented in four chapters, which provide
the results of theoretical and experimental studies.

The introduction justifies the relevance of the research, showing that local hardware
nodes in mobile IoT architectures operate under autonomous power supply conditions. At
the same time, they are forced to apply resource-intensive algorithms of cryptographic
information protection, which create a significant load on electronic components. Under
such conditions, intensive computational operations, especially in the absence of dedicated
hardware cryptographic accelerators, are the main energy consumer of the microprocessor.
This causes rapid battery depletion and physical equipment failure. The need to develop
management systems that balance processor load and energy consumption at the operational
level of the electronic device is noted.

The first chapter critically analyzes technical solutions for building hardware Fog
nodes, including SoC architectures, autonomous power constraints, and the impact of
intensive computations on microprocessor current consumption. It was found that fixed

settings of computationally complex algorithms are inefficient. The functioning of the



electronic component base in real conditions causes a dynamic change in power
consumption, which is directly proportional to the clock frequency and the square of the
supply voltage. Under high network load, resource-intensive cryptographic transformations
exponentially increase energy consumption and initiate an exponential growth of parasitic
leakage currents in CMOS transistors due to the heating of the semiconductor crystal. This
phenomenon forms the risk of a hardware reboot or the triggering of thermal throttling
mechanisms. Given this, it is proven that the static application of maximum security leads
to irrational use of energy and rapid battery depletion. At the end of the chapter, requirements
for energy-aware management of microprocessor resources are formulated, the relevance of
the work is justified, and the research tasks are defined. The need to implement a controlled
degradation strategy is established, in which the reduction of the protection level occurs in
a managed manner, preserving the physical operability of the device.

The second chapter performs theoretical modeling of the processes of adaptive
processor load management. The Fog node is formalized as a controlled object with limited
resources. The state vector of the model combines energy, computational, and security
parameters (current battery charge, central processor utilization, traffic intensity, and an
aggregated threat level indicator). The application of a controller based on fuzzy logic
(Fuzzy Logic Controller), which dynamically changes the core operation parameters
depending on the system state, is justified. The control output of the model is interpreted as
the selection of one of the discrete cryptographic profiles: Safe, Survival, Balanced, or Max.

A mathematical model is formed in which an integral quality criterion is introduced
for the analytical evaluation of the trade-off between system performance and energy
savings. The functional aggregates three basic normalized indicators: service latency, energy
costs, and deviation from the target security level. The application of such a multi-criteria
approach allows mathematically balancing the conflicting requirements regarding the
provision of a high level of confidentiality and the need to preserve the device's energy
resources. It is proven that the proposed method ensures a managed degradation of functions
in favor of extending the operation time of electronic equipment: under conditions of a

critical power shortage, the system consciously limits resource-intensive operations (for
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example, transitions to lightweight hashing or encryption algorithms), avoiding a complete
failure of the node.

The third chapter contains a description of the practical implementation of the
developed system based on a containerized firmware architecture. The choice of the
Raspberry Pi 5 microcomputer with a multi-core ARM processor (Cortex-A76) as the basic
electronic platform for creating an experimental hardware-software testbed is justified. The
hardware-software complex of the ASM framework (Adaptive Security Manager) is
designed, which consists of isolated modules: the application interface service (ASM API)
and the adaptive security agent (ASM-Agent). An empirical power consumption model is
built, which establishes a direct connection between computational load, processor
utilization, and discharge currents.

Within the implementation, a zero-order Takagi-Sugeno fuzzy controller periodically
reads system telemetry (charge level, core utilization) and the threat level indicator, after
which it forms a generalized security level indicator. To prevent high-frequency mode
switching (chattering effect), threshold discretization and trapezoidal membership functions
are applied. According to the controller's decision, the system dynamically applies one of
the protection profiles. The simulation of the cryptographic load ensures the reproduction
of the proportional computational complexity of various cryptographic primitives (from the
equivalent of AES-256-GCM to ChaCha20-Poly1305), having a direct impact on heat
dissipation and the dynamic energy consumption of the hardware platform.

The fourth chapter analyzes the results of experimental studies performed using the
Hardware-in-the-Loop (HiL) methodology in real hardware conditions. A comparative
analysis of the battery discharge dynamics under fuzzy logic control (adaptive strategies)
and 1n the fixed load mode (static strategies Fixed Max and Fixed Balanced) is carried out.
For objectivity, all strategies were tested under an identical time profile of network load that
simulated background operation, a massive DDoS attack phase (high threat level), and a
relaxation phase. The experiments covered scenarios of full energy provision (initial charge
of about 100%) and critical deficit (initial charge of about 35%).

Based on the results of hardware-software modeling, it was found that in a standard

scenario with full energy provision, the charge consumption in the adaptive mode is 15.53%
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compared to 16.71% in the static Fixed Max profile. Under conditions of a critical energy
deficit, the adaptive system demonstrates the highest efficiency: consumption equals
10.04% in the adaptive mode versus 16.71% in the static one. Practical measurements of
consumption currents and processor load unconditionally confirmed the conclusions of the
theoretical calculations. In a critical scenario, the controller forcibly reduces the
computational load to the Survival or Balanced profiles, stabilizing the average processor
utilization at a safe level of 31.06%. This allows avoiding the overheating of the
semiconductor crystal, minimizing the risks of denial of service due to hardware buffer
overflows, and extending the autonomous operation time of the fog node under network
load by 1.7 times.

The application of the integral quality criterion mathematically confirmed the
adequacy of the control algorithm: in the presence of sufficient resources, the strategy
minimizes the total penalty, approaching the reference security indicators of the static
profile, and in the event of an energy deficit, it unconditionally prioritizes the physical
survival of the hardware node. The limits of application of the developed system are
outlined. It has been established that the absence of dedicated hardware cryptographic
accelerators on many industrial platforms strictly links security algorithms with processor
energy consumption, which necessitates calibrating the model for each new type of SoC.

The obtained research results have practical significance and are acceptable for use
during the design and maintenance of embedded IoT devices. The developed mathematical
and algorithmic models enable the formation of firmware for smart power controllers, aimed
at maintaining the physical operability of electronics under conditions of a severe energy
deficit. The availability of strictly demarcated hardware load profiles creates a basis for
developing attack-resilient industrial gateways. The proposed HiL methodology is effective
for the hardware calibration of currents and heat dissipation when transferring the developed
adaptive framework to other industrial electronic platforms.

Keywords: embedded system, microcontroller, Internet of Things, edge devices,
cryptographic protection, information protection, cybersecurity, energy efficiency,
computational load, equipment reliability, fuzzy set, efficiency evaluation, modeling, data

integrity, resource management.



