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HMucepranist Ha 3700yTTSI HAYKOBOTO CTyIEHs JokTopa (inocodii 3a
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Axmyanvuicms pooomu. Po3sutok [ntepuery peueit (Internet of Things, [oT),
KiOepPi3UUHUX cUCTEM, MepudepiiHuX OOYMCICHb 1 MPOMHUCIOBOrO IHTEpHETY
peueit (Industrial Internet of Things, IloT) cynpoBomKyeTbcs YyCKIaIHEHHSIM
cydyacHuX 1HQopMmaiiiiHo-KoMyHiKkaliiHuX cucrteM. loT-cepenoBuina 00’ e AHYIOTh
OPUCTPOI 3 PI3HUM TMPU3HAYEHHSAM, OOYMCIIOBAIIBHUMU MOMJIMBOCTSIMHU Ta
IPOTOKONAMH B3aeMOJii. IXHii ckaj, KoH}Irypauis i 38’13KM Mi)k KOMIOHEHTAMU
MOXYTh 3MIHIOBATHUCS IiJl Yac eKcrulyaraiii. BogHoyac 3poctae pi3HOMaHITHICTh
Kibep3arpo3, 37aTHUX BIUIMBATH SIK HA OKpPEMI MPHUCTPOI, TaKk 1 Ha poOOTy
CEpEeIOBHUILA 3araOM.

3a Takux yMOB pHU3UK 1HGOPMAIIMHOI OE3MEeKU 3aleKUTh HE JIUILIE BiJ
XapakTepUCTUK 3arpo3 1 Bpa3nuBocTed. BaxnuBumu € (QyHKIIOHAIbHA POJb
MPUCTPOIO, YMOBU HOTO pOOOTH, 3B’S3KH 3 THIIUMU KOMIIOHEHTAMU Ta MOMJIMBI
HaClAKM  MOpYyWIeHHS ix  (yHKOioHyBaHHs.  OILIHIOBaHHS  JOJIaTKOBO
YCKIIAJIHIOETHCS HEMOBHOTOIO BHUXIJHUX JAHUX 1 HEBU3HAYEHICTIO OKPEMHX
napametpiB. [IprxoBaHa kKoMmpoMeTailisi MOXKe 3aJMIIATUCS HEMOMITHOIO IMiJ Yac
aHaJi3y JUIIe B1JIOMUX BPa3IMBOCTEN Ta OYEBUIHUX aHOMAJIIi.

AHaJli3 HayKOBUX JOCIIJKEHb Moka3aB, 1o kiacudikaiis loT-npuctpois,
BUSIBJICHHSI BPa3JIMBOCTEN, aHAII3 MEPEXKEBOi aKTUBHOCTI M OLIHIOBaHHS PU3UKIB
MEePEeBaKHO PO3MIIAAAIOTHCS K OKpeMi 3aBAaHHA. Y HACHIAOK I[bOT0 BIJOMOCTI TIPO
XapaKTEePUCTUKHU MPUCTPOIO Ta MOTOYHUMN CTaH CEPEOBUIIA HE 3aBKIU y3TOIKEHO
BUKOPHUCTOBYIOThCS II1Jl YaCc BU3HAUYEHHs piBHS pusuKy. lle 3ymoBmtoe morpely B
METOJaX 1 MOJENSIX, SIKI BPaXOBYIOTh KOHTEKCT (DYHKIIIOHYBaHHSI MPUCTPOIB Ta

Aar0Thb 3MOI'y IIPOBOJUTH OHiHIOBaHHH 3a HEMMOBHUX 1 HEBU3HAUCHUX JaHUX.



VY nauceprtaimii po3B’s3aHO aKTyalbHE HAyKOBE 3aBAaHHS, 110 IOJISITAaE B
po3pobsieHH1 Mozeni  (GopMyBaHHS KOHTEKCTHO-pU3UKoBoro mpodino IoT-
MPUCTPOIO 32 pe3yJibTaTaMU 1HTEJNEKTYyalbHO-KOHTEKCTHOI Kiacudikaiii Ta
YIOCKOHAJIEHHI METOJly OI[IHIOBaHHS pU3UKIB 1HQopmarlliinoi Oe3nexku [oT-
cepefoBun] y mporeci ayauty. [lig vac BHU3HAY€HHSI PIBHS PHU3UKY TaKOXK
BPaxOBYEThCA TOMEPEAHHO CPOPMOBAHUN MOKA3HUK PHU3UKY MPUXOBAHOI
KOMIIPOMeETAIli.

Memoto pobomu € po3poOIIeHHST MOJieNl TOOYJ0BU KOHTEKCTHO-PU3UKOBOTO
npodinto  loT-mpuctporo  3a  pesyiabTaTaMH  1HTEIEKTYalbHO-KOHTEKCTHOI
kiacudikamii Ta yJOCKOHAJEHHS METOJY OI[IHIOBAHHS PU3HKIB 1H(POPMAIIHHOI
oesneku loT-cepenoBuill 3 ypaxyBaHHSIM IOr0o MPOQLII0, MOTOYHOTO CTAHY
Oesnekn ¥ momepeAHhO C(HOPMOBAHOTO TMOKA3HHWKA PU3HKY MPUXOBAHOI
KOMITpOMETAIIii N1J] 4ac ayauTy.

JIns JoCsSTHEHHS METH NpoaHali30BaHO miaxoau Ao kiacudikamii [oT-
MPUCTPOIB, BUSBICHHS Bpa3JIUBOCTEH, aHaIi3y aHOMaJIbHOI AaKTHUBHOCTI Ta
OI[IHIOBAHHSI PU3UKIB.

Po3pobieno Moaens ¢GopMyBaHHS KOHTEKCTHO-PU3UKOBOTO  IPOQLIIO
MPUCTPOI0 32  pe3yJbTaTaMu  IHTEJIEKTYallbHO-KOHTEKCTHOI  Kiacuikarlii.
VY 1ockoHameHO METOJ OI[IHIOBAHHS PU3UKIB HAa OCHOBI HEUYITKOIO JIOTIYHOTO
BUBEJEHHS TUIy MaMmJaHi 3 ypaxyBaHHSM [OKa3HHMKAa PHU3UKY MPUXOBAHOI
kommpomertarllii BackdoorRisk.

Busnaueno migxing g0 1oOynoBu 1HQOpMAIiHOT TEXHOJOTIl s
Y3rO/PKEHOTO 3aCTOCYBaHHS MOJENI Ta METOMy. 3amnpoNOHOBaHI PIIICHHS
MEePEBIPEHO 3 BUKOPUCTAHHSIM BIAKPUTUX HaOOpiB gaHux 3 Oesnexku loT 1
porpamMHo cpopMOBaHUX KOHTEKCTHO-PU3UKOBHX CIICHAPIIB.

HaykoBa HOBU3HA 0/iep>KaHUX PE3YJIbTATIB MOJISITAE B TAKOMY:

— Bnepuwe po3pobaeno mooenb nob6yoosu KOHMeEKCMHO-PUSUKO8020 NPOQiio
loT-npucmporo  3a  pe3yromamamu  IHMENEKMYANbHO-KOHMEKCMHOI
knacugikayii. Moaens mepenbadae kimacu@ikaimio MPUCTPOIO 3a I1’AThMa
KPUTEPISIMU: PIBHEM BOYJIOBAHOTO 1HTENEKTY, XapaKTepUCTUKAMK O€3MeKH,
apXiTEeKTyporo B3aeMOJll, (yHKI[IOHAIHBHUM KOHTEKCTOM 1 JUHAMIYHICTIO

cepenoBuia. PesynbraTu kinacudikailii 3a KOXXHUM KpUTEPIEM 30€pIiraroThes
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B mpod i 6€3 3BeACHHS 10 OJHOTO YHMCIOBOTrO Moka3zHuka. ChpopmoBaHuUi
npod1Jib BUKOPUCTOBYETHCS Pa3oM 13 JaHUMHU PO MOTOUYHUM CTaH Oe3MeKH
JUTSl BU3HAUYEHHS Ta IHTEPIPETaIlii apaMeTpiB OLIIHIOBAHHS PU3HKY.

— Yoockonaneno memoo KOHMEKCMHO-A0ANMUBHO20 OYIHIOBAHHS PUSUKIE
inghopmayitinoi b6eznexu loT-cepedosuwy Ha OCHOBI HEUIMKO20 N02IUHO20
sugedennss muny Mamoani. Meros niependavae CHiibHE BpaxyBaHHS CEMHU
BXIJIHUX TlapaMeTpiB: KPUTUYHOCTI AaKTHBY, PIBHS 3arpo3u, piBHSA
BpPA3JIMBOCTI, MOXIJIMBOCTEH MOTEHIIHHOIO MOPYIIHUKA, 1MOBIPHOCTI
peanizallii 3arpo3u, TSKKOCTI ii HacIHiJIKIB Ta MOIMepeaHbO C(HOPMOBAHOTO
MOKa3HUKa pU3UKy npuxoBaHoi komnpomerailii BackdoorRisk. [Tapametpu,
IO 3aJeKaTh BiJ KOHTEKCTY, YTOYHIOIOTBHCS 3 YpaxyBaHHSIM HpodiIo
MPUCTPOIO Ta JIaHUX MPO NMOoTouHUM ctan Oe3neku. [Tokazuuk BackdoorRisk
HaJIXOJUTh JO CHUCTEMH SK OKpeMuil BXigHuM mapametp. DyHkiii
HaJICKHOCTI 11 0a3a HEUITKUX MPaBUJI 1aI0Th 3MOTY BU3HAUYMUTH 1HTETPAJIbHUM
noka3Huk Risklevel Ta mosicHUTH pe3yabTaT 4yepe3 BXIJIHI MapameTpH 1
MpaBUJia BUBEJICHHS.

— Habys noodanvuioco po3eumky nioxio 00 nobyoosu iH@opmayitiHoi
MexHON02li OYIHIOBAHHA pusuKie ingopmayitinoi 6esnexku loT-cepedosuuy.
Ha Biaminy BiJ BIJOKPEMJIEHOTO 3aCTOCYBaHHs Kiacu(ikailii IpuCTpoiB Ta
OIL[IHIOBAHHSI PHU3MKIB, MiAXiA Tmepeadayae BUKOPUCTAHHS KOHTEKCTHO-
PU3UKOBOrO0 MpO(]UII0 MPUCTPOIO pa3oM 13 JaHUMHU MPO MOTOYHUM CTaH
Oesnexu asa GopMyBaHHS BXIJIHUX MapamMeTpiB HEYITKOro OlliHioBaHHS. Lle
3a0e3reuye  y3roJP)KEHE  3aCTOCYBaHHS ~ po3poOJieHOI  Moneni |
YAOCKOHAJIEHOTO METO/Y, a TAKOX OHOBJICHHS OLIHKUA PU3UKY B pa3i 3MIHU
XapaKTEepUCTUK MPUCTPOIO 200 CTaHy CepeIOBHIIA.

Ha ocHOBI 3a3HaueHOro miAXoJay CTBOpPEHO IH(OpMaIiiiHy TEXHOJIOTIIO
OI[IHIOBaHHsI pU3UKiB iH(popMaliitHoi 6e3nexu loT-cepenosuml. Y Hii nepegdadeHo
MOCHIOBHE 30MpaHHs U ompaiioBaHHs JaHux, kiacudikamiro loT-npuctpois,
(dbopMyBaHHS KOHTEKCTHO-PU3UKOBUX MNpOQUIIB, OIIHIOBAHHS pPHU3UKIB Ta
MIJITOTOBKY PEKOMEHJAIlI II0JI0 3aXO0JiB 3aXUCTy. Pe3yibTaToM OI[IHIOBAHHS €

noka3Huk RiskLevel 1 BiimoBigHA KaTEropisi pUHKY.



llpakmuune 3Hauenus odepoicaHux pe3yabmamié TONSATae 'y MporpamHin
peanizallii MOyJisl OLIHIOBaHHS pU3HKIB 1H(opMaiiitHoi 6e3nexku loT-cepenouin
Ta OKPEMOl EKCIEepUMEHTAIbHOI MpOoUeaypH Kiacudikaiii MepexeBUX MNOoiil.
Mopynb peanizoBano B cepenopuiili MATLAB 13 Bukopuctanusm Fuzzy Logic
Toolbox. Bin 00po6isie ciM momepeaHbO0 CPOPMOBAHUX BXIAHUX IMAPaAMETPIB,
BUKOHYE HEYITKE JIOTIYHE BUBEIEHHS TUIy MamaaHi Ta BHU3HAYa€ MOKA3HUK
RiskLevel 1 BignmoBigHy KaTeropito pusuky. ExcriepuMeHTanbHy Kiacuikaiito
MEpEeXKEBUX MOMAIN MOCTIIHKEHO OKpEeMO SIK 3aci0 oJep)KaHHS BIIOMOCTEH MpPO
akTuBHICTH B loT-cepemoBuiii.

Bnposaoscenns pezyromamis. PesynapTaTu AMCEPTAIIMHOTO JOCIIKEHHS
BIPOBA/KEHO y mpakTuuyHy JisuibHICTE TOB «JIFOM’EP EJIEKTPO», TOB
«APKAJIA ®IHAHC» 1 TOB «ATPIA KOMIIAHI» nns aHamizy craHy
iH(opMaliitHo1 Oe3Meku, OLIHIOBAaHHS PU3UKIB Ta aHAJI3y aHOMAaJbHOI MEPEXKEBOI
akTUBHOCTI. OKpemi pe3yJbTaTH BUKOPUCTOBYIOTHCS B OCBITHHOMY IPOIIECI
HamionanbHoro yHiBepcuteTy «YepHIriBchbka MOJITEXHIKA» MiJl Yac MiArOTOBKU
(haxiBIiB 3 Ki0epOe3neKku Ta KOMIT IOTEPHUX HayK.

OpepxaHl pe3yibTaTH JdalOTh 3MOry (OPMYBAaTH OLIHKY pHU3HKY 3
ypaxyBaHHSIM XapakTepucTuk loT-mpuctporo, HOro KOHTEKCTHO-PU3UKOBOIO
npod 10 Ta MOTOYHOTO cTaHy Oe3rneku. Buznauenuii y poOOTI miaxig 10 moOy/10BU
iH(popMaIiiiHOT TEXHOJOT1I BCTAHOBIIOE TMOPSIAOK CHIIBHOIO 3aCTOCYBaHHS
PO3p00IIeHOT MO i yI0CKOHAIEHOTO METOAY B mpoiieci ayauty loT-cepegoBurl.

Kniouosi cnosa: Intepuer peueit, loT-cepenouie, iHpopmartiiiina 6e3meka,
KOHTEKCTHO-aJJalITUBHE  OI[IHIOBAaHHA  PHU3MKIB, 1HTEIEKTYyaJbHO-KOHTEKCTHA
Kiacudikailis, HEUITKE JIOTIYHE BUBEACHHS, PU3UK MPUXOBAHOI KOMIIpOMETaIlii,

iH(opMalliiiHa TeXHOJIOr1s, ayuT 1HPOopMaIiiHOT OE3MEeKH.



ABSTRACT

Pidlisnyi Yurii. Methods and Models for Context-Adaptive Information
Security Risk Assessment in IoT Environments. — Qualifying scientific work
submitted as a manuscript.

Dissertation for the degree of Doctor of Philosophy in specialty 122 —
“Computer Science”. — Chernihiv Polytechnic National University, Ministry of
Education and Science of Ukraine, Chernihiv, 2026.

Relevance of the research. The development of the Internet of Things (IoT),
cyber-physical systems, edge computing, and the Industrial Internet of Things (I1oT)
is accompanied by increasing complexity in modern information and
communication systems. [oT environments bring together devices with different
purposes, computing capabilities, and communication protocols. Their composition,
configuration, and connections between components may change during operation.
At the same time, the range of cyber threats capable of affecting both individual
devices and the environment as a whole continues to grow.

Under these conditions, information security risk depends on more than the
characteristics of threats and vulnerabilities. The functional role of a device, its
operating conditions, its connections with other components, and the possible
consequences of disruptions to their operation are also important. Risk assessment
is further complicated by incomplete input data and uncertainty in individual
parameters. Hidden compromise may remain undetected when analysis is limited to
known vulnerabilities and readily observable anomalies.

An analysis of scientific research has shown that IoT device classification,
vulnerability detection, network activity analysis, and risk assessment are generally
treated as separate tasks. As a result, information about device characteristics and
the current state of the environment is not always used consistently when
determining the level of risk. This creates a need for methods and models that
account for the operating context of devices and enable assessment under conditions

of incomplete and uncertain data.
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The dissertation addresses the scientific problem of developing and improving
methods and models for context-adaptive information security risk assessment in
[oT environments during security audits. The proposed solution combines intelligent
context-aware device classification, the formation of contextual risk profiles, and
fuzzy risk assessment. The risk level is also determined with consideration of a
previously calculated hidden compromise risk indicator.

The aim of the research is to develop and improve methods and models for
context-adaptive information security risk assessment in IoT environments that
account for device characteristics, operating conditions, and the current security
state and can be used during security audits.

To achieve this aim, approaches to [oT device classification, vulnerability
detection, anomalous activity analysis, and risk assessment were analyzed.

A model for forming a device’s contextual risk profile based on the results of
intelligent context-aware classification was developed. A risk assessment method
based on Mamdani fuzzy inference was improved by incorporating the hidden
compromise risk indicator, BackdoorRisk

An approach to building an information technology for the coordinated use of
the model and method was defined. The proposed solutions were evaluated using
open loT security datasets and programmatically generated contextual risk
scenarios.

The scientific novelty of the results is as follows:

— A model for forming an loT device’s contextual risk profile based on the
results of intelligent context-aware classification was developed for the
first time. The model classifies a device according to five criteria: its level
of embedded intelligence, security characteristics, interaction architecture,
functional context, and the dynamic nature of the environment. The
classification results for each criterion are retained in the profile without
being reduced to a single numerical value. The resulting profile is used
together with data on the current security state to determine and interpret
risk assessment parameters.

— A method for context-adaptive information security risk assessment in loT

environments based on Mamdani fuzzy inference was improved. The
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method jointly considers seven input parameters: asset criticality, threat
level, wvulnerability level, attacker capability, likelihood of threat
occurrence, severity of impact, and the previously calculated hidden
compromise risk indicator, BackdoorRisk. Context-dependent parameters
are refined using the device profile and data on the current security state.
BackdoorRisk is supplied to the system as a separate input parameter. The
membership functions and fuzzy rule base make it possible to determine
the overall RiskLevel value and explain the result in terms of the input
parameters and inference rules.

— The approach to building an information technology for information
security risk assessment in loT environments was further developed. The
approach uses a device’s contextual risk profile together with data on its
current security state to form the input parameters for fuzzy risk
assessment. This enables the coordinated use of the developed model and
the improved method, as well as the reassessment of risk when device
characteristics or the state of the environment change.

Based on this approach, an information technology for information security
risk assessment in [oT environments was created. It provides for a sequence of data
collection and processing, IoT device classification, contextual risk profile
formation, risk assessment, and preparation of recommendations on security
measures. The assessment produces a RiskLevel value and a corresponding risk
category.

The practical significance of the results lies in the software implementation
of an information security risk assessment module for IoT environments and a
separate experimental procedure for classifying network events. The module was
implemented in MATLAB using the Fuzzy Logic Toolbox. It processes seven
previously calculated input parameters, performs Mamdani fuzzy inference, and
determines the RiskLevel value and corresponding risk category. The experimental
classification of network events was studied separately as a means of obtaining
information about activity in an loT environment.

Implementation of the results. The results of the dissertation research have
been implemented in the operations of LUMIERE ELECTRO LLC, ARKADA
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FINANCE LLC, and ATRIYA COMPANY LLC for information security analysis,
risk assessment, and anomalous network activity analysis. Some of the results are
also used in the educational process at Chernihiv Polytechnic National University
in the training of cybersecurity and computer science specialists.

The results make it possible to assess risk with consideration of an IoT
device’s characteristics, its contextual risk profile, and the current security state.
The proposed approach to building the information technology establishes a
procedure for the combined use of the developed model and improved method
during 10T security audits.

Keywords: Internet of Things, [oT environment, information security,
context-adaptive risk assessment, intelligent context-aware classification, fuzzy
inference, hidden compromise risk, information technology, information security

audit.
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